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/builds/vk-communications/docs/vkc-docs/workmail/public/tags/#tag:%D1%83%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%BA%D0%B0
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Ha3HayeHe fOKyMeHTa

B mokyMeHTe onvcaHa npoLenypa yCTaHOBKM MNoYTbl B MUHUMAbHON paboyei KOHPUrypaLwmm Ha ogHy
BUPTYasnbHYIO MaLUmHy. MNog NpoayKTUBHON YCTaHOBKOW NOAPa3yMEBaETCS yCTaHOBKA NMOYTOBOW CUCTEMbI Ha
cepBepa KMEHTa 11 HAaCTPOIIKa KOMMOHEHTOB /15 MOCEnYIOLLEro NCMOMb30BaHNSA COTPYLHMKaMMU.

Tpe6oBaHNs K agMUHNCTPaTOpPam

« 3HaHuMe Linux Ha ypOBHE CMCTEMHOIO agMNHNCTPATOPA.

+ 3HaHMe OCHOB PaboTbl CuCcTeM ynpaBneHus 6asamu gaHHbIx (CYB[).

« 3HaHMe OCHOB PaboTbl Cnyx6 kaTanoros (Directory Service).

« [TOoHNMaHNe OCHOB KOHTENHEpPU3aL .

« 3HaHMe OCHOB PabOoTbl CETEN N CETEBbBIX MPOTOKOJOB.

+ 3HaHNE OCHOBHbIX UHCTPYMEHTOB 411 pabOoTbl B KOMaHAHOW CTpoke: bash, awk, sed.

- 3HaHNe OCHOB PaBOTbl MHPPACTPYKTYPbI [OCTABKN MOYTDI.

TexHnyeckune TpeboBaHUS

I'Io,u,p,epx(leaeMble onepaunoHHbIe CUCTEMbI 419 YCTaHOBKW MoyTbl:

- Astra Linux SE Open — Bepcusa 1.7.5+, Bepcus sgpa — 5.15.
- PEQ, OC — Bepcua 7.3.5, Bepcusa agpa — 6.1.
« PEQL OC — Bepcua 7.3c (cepTudnumpoBaHHas), Bepcus agpa — 6.1.

+ MosOS Arbat — Bepcua 15.5, Bepcusg agpa — 5.14.
ApxuTekTypa cuctembol — x86_64.

OB6HOBNATb OMNEepPaLMOHHYIO CUCTEMY MOXHO TOMbKO Ha Nog4epXXNBaeMylo BEPCUIO 1 TOSIbKO nocne
KoHcynbTauuu ¢ npegctasutenem VK. Cnncok nogaepxnsaembix OC MOXET 6blTb YTOYHEH B paMKax paboT no

VHOVIBUAYaIbHOMY MPOEKTY.
Mpumep HacTponkn napameTpos OC

BaXxHO

YcTaHOBKa JaHHbIX napamMeTPOoB BO3MOXHa TOJIbKO Nocsie KOHCynbTaun C BalMn CNCTEMHbIMU
AAMVHUNCTPaTOopamMu.
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CospanTte dann /etc/sysctl.d/98-vkworkspace.conf C HacTporikamu sysctl:

kernel.pid_max=4194304
.ipv4.tcp_tw_reuse=1

net

net.
net.

net

net.
net.
net.

net

.ipv6.
ipv6.
ipv6.

netfilter.
netfilter.

nf_conntrack_tcp_timeout_time_wait=3
nf_conntrack_tcp_timeout_fin_wait=5

conf.all.disable_ipv6=1
conf.default.disable_ipv6=1

conf.lo.
netfilter.

disable_ipv6=1

nf_conntrack_max = 4194304

.ipv4.tcp_syncookies = 1

Cospante dann /etc/security/limits.d/98-vkworkspace-limits.conf C HacTpoMKamu JTMMUTOB:

* Ok x %

hard
soft
hard
soft

root hard
root soft
root hard
root soft

PEf, OC

nofile
nofile
nproc
nproc
nofile
nofile
nproc
nproc

1048576
131072
257053
131072
1048576
262144
514106
262144

JononHnTenbHble HaCTPOKN ana cepTudunymposaHHon PE[ OC 7.3

Qann /etc/sysctl.d/98-vkworkspace.conf C HacTpownkamu sysctl ans ceptudnumposanHon PEL, OC 7.3

6yﬂeTOTﬂManbC%

kernel.pid_max=4194304
tep_tw_reuse=1
conf.all.disable_ipv6=1
conf.default.disable_ipv6=1

net.
net.
net.
net.
net.

ipv4.
ipv6.
ipvé6.
ipv6.
ipv4.

conf.lo.

disable_ipv6=1

tcp_syncookies = 1

[o yctaHosku MNoytbl VK WorkSpace:

1. BHecuTe nameHeHne B koHurypaumm /etc/systemd/system.conf :

DefaultLimitNOFILE=524288:524288

2. YcTaHoBUTe cnegytoLme naketbl 13 penosutopus PEL OC 7.3, nocTaBnsSeMoro ¢ onepawoHHON

CUCTEMO:

« docker-ce-cli-20.10.24-1.el7.x86_64

- docker-ce-rootless-extras-20.10.24-1.el7.x86_64

- docker-ce-20.10.24-1.el7.x86_64

- docker-ce-20.10.24-1.el7.i686

- docker-compose-2.29.2-1.el7.x86_64

- docker-compose-switch-1.0.5-1.el7.x86_64
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YCTaHOBUTb NaKeTbl MOXHO C MOMOLLbIO KOMaHAbI:

yum install docker-ce-cli-20.10.24-1.el7.x86_64 docker-ce-rootless-
extras-20.10.24-1.el7.x86_64 docker-ce-20.10.24-1.el7.x86_64 docker-ce-20.10.24-1.e17.i686
docker-compose-2.29.2-1.el7.x86_64 docker-compose-switch-1.0.5-1.el7.x86_64

MosOS

JononHnTtenbHble HacTpoiku gns MosOS Arbat

YctaHoBuTe docker 20.x n docker-compose 13 penosutopus MosOS:

zypper install -y docker docker-compose bind-utils ncat

Tpe6oBaHUs K pecypcam cepBepa

MpopykTuBHas BEPCUs KOPNOPATUBHOW MNOYTbl yCTaHaBNNBAETCS Ha OfMH CepPBEP CO crneayioLen
KOHPUrypaumen:

« 32 vCPU;
+ 96 GB RAM;
+1000 GB SSD;

« HDD pgnsa BNoXeHu, 06bemM paccymnTbiBAa€TCA Ha OCHOBaHWUY Ca3uHra.

o NHpopmauns

Mo BONpOCam Co3aaHns Cali3nHr-Mogeny o6pallanTech K COTPYAHUKAM UK napTHepam komnaHun VK.

Ta6nuua cCoBMeCcTMOCTIA

TexHonorus Bepcusa

VK Teams He CTapLue OBYyX NOCAEOHVX BEPCUIA
MS Exchange Server 2013/2016

Keycloak 17, ¢ ncnonbsosaHnem OAuth 2.0

Kerberos 5
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TexHonorusa Bepcusa

MySQL 8.0.22

P7-Odunc ee-202411.375.rev1

/' TNpumeyaHne

Keycloak aBnseTcs BHELWHNM NPOBaiAepoOM ay TEHTUPUKALLMOHHON MHOOPMaLK (Proxy) 1 HE BbICTYMNaET B

KayecTBe nonHoueHHom IDM cucrtemsl.

MpepBapuTenbHble YCNOBNS AJ1 YCTaHOBKMN

MpepacTasutenn VK npegoctaBuiv Bam crieqytoLe gaHHble:

+ CCbIJIKY Ha CKaynBaHne guctpudyTumea Moutbl 25.2.1,
+ Maposb OT apxmBa C ANCTPUOYTUBOM,
* INLLEH3NOHHBI KJTIO,

« KOMMNEKT JOKYMEHTaLMN.
Takke Bam NoTpebyeTcs:

« Ha6op DNS-3anucein: A, CNAME, MX, SPF, TXT, NS.

- Mopgaep>xka npoueccopamn Habopa nHcTpykumin 3BDNow, ADX, AES, AVX, AVX2, BMI, BMI2, CMOV, MMX,
MODE®64, NOT64BITMODE, NOVLX, PCLMUL, SHA, SSE1, SSE2, SSE41, SSE42, SSSE3 1 XOP.

« DKIM-nognucb ¢ cenektopammn 4ns Kaxaoro gomMmeHa (nnv Heckonbko DKIM ¢ pasHbiMy cenektopamm ans

OOHOro JOMeHa).
- DocTyn k cepBepy no SSH ¢ npaBamu agMUHUCTPAaTOPa (BXOA MO KoYy UK MO Naposio).
- lokanbHas ceTb 1 GbE nnun 10 GbE.
« OTKNIOYNTb SWap.
- Ceptudukatol SSL gnga kaxgoro CNAME vnn Wildcard-ceptudukat gna gomeHa.
- octyn k nopTtam: 25, 80, 143, 443, 465, 993, 1025.
- [locTyn K agMHNCTPaTUBHbIM NopTam: 22, 8888*.
- tar.
« YTnuTa g9 pacnakoBKY Zip-apXyBOB, HAaNpUMep 7zip uam unzip.

« Active Directory nnu gpyras cnyx6a katanoros, patoTtatoLasa no npotokony LDAP.
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BHumaHmne

YT106bI O6ECneUYnTb 6€30NacHOCTb MoYTbl Ha BaLLVX cepBepax AOMKHbI 6biTb AOCTYMHbI TOMIbKO HEOBXOANMbIE

nopTbl.

[Ona poctyna k Be6-uHtepoericy: 80 (http), 443 (https). [Lns oTnpaBky 1 NonydYeHus noutsl: 2525 (smtp), 25 (mx),
110 (pop3), 995 (pop3s), 143 (imap), 465(smtps), 993 (imaps). Bbl [omKHb camu onpefennTb ¢ kakux IP-agpecos

6yayT LOCTYMHbI MOPTHI.

o NHpopmauns

MopT 8888 ncnonb3yetcsa cepBricom deployer (yCTaHOBLLMK). PeKOMEHAYETCA NPUMEHSATb CregytoLlne

HanoXeHHble cpencTBa 3allnTbl:

+ OToenbHbIn MTLS npokcu-cepBep € 0693aTeNbHON NPOBEPKON KIIMEHTCKNX cepTudnkKaToB. YnpasneHne

KnoYaMuy nponcxogut nocpenctasom PKI 3akasdynka.

« /icnonb3oBaHve (Me)K)CeTeBbIX SKPaHOB KaK Ha OI'IepaLI,VIOHHOVI cunctemMme cepBepa yCTaHOBLMKa 1 Ha

AKTMBHOM CeTeBOM OGOpyﬂ,OBaHVIVI.

- Mpokcu-cepsepa Ona ayTeHTUdVKaLMM 11 aBTOPK3aLuy MOCPeacTBOM NPOCToro napons, Kerberos nnn

OOMEHHOro napongd.

MOXHO NCMNONb30BaTb HECKOJIbKO U3 MEepeUnCeHHbIX MeTOA0B. Bbi6op MeTofa OCyLLEeCTBAETCS NCXOAa 13
TEXHUYECKIIX BO3MOXHOCTEN NHGPACTPYKTYPbI 1 Tpe6oBaHWi HGOPMAaLMOHHON 6€30MacHOCTU.

Kak paéoTtaTb ¢ Wildcard-cepTtupukaramm

OpuH wildcard-cepTudukaT OXBaTbIBaET TOSIbKO OAUH YPOBEHb NOAAOMEHOB. OTO O3Ha4YaeT, YyTo wildcard-
cepTudUKaT BbINYLLEHHbIA AAS domain.ru 6yaeT AeACTBUTENbHbIM 419 BCEX €r0 Cy600MEHOB TPETbEro
YPOBHS, HO He ByaeT paboTaTb A5 YeTBepToro. COOTBETCTBEHHO €CNN HEOBXOAMMa 3aLLMTa NoA0OMEHOB
YETBEPTOro 1 fanee YPOBHEN HY>XXHO NoNy4nTb OTAENbHbIN wildcard-cepTudunkat 4nsg poguTenbCckoro 4OMeHa
Kaxgoro ns Hux. Hanpumep, 4OMEH Ans noYvTbl mail.onprem.ru, a LOMEH A9 XpaHUAuWa mail-st.onprem.ru,
Torga B ceptudumkat HEOBXOOMMO AO6aBUTb YETbIPE AOMEHA:!

- *.mail.onprem.ru

« %.,e.mail.onprem.ru

« x.cloud.mail.onprem.ru

« *.mail-st.onprem.ru

Kakune npoTokoJsibl ncnonb3yert lNoyTa

- CalDav ons cnHxpoHusaLummn kaneHaaps;
- Kerberos nnn NTLM — npoTokon Banmopgeincteusa ¢ Active Directory knneHTa;

« HTTPS pgna poctyna K Be6-nHTepdency noyTbl C UCNonb3oBaHnem TLS;
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« SMTP, ESMTP — npoTOKO/1bl OTMPaBKM NOYTOBbIX COOBLLEHNI (MOPT 2525/465);
« IMAP — npoTokon nony4yeHns NoYToBbiX CoobLLeHnin (nopT 143/993).

« POP3 — npoTokon nony4YyeHns no4yToBbIXx coobLieHui (nopT 110/995);

O6sa3aTenbHble NpeaBapuTeNbHble 4eNCTBUS

CospaHune DNS-3anucen

O.na paboTbl [MoYTbl BaM HY>KHbI:

« MX-3anuceo (pekomeHgyembin nproputeT — 10), KoTopast 06s3aTeNlbHO BE4ET Ha MXS.<A0MeH /s MoyTbl>
« [1Ba OCHOBHbIX AOMEHa: O/19 MOYTbl 1 AN XPaHWNLL.

+ Habop A- nnn CNAME-3anucein.
[nsa npumepa B [OKyMeHTe 6yayT NCnosfb3oBaTbcs cnepytowwyie DNS-3anucu:

. ﬂ,omeH AJ19 CepBMNCOB NMNOYTbl — mail.onprem.ru. I'Ip|/| CO3[0aHNN NMOYTOBOIro OMEHa peKkoMeHaoyeTCqa

co6nogeHne CTPYKTYPbI: ***mail.***.%%x%x UAN ***mail.*** .

- loMmeH Anga o6nayHbIX XpaHUAULL, — mail-st.onprem.ru. [IPUMEP CTPYKTYPbI: **xSt.**% ***x LN

**kxcloud. *** .

JomeH gnsa 06ayYHbIX XPaHUNLW, OO0/DKEH 6bITb TOrO Xe YPOBH4A, UHTO 1 AOMEH A4 CePBNCOB NMOYThbl, N NUMETb
CBO€ YHMKaJIbHOE V4.

BHumaHmne

VI3aMeHsATb CTPYKTYPY OCHOBHbIX [OMEHOB 3anpeLlyeHo! HecobniogeHne CTPYKTYPbl 1 YPOBHSA OMEHOB MOXET
NPVIBECTY K yTeUKe faHHbIX Yepes Npobpoc cookies. TakxKe Bbl CTOIKHETECH C OLINGKaMU Ha 3Tane HaCTPOKM
LOMEHHbIX IMEH.

Hanee B Tabnuuax npepctasneH cnncok A- i CNAME-3anucein, KoTopble HY>XXHO co3faTb nepep yCTaHOBKOW
cepsuca NoyTta. [loMmeHbl N3 TabanL, AOMKHbI ABAATbCS NOAAOMEHaMN A5 ABYX OCHOBHbIX.

Ans noytbi:

Kak co3pgaeTca goMeH: account (Cy6ooMeH 13 Tabnuubl) + mail.onprem.ru (OCHOBHOW JOMEH 13 NpUMeEpa,
KOTOPbI Bbl 3aMEHNTE CBOUM) = account.mail.onprem.ru .

HasHaueHue gomeHa Nma pomeHa Mpumep

Beb-nHTepdeinc asTopusaumn account account.mail.onprem.ru
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Ha3HayeHne gomeHa

CkaumBaHme BnoxeHuin Moyl

[MpocmoTp BRoxeHwn MNoyTbl

[lomeHHas aBTopusaLns (BHYTPEHHNX
3anpocoB 6paysepa)

[JomeH ans naHenn pacluMpeHHoro
NPOCMOTpPa OENCTBUI NOMb30BaTeNEN

VHTepdenc agMMHNCTPUPOBaHNS

Blobcloud-atTaum

Jomen pna BMW gRPC 3anpocos

Kanya

KaneHnpapb

[JomeH nutepdodeiica kaneHgaps onsa VK
Teams

Mo6unbHbI KaneHgapb

CraTuyeckune gaHHble KaneHga P4

VK WorkDisk

3arpyska ¢pannos B VK WorkDisk

CkauvBaHue dannos B Be6-nHTEPdElice

VK WorkDisk

3arpyska ¢annos B VK WorkDisk

NuTerpaumns c APl VK WorkDisk

Nma pomeHa

af

apf

auth

becca

biz

blobcloud.e

bmw

calendar

calendarmsg

calendartouch

calendarx

cloud

cld-
uploader.cloud

cloclo.cloud

cloclo-
upload.cloud

openapi.cloud

Mpumep

af.mail.onprem.ru

apf.mail.onprem.ru

auth.mail.onprem.ru

becca.mail.onprem.ru

biz.mail.onprem.ru

blobcloud.e.mail.onprem.ru

bmw.mail.onprem.ru

c.mail.onprem.ru

calendar.mail.onprem.ru

calendarmsg.mail.onprem.ru

calendartouch.mail.onprem.ru

calendarx.mail.onprem.ru

cloud.mail.onprem.ru

cld-
uploader.cloud.mail.onprem.ru

cloclo.cloud.mail.onprem.ru

cloclo-

upload.cloud.mail.onprem.ru

openapi.cloud.mail.onprem.ru
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HasHauyeHne gpomeHa Nma pomeHa Mpumep

3arpyska ¢pannos B ny6nyHble Nanku B pu.cloud pu.cloud.mail.onprem.ru

VK WorkDisk

MopTanbHas asTopusaumsa VK WorkDisk sdc.cloud sdc.cloud.mail.onprem.ru
3arpyska 60/bLLINX MOYTOBbIX BIIOXEHWN uploader.e uploader.e.mail.onprem.ru

B VK WorkDisk

Mpesbio dpannos B VK WorkDisk thumb.cloud thumb.cloud.mail.onprem.ru
Be6-untepdenc Moutbl e e.mail.onprem.ru

Cepsuc aBaTapok filin filin.mail.onprem.ru

IMAP Moyt imap imap.mail.onprem.ru
HeuncnonHsaemble cTaTnyeckmne gaHHble img img.mail.onprem.ru
VicnonHaemble cTaTnyeckne gaHHble imgs imgs.mail.onprem.ru

MX MouTbl mMXs mxs.mail.onprem.ru
OAUTH2-aBTOpM3aLus 02 02.mail.onprem.ru
O6bLenopTasbHble CEPBUCHI portal portal.mail.onprem.ru
aBTOpU3aLUN

SMTP lNouTbl smtp smtp.mail.onprem.ru
CepBep aBTOPU3aLMN (MEXCEPBEPHDbIE swa swa.mail.onprem.ru
3anpochbl)

Webdav webdav.cloud webdav.cloud.mail.onprem.ru

Ona xpaHnnnuy:

Kak co3pgaeTca gomMeH: tmpatt (Cy6aoMeH ns tabnuupl) + mail-st.onprem.ru (OCHOBHOW JOMEH 13

nprMepa, KOTOPbIA Bbl 3aMEHNTE CBOMM) = tmpatt.mail-st.onprem.ru.
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Ha3HayeHne gomeHa Nmsa Mpumep

JoMeHa

CkaymaHue NCNOMHAEMbIX BNOXEHWIN [1oYTbl af af.mail-st.onprem.ru

[MpoKcrpoOBaHMe akKTBHOIO KOHTEHTa BNOXEHUN ampproxy ampproxy.mail-

Moyt st.onprem.ru

[MpoCMOTP NCRONHSAEMbIX BAOXEHUN MoYTbI apf apf.mail-st.onprem.ru

3alwuTa oT XSS-aTak nNpn ckayvBaHn darnos 13 cloclo cloclo.mail-st.onprem.ru

VK WorkDisk

CkauvBaHMe 605bLUMX NOYTOBbIX BNoXeHnn n3 VK cloclo- cloclo-stock.mail-

WorkDisk stock st.onprem.ru

PacnakoBka apxunBoB B nHTepdence VK WorkDisk cld- cld-unzipper.mail-
unzipper st.onprem.ru

NHTterpaumns ¢ APl [NouTbl corsapi corsapi.mail-st.onprem.ru

[MpokcupoBaHme BHELLHNX BNOXEHWN [1oYTbl proxy proxy.mail-st.onprem.ru

[JomeH onsa TekcTtoBoro pepaktopa R7-office docs docs.mail-st.onprem.ru

O6nako, peannayiowlee S3 API hb hb.mail-st.onprem.ru

O6nako BpeMeHHbIX BAOXEHWN MoYTbl tmpatt tmpatt.mail-st.onprem.ru

BHumaHune

I3mMeHATb fOMEHHble NMeHa 13 TabnuLbl 3anpeLueHo! YeTaHoBLLMK MoYTbl ICNoNb3yeT NX Npu Pa3BepTbiBaHNN
cucTembl. Ecnuv npm yctaHOBKe He ByaeT HalAeH COOTBETCTBYIOLLNIA AOMEH, MOXET MPOU30NTN COHON.

AnckoBoe NpoCcTpaHCTBO

MwuHManbHbIN peKOMeHﬂ,yeMbIVI o6bem namaTv gNns pPa3nenos:

+56 — /boot ;
<4016 — /;
«1006 — /home ;
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« 4016 — /var/log;
15016 — /var/lib/docker ;
20076 — /opt;

<4076 — /tmp.

B 3aBuCMMOCTIN OT KONMYEeCTBa NOb30BATENEN MOXET 6bITb yBennyeH o6beM NamsaTu pa3gena /opt/

mailOnPremise/dockerVolumes .

BHUMaHune

PekomeHnpgyeTca oTknounTb dann nogradkm (SWAP).

MoaknioyeHne aNCKoB

Ecnwn Bbl naHnpyeTe MOHTNPOBaHNE OONOTHUTENbHbIX ONCKOB, peKOMeHOYeTCA NOAKITIOHNTDb UX 00 Hadana
YCTaHOBKW. lMopKnioyeHHble OUCKY HEOBXOO MO paS6I/ITb Ha pasfesbl, 4Jid 3TOro MOXHO NCNoJ1b30BaTb no6ble

NPVBbIYHbIE YTUNUTBI, Hanpumep fdisk.

Ha pasgenax guckoB Heobxoanmo co3gaTb dannosyto cuctemy. Mbl pekomeHgyem extd, Takxke

nopaepxveaetcs xfs.

MprMep KomaHAabl 419 co30aHNsA GalinoBoOn cUcTeMbl extd:

mkfs.ext4 <nyTb K yCTpoOWCTBY>

STanbl yCTaHOBKW

Becb npouecc ycTaHOBKM MOXHO pasgennTb Ha gBa aTana.

1. B komaHgHoOIM CTPOKeE Ha cepBepe BbINMOJIHAIOTCA OencTemng ons 3anycka yCTaHOBLMKa.

2. NMocnegyiolias ycTaHOBKa NPOU3BOAMNTCS B CreLvanbHOM Be6-HTepdelice.

Hencrenga B KOMaHAHON CTPOKe Ha cepBepe

LWar 1. Co3paHune nosb3oBaTtensa deployer

1. B komaHgHoIM CTpPOKe BbINONHNTE NOocCnenoBaTe/ibHOCTb KOMaHL,:

Astra Linux
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sudo -i

# 3apgaem naponb M cospgaeMm nonb3osaTena deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr

useradd -G astra-admin -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# Wrnopupyem oun6bky "HEY[JAYHbIA MAPO/b: error loading dictionary"
# B clyyae, ecliM OHa nosiBUsiacb

# MepenorunHnBaemcsa nop nonb3oBaTenem deployer
sudo -i -u deployer

ssh-keygen -t rsa -N
# Haxvumaem Enter (cornacutbcs ¢ BapMaHTOM MO YyMOJYaHUI0)

# Konupyem ssh-Kfl4 B HYXHYW OUPEKTOPUID
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 6060 /home/deployer/.ssh/authorized_keys

# OnuMoHanbHO: MpoBepsieM, 4YTO caMu K ce6e MOXeM 3anTu 6e3 napons
ssh deployer@localhost

exit
PEQ OC
sudo -i

# 3apgaeMm naponb M cospgaem nonb3osaTena deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr

useradd -G wheel -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# lMepenorunHuBaemcsa nop nonb3oBaTens deployer
sudo -i -u deployer

ssh-keygen -t rsa -N
# Haxvumaem Enter (cornacutbcs ¢ BapMaHTOM MO YyMOJIYaHUI0)

# Konuvpyem ssh-Kfl4 B HYXHYW OUPEKTOPUID
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 600 /home/deployer/.ssh/authorized_keys

# OnuuoHanbHO: MpoBepsieM, 4YTO caMmu K cebe MoxeM 3anWTu 6e3 Mapons
ssh deployer@localhost

exit

MosOS Arbat
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sudo -i
# 3ajaem naposib M co3paem nonb3oBaTens deployer
DEPLOYER_PASSWORD=xJ9JrmURvn

groupadd deployer
useradd -p "S(openssl passwd -crypt "SDEPLOYER_PASSWORD")" deployer
usermod -aG wheel deployer

# MosOS aBTOMaTuU4yeckm He co3paeT rpynny nJigd HOBOIro nojib3oBaTend

usermod -aG deployer deployer

mkdir -p /home/deployer/.ssh

chown deployer:deployer /home/deployer/.ssh
ssh-keygen -t rsa -f /home/deployer/.ssh/id_rsa -N ""
# Haxumaem Enter (cornacutbca C BapvaHTOM MO YMOJYaHMI0)

# Konupyem ssh-knw4 B HyXHYKl AUPEKTOPUI0
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 600 /home/deployer/.ssh/authorized_keys

chown deployer:deployer /home/deployer/.ssh
chown deployer:deployer /home/deployer/.ssh/*

# OnuMOHanbHO: MpoBepsieM, 4YTO caMu K cebe MOXeM 3aMTu 6e3 napons
ssh deployer@localhost

exit

A BHumaHmne

Bcs panbHelwas ycTaHOBKa 6yaeT NPOon3BOAUTLCS Nof, CO3AaHHbIM nofb3osaTenem deployer. Ecnu Bbl
nnaHnpyeTe yCTaHaBAMBaTb Nog, APYIM NMOb30BaTENEM, 3TO HEOBXOANMO YUYUTbIBaTb NPY fallbHENLLEN
yCTaHOBKe. TakXXe Nonb3oBaTe b AOKEH NMETb NpaBa agMUHUCTPaTOoPa.

2. BbinonHuTe komaHgy sudo visudo .

3. B danine /etc/sudoers ybepute # B Hauyane cnegytowen CTPOKN:

Astra Linux

# %astra-admin ALL=(ALL) NOPASSWD: ALL
PEQ OC

# %wheel ALL=(ALL) NOPASSWD: ALL
MosOS Arbat
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# %wheel ALL=(ALL) NOPASSWD: ALL

4. Boingute 13 Vim c coxpaHeHnem dalina.
To e camoe MOXHO caenaTb C MOMOLLLbIO pefakTopa hano:

sudo EDITOR=nano visudo
# HaxoOuMm HYXHYl CTPOKY, yphanfem # B ee Havdane
# BbIXOAWM M3 nNano C COXPaHEeHUEM W3MEHEeHWUn

LLar 2. PacnakoBka gucTtpunéyTtunea

Pacnakynte guctpunbyTrne nog nosnbloeatens deployer (B anpekToputo /home/deployer ). Bol MOXeTe
pacnakoBaTb apXu1B C ANCTPUBYTMBOM 1 B OPYTrYIO Nanky UM cosgaTb Nognanky.

HeT nprHuunanbHO pasHULLbI, KakKUM apXBaTOPOM MOMb30BaTbCA. Huxke NpriBeeH npumep 414 unzip:

Astra Linux

# ECNM Ha MawWMHY He YCTaHOBJIEH UNZip, CKayMBaeM €ero:
sudo apt-get install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P <naponb> <uMs_apxuBa>
PELQ OC

# EcCnvM Ha MawuHy He yCcTaHOBJIEH unzip, CKayuMBaeMm ero:
sudo yum install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P <naponb> <umsa_apxumBa>
MosOS Arbat

# Ecnv Ha MawuHy He yCcTaHOBJIeH unzip, CKayMBaeMm ero:
sudo zypper install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P <naponb> <umsi_apxuBa>
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BHumaHmne

MNMocne pacnakoBKu He yaananTe Hukakue daiisnbl. Mo 3aBepLUeHnr YCTaHOBKM AOMNYCKAaeTCA TOMbKO yaaneHne
apXu1Ba, U3 KOTOPOTO 6biJT PACMakoBaH AUCTPUEYTUB.

LLar 3. PaspewnTb Port Forwarding

[.ns KoppeKkTHOW paboTbl yCTaHOBLLMKa B HAaCTporkax SSH gormxeH 6biTb paspelueH TCP Forwarding. YTobbl
n3ameHunTb HacTpoiiky TCP Forwarding, Hy>XHO B daiine /etc/ssh/sshd_config yCTaHOBUTb crnepyioLLee
3HaveHuve:

AllowTcpForwarding yes

LLar 4. 3anyck ycTaHOBLUWKaA KaK cepBuca

YcTaHoBLLMK onpremise-deployer_linux pekomeHgyeTcs 3anyckaTb kak cepBuc. [pu TakoM 3anycke He
npuaeTcs npmuéeraTb K 4ONOMHUTENbHBIM MepaM (screen, tmux, nohup), NO3BONSIOLLNM YCTaHOBLLKY
NPOAOMKNTb PaboTy B Cnyyae notepu coegmnHeHns no SSH.

Ba)kHo

[ns nogkntovyeHne agMHNCTPaTopa K BE6-NHTepdECy yCTaHOBLLMKa UCMob3yeTcs nopT 8888.
PekomeHpyeTcs HaCTpPOUTb 3aWunTy NopTa Yepes firewall n6o HanoxeHHbIMK cpeacTBamu (TLS-proxy).

He pekomeHOyeTca OCTaBNATb YCTAHOBLLMK BKJIIOYEHHbIM, €CK Bbl HE NMPOBOANUTE PabOoTbl MO YCTaHOBKE U
HaCTpOolike cucTeMbl. 3anyCTUIN YCTAHOBLLMK — [MpOoBeNn yCTaHOBKY — BbIK/IOUMAN YCTAHOBLUMK. ECIIN Hy>Ha
[OHACTPOlIKa CUCTEMbI, TO CHOBa BKJTIOUMTE YCTaHOBLLVIK.

YTO6bI 3aMyCTUTb YCTAHOBLLVK Kak CepBIC, BbIMOAHNTE KOMaHAy (nogxoauT ans Astra Linux, PE[ OC, MosOS
Arbat):

sudo ./onpremise-deployer_linux -concurInstalllimit 5 \
-serviceEnable -serviceMake -serviceUser deployer

Mo YMOJI4aHUIO BbICTaB/IEH JIMIMUT B 5 noTokos, npwu HEOBXOOMMOCTIW Bbl MOXETE YBETNYNTb KONNYECTBO

notokos A0 10, ogHaKo aTO yBENUYNT 1 Harpysky Ha cuctemy. VicnonbsosaHue 6onee yem 10 NOTOKOB He
pekomeHayeTcs.

OTBeT B CllyYyae yCreLHOoro 3anycka yCTaHOBLUKA BbIFIAAUT Creayowmym 06pasoMm:

Astra Linux

deployer.service was added/updates
see status: <systemctl status deployer.service>
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can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

PE[, OC

The authenticity of host 'localhost (::1)' can't be established.

ED25519 key fingerprint is SHA256:g8si032KUsRU90C/MHro9WaTNKj4R+DkmVnVa7QsYCo.
This key is not known by any other names

# BBeonTte "yes" n HaxmmTe Enter, 4TO6bH NOATBEPAMTb MOAKIOYEHUE

Are you sure you want to continue connecting (yes/no/[fingerprint])?

MosOS Arbat

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

/" MpumeyaHue

HeBO3MOXHOCTb BKIOUYEHNS CJ'Iy)K6bI rsyslog He NOBNAET Ha KOPPEKTHOCTb pa6OTbI cepBuca.

dencrteuna B Be6-nHTepdemnce yctaHoBLUMKA

[na nepexopa B BE6-NHTEPDENIC B afpECHON CTPOKe 6pay3epa yKaxmnTe agpec: http://server-ip-address:
8888 . Ecnu nepenTun no aToMy agpecy He ygaeTtcs, ybeguTtecsh, uto firewall 6611 OTKOUEH.

LLlar 1. Bbi6op BapmnaHTa YCTaHOBKM

Ha CTapTOBOI7I CTPpaHNLE HaXMNTE Ha KHOMKY YcTtaHoOBKa.
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ﬂ AdminPanel

MonHbie Bepcuun npoayKToB

Pa3BepHWTEe Ha BalUMX cepBepax OAMH Unn Heckonbko npoaykToB VK On Premise

YcraHoBka

WHCTpyKLMA No ycTaHOBKe U HacTpoiike o6opyaoBaHusa Yurats
WHCcTpyKUMA no KnacTepHOW yCTaHOBKE M HacTpolike o6opyaoBaHus Yuratb

MHcTpyKuMsa no o6HoBMREHUIO Yurars

MHCprKIJMiI no o6GHOBMEHUIO KNnacTepHOMU YCTaHOBKU Yuratb

LLar 2. Bbi6op npoayKToB 1 onuuii

1. BkntounTte pnarn AgmmnHmnctpaTtmBHasa naHenb, VK WorkDisk v VK WorkMail.
2. BkniounTe Hy>XHble BaM KOMMOHEHTbI B KaXXAOM 13 NPOLYKTOB.

3. BoibepuTe nHTerpauumn, KoTopble niaHnpyeTe HacTpanBaTb.

AAMI/IHI/ICTpaTI/I BHas nNaHesb

MpopykT OnuncaHue
CucTtema rpynnoBbiX NOANTUK Beta
CucTtema rpynnosbix nonutuk. Kafka 16 GB RAM, 8 vCPU

BHYTPW MHCTannaumnmn

NHTterpaums c VK Teams

BcTpoeHHoe xpaHnnuwe o6pa3os
KOHTENHEepPOB

Cuctema MOHUTOPUHra Grafana, xpaHnnuwe meTtpuk Graphite,
XpaHnanie metpuk Prometheus

CucTtema cbopa 1 OTnpaBKn METPUK
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MpoaykT

VK WorkDisk

MpoaykT

AOMNHUCTPATUBHas NaHenb v6.7.2

Anpo 06beKTHOro XpaHunuwa S3 + dgpo
pacnpenenéHHoro GanioBoro XxpaHnanwa

API 6onbLinx snoxeHnin VK WorkMail

VIHTerpaumsa ¢ aHTUBMPYCOM MO
npotokony ICAP

Cuctema murpauumn WorkDisk 13 BHeLHNX
CEepBuCoB

VIHCTpyMeHTbI pa3paboTki

WVHTerpaumsa c Kerberos (SSO-
aBTOpU3aLMA)

NHTerpauusa c Kerberos. Keycloak
BHYTpPW nHcTannsauum vi7.0.1

NHTerpauusa c Kerberos. lHterpauus ¢
BHelwHnM Keycloak cepBepom

CpencTBa pe3epBHOro KOnMpoBaHus

VIHTerpauunsa ¢ pegaktopom «MonOdguc»

Pepaktop «P7-Oducy» BHyTpK
WNHCTanNsLmm

VIHTerpaumnsa ¢ pegaktopom «P7-Odunc»

OnucaHune

CoopLumkn n TpaHcnaTopbl Graphite n
Prometheus-meTpuik

OnuncaHmne

O6s3aTenbHbIN NPOoAYKT. TpeboBaHus: 1
BUPTYasbHas MaLlViHa Ha Nlo60M rMnepBrsope,
16 GB RAM, 8 vCPU, 100 GB SSD

O6s3aTeNnbHbIV NPOAYKT

O6sa3aTeNnbHbIN NPOAYKT

1GB RAM, 1vCPU

2 GB RAM, 2 vCPU
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MpoaykT

Cuctema Bl-aHanuTtukn

Cuctema Bl-aHanutuku. Kafka BHyTpur
NHCTannsaumnm

Cucrtema Bl-aHanutukn. [lyénnposaHne
JEenCTBIIN NONb30BaTENEN BO BHELLHNE
XPaHNANLLA

Cuctema aygunTta OeNCTBMI MOJSIb30BaTENS

Cuctema aygunTta OeNCTBMI MNOJSb30BaTeNS
(oBneryéHHas Bepcus)

VK WorkMail

MpoaykT

AOMNHUCTPAaTUBHas NaHenb v6.7.2

A0p0o 06bEKTHOro XpaHumLa S3

API 6onbLunx sBnoxeHuin VK WorkMail

KaneHgapb

KaneHpapb. Murpauuns kaneHgapei
no npotokony EWS

KaneHpapb. boT kaneHgaps gna VK
Teams

KaneHpapb. VIHTerpauus kaneHgaps
¢ TrueConf

VHCTpyMeHTbI pa3paboTku

OnucaHune

Beta

16 GB RAM, 8 vCPU

CepBuChbl 3aNNCK N YTEHUS LENCTBUNA
nonb3oBaTenemn, XpaHunnwe 4eENCTBUA
nonb3oBatenei (ScyllaDB)

CepBucChbl 3aNNCK N YTEHUS LENCTBUN
nonb3oBaTenemn, XpaHunnwe 4eNCTBUA
nonb3oBaTtenei (PostgreSQL)

OnucaHune

O6s3aTenbHbIN NPOAYKT. TpeboBaHus: 1 BMpPTYyanbHas
MalUnHa Ha niobom runepsunsope, 16 GB RAM, 8 vCPU,

100 GB SSD

O6s3aTeNnbHbIV NPOAYKT

O6sa3aTenbHbIN NPOAYKT

O6sa3aTenbHbIN NPOAYKT
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MpoaykT

VHTerpaumns c gpyrumm
nHcTannaunamn VK WorkMail

VHTerpauns c Kerberos (SSO-
aBTOpM3aLMS)

CpencTBa pes3epBHOro
KOMMPOBaHUS

[ByxdakTOopHasa ayTeHTnbmKaL s

VIHTerpaumns ¢ pegaktopom
«MoinOdunc»

PepakTop «P7-Oducy BHyTpKU
NHCTannsumm

VHTerpaumns c pegaktopom «P7-
Oduc»

CucTeMa pacLlUnpeHHbIX
TPaAHCMOPTHbIX MPaBIN

BOT HOBbIX MOYTOBbIX COOBLLLEHN
ona VK Teams

CepBuc aHanmsa JIoroB JOCTaBK
noYTbl

Cuctema rpynnoBbIX MNOJINTUK

Cucrtewma Bl-aHanuTumkmn

Cuctema otnpasku push-
yBEOOMIIEHUI HA MOBWbHbIE
YCTPOWNCTBA

Moppepxka npoTtokona CardDAV

KomnakTHas BepCna HEKOTOPbIX
cepBncosB

OnucaHune

Deprecated

2 GB RAM, 2 vCPU

Beta 16 GB RAM, 16 vCPU

Beta

Beta

Beta

Beta. KomnakTHas Bepcua HEKOTOPbIX CEPBUCOB AN

He6oNbLUNX NHCTaNNALNIA

CtpaHunua 22 ns 62



MpoaykT OnucaHue

mnopT gaHHbix 13 Microsoft Beta. Cepsuc nonyyeHusa nsz MS Exchange in-place
Exchange APXMBOB, NMOJIb30BATENbCKUX NPaBU 06pabOoTKIN NOYTbI

Mopoepxxka npotokona POP3

OKCNOPT COBLITUN BO BHELLHI Beta
6pokep (Kafka)
Cuctema nowncka v yganeHus nncem Beta

N3 nHTepderica noncka nucem

Cwuctema ayguTa gencTeum CepBuCbl 3anNUCx N YTEHNS OENCTBUIN NOb30BaTENEN,
nosibdoBatens XpaHWuInLLLe AencTBui nosb3oBaTtenei (ScyllaDB)
CucTtema ayguta OENCTBIIN CepBucChbl 3anNnCK N YTEHUSA AENCTBUN NONb3OBaTENEN,
nonb3oBatens (o6ner4yéHHas XpaHuauLLLe gencTeuni nosb3oBaTtenen (PostgreSQL)
Bepcus)

/" MNpumeyaHue

ECTb KOMNOHEHTbI, HACTPOIIKa KOTOPbIX MPOU3BOAMNTCS B aAMUHUCTPATUBHOWN NaHenu
(biz.<noyToBHIN JOMeH> ), HO BKJIIOUYUTb NX HYXKHO NpW yCTaHOBKe. Hanpumep, Cnctema paclumpeHHbIX
TPaHCcNopPTHbIX NpaBun 1 Cncrema murpauum WorkDisk n3 BHELLUHNX CEpPBUCOB.

4. HaxmunTe Ha kHonky [lanee BHU3Y CTPaHuLLbl, YTOBbI MepenTy K CnefytoLemy Lary.

LLlar 3. lo6aBneHne NNLEeH3NOHHOro KJloua

1. BBEANTE NMNLEH3NOHHDIA KIIOY UK yKaxuTe nyTb K danny nuueHsun lic.

2. Haxxmunte Ha kHonky [anee.
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JINUEH3NOHHbIN KNy

NMuueHanoHHbIN Kntoy VK WorkMail:
onprem.ru.lic BribpaTtk dann

Tuuensua 0187e174-d83f-75c2-8061-8408d935b622 ans onprem.ru. KonuyecTteo none3osarenen: VK WorkMail - 10000, VK
WorkDisk - 10000, VK Teams - 10000. PazpeLuéHHble nouTosble AoMeHbl: "*.onprem.ru”, "admin.qdit”. fledcTeuTensHa Ao
02.05.2025, 11:53:32

MHbopmaumio 0 TOM, Kak OBHOBUTb NINLEH3NOHHbIV KITIOY NN MPOBEPUTb CPOKU AENCTBUS NNLEH3UA NO
npopyktam VK WorkSpace, Bbl CMOXETe HalTu B pa3fgene C AONOAHUTENbHOV SOKYMEHTaL M.

LWar 4. [lo6aBneHne rmnepsnsopa

1. HaxxmuTe Ha KHonky [Lo6aBuUTb.

2. B BbinagatoLiem MmeHio Bbibepute CepBep.

@ AdminPanel

e 7 AoGassTe Ponb — hypervisor. 310 aoxHa GbiTb BUPTYanbHas MalMHa, Ha KoTopoi GyayT npoaykta B
CKpbITb 3aBEpPLUEHHbIE O6bekToB B CTpOKe 1 v
MokasaTb BCnomoraTenbHble KOHTeHepPbI pynnuposka  lnepsusop v

[o6asutb ~

OTKpoech OKHO JJ,O6aBJ'IeHI/IF| rmnepBmn3opa:
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@ AdminPanel

Moxanyicra, no6asbTe MalMHbI-MNepBu3opkl. Ponk — hypervisor. 310 foxHa 6biTe BUPTyanbHas MallmMHa, Ha KOTOpOil ByayT 3anyLueHbl KOMMNOHEHTbI NPOAYKTa B KOHTEMHepaXx.

CKpbITb 3aBEPLUIEHHbIE O6vekToB BCTPOKE 1 v
MokazaTb BCNomoraTenbHble KOHTeNHepb! lpynnupoeka  lunepsuzop v
Ponb IP SSH-nopt Wms runepeusopa
hypervisor v | 100.70.160.14 22 mon
Wms nonbsosatens Maponb MpuBaTHbIN KoY Data Center
centos strongPass Mcnonb3osaTk aBTOpU3aUMIio No Napomlo v mon

Tern

store,mail etc...

[ NMponyctuts nposepky HEKPUTU4HBIX TpeGoBaHwit

OTtmeHa [o6asuTb

3. 3anonHuTe nons:

- Ponb — hypervisor.
+ IP — agpec MaLUnHbl, Ha KOTOPYIO MPON3BOAUNTCS YCTaHOBKaA.
+ SSH-nopT — cTaHgapTHbIM oN1s SSH, BoiBGpaH Mo yMOYaHNIO, MEHSATb €r0 HE HY>XXHO.

- Nma rmnepBuUsopa — yKkaxmnte nvga rmnepBn3opa Ui octaBbTe Nnose nycTbiM. B cnydae ecnu Bbl
OCTaBuUTEe noJsie He3arno/IHEHHbIM, MA rMnepBn3opa 6yp,eT B34TO U3 hostname -s U1 Jo6aBUTCS

aBTOMaTunyeckun. B pokymeHTauum 6yneT ncnonb3osaHo nms hypervisorl.

- Imsi nonb3oBaTensa — ykaxuTe 1Ms TOro Nosib3oBaTess, Nog KOTOPbIM 3anyLleH YCTaHOBLUVK. B
paccmMaTprBaeMoM Npumepe 3To nonb3osaTtesb deployer.

- Maponb — Heo6xoaMO BBECTY MaPOIb NOSIb30BaTENS, NOM, KOTOPbLIM 3anyLLEH YCTAaHOBLLVK, €CN OH

6bl/1 3a4aH NP CO30aHNN.
4. Nlo6aBbTe SSH-KNIOY (TakXe MOXHO OCTaBUTb aBTOPU3aLLMIO MO NapoJIto):

a. B none MpuBaTHbIN KAtoud BbiGepuTe [,06aBUTb HOBbI KJTIOY.

P SSH-nopt
10.12.15.1 22
Maponb [MpuBaTHbIN KntoY
ssessessese v Vcnonb3oBaTb aBTOPM3aLMIO MO Naposito ﬂ

+ [106aBUTb HOBbIW KJ1tOM

OTtmeHa [obaBuTb

b. B none Nmsa knioua BBeanTE Ha3BaHKE KJto4a 019 ero ganbHenwen ngeHtndunkaumm, Hanpuvep:

deployerRSA.
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c. NepengnTte B KOHCONb.
d. BoinonHnTe KOMmaHgy cat ~/.ssh/id_rsa 1 CKOMUPYNTE KoY.

e. 3aTeM BCTaBbTe ero B noJsie MpuBaTHbBIN KoY. Ero Hy>HO yKa3aTb NOSIHOCTbIO, BK/OYas:

f. NMone Maposnb KAoYa ocTaBbTe MYCTbIM.
g. KnnkHuTte no kHonke CoxpaHnTb.

5. Mpn HEOBXOOMMOCTIN HACTPOWTE AOMOSHUTENbHbIE NMOSS:

- Data Center — vicrnonb3yeTcs B KlaCTEPHOWN yCTaHOBKE, OCTaBLTE 3TO MOJE NyCThIM.
- Tern — fo6aBneHne TEroB akTyasbHO TONbKO A1 KIACTEPHOWN YCTaHOBKM, A1 MOHOVIHCTaNIALM
CO3[aHNe TEroB He TpebyeTcs.

- MponycTuTb NPOBEPKY HEKPUTUYHDbIX TPE6OBAHNIN — €CNVI OTMETUTb YEK6OKC, ByaeT NponyLLeHa
npoBepka Bepcun sapa 1 ¢aaros npoLeccopa (sse2, avx). B 6o/blLMHCTBE CllyYaeB BbI6Op YEeK60KCa

He TpebyeTcs.

6. [Nocne 3anonHeHNs Nonen HaxXMTe Ha KHOMKY [Lo6aBUTb — rmnepBr3op OTo6pa3nTcs B Be6-nHTepdeince

YCTaHOBLLVIKa.

/' TNpumeuyaHne

Mpw po6aBneHUn cepBepa peannsoBaHa NPOBEPKa Ha Hande KoMaH, tar, scp 11 HeOBXOANMbIX
WHCTPYKLUUI BUPTYyanmsaLumm Ha npoueccopax. Ecnu npu npoBepke oHM He 6yayT HallAeHbl, TO CepBEpP He

6yneT AoBaBneH, a agMUHUCTPATOP NOMYYnUT COOBLLEHNE 06 OLLNBKE.

7. HaxkmuTe Ha 3eneHyto KHonky [lanee B MpaBoM BepXHEM Yy A5 Nepexoda K ClefyloLlemy Lwary.

LLar 5. CeTeBble HaCTpPONKHN

yCTaHOBLLI,I/IK ABTOMaTU4YEeCKW BbIYNCNIAET HEKOTOPbIE CeTeBble NapaMeTpbl. 1N napamMeTpbl HGOGXO,EI,I/IMO

NPOBEPUTb 1 AOMOSHUTD, ECIIA HE BCE U3 HUX 6blNN onpeneneHbl.
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3anonHuTe HacTPoOMNKu ceTen.

Cetun [oMeHHble umeHa Xpanunuwa

HacTtpouiku

WapauposaHue u pennukaums B HacTpoiku KOMNOHEHTOB WuTerpaumm

HacTpoikn ceTeBoro B3anmogencTeums

MoaceTb, Ucnonbayemas No4YToin Ha cepBepax:
MopaceTb, ucnonbayemas BHYTPU KOHTeHepoB:
MTU ceTu KoHTelHepoB:

HE ucnonbsoearts |P-in-IP 1 BIRD:

Cnucok DNS-cepsepoB. OcTaBbTe NycTbIM, €Cnu
ucnonbayercs DHCP:

1. Ykaxxute DNS-cepBep.

BHuMaHune

100.70.160.0/27

172.20.0.0/20

1450

10.255.2.3
<+ Hdobasutb

I'lepememcble OKpYy>XeHUAa

O6sa3atenbHo HacTponTe NTP Ha BM B cooTBeTCTBUM C pekomeHaaunsmu kK ncnonbzyemon OC: RedOS,

Astra Linux nnm MosOS Arbat.

2. Y6eguTecs, uTo:

- MopceTb, ncnonb3yemas NOYTON Ha cepBepax nveeT ocTyn Ha 80-1 nnv 443-i NopPT.

- MopceTb, ncnosibyemas BHyTpu KOHTeVIHepOB NONHOCTbIO CBOBOAHA, YHVKanbHa 1 NPUNHaANIEXNT

TONbKO [MoyTe.

/" TMpumeyaHne

OTa nogceTb NCMOoMb3yeTCs TOMNbKO A5 Tpadurika Mexay KOHTENHepamuy BHYTPY cuctembl. Ecnn
aBTOMAaTNYECKIN BblYMCIEHHAs NOACETb YHNKaNbHa 1N HE NepecekaeTcs C ApYrnmMy NogceTaMn 3aKa3umka,
3Ha4YeHus MeHsATb He Hy>HO. [MNpwu ycTaHoBke Ha 1 BM B cpegHem cospaeTcs 6onee 650 KOHTENHePOB,

NO3TOMY MO YMONYaHuo ncnonbdyetcs 20-9 nogceTb.

Mone MTU ceTn KOHTEMHEPOB 3aMoHAETCS aBTOMaTU4YeCKu. Ecnuv Bbl XoTuUTe nameHnTb paszmep MTU,

obpatuTech k npegctasutento VK.

®nar HE ncnonb3oBatb IP-in-IP 1 BIRD B 601blUNHCTBE ClyYaeB fOSIKEH OCTaBaTbCs HEAKTUBHbIM. Ecnn

Ha MallHe Cnob3yeTCcd AMHaMn4eCKad MapLlipyTmsauna 1 HEO6X04MO BKJIlOYEHME ONLUX, O6paTI/ITer

K npepctasutento VK.

3. HaxxmuTe Ha KHonky CoOXpaHUTb 1 NepengnTe K cnegytowemy wary.
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@ AdminPanel Hactpoiiku O6cnyxusatve O~

B3anonHuTe HacTpoWkn ceTen.

HacTtponkn
Cetn JomeHHble nmMeHa XpaHunuwa LapavipoBaHve v pennukauvs B HacTpoiikn KOMMOHeHTOoB WHTerpauun MepeMeHHble OKpYXXeHUs
CeTeBble HAaCTPONKM
MopceTb, Ucnonb3yemasi NOYTON Ha cepBepax: 100.70.80.0/23
MopaceTb, Mcnonbayemas BHYTPU KOHTEMHEPOB: 172.20.0.0/20
MTU ceTu KoHTeiiHepoB: 1450
HE ncnone3osarts IP-in-IP 1 BIRD:
Cniicok NTP-cepsepos: ntp1.mail.ru —
+ [oGasuTb
Cnncok DNS-cepsepos. OcTaBbTe nycTbiM, ecnu ucnonbayerca DHCP: 10.255.2.3 —
+ [oGasuTb

Lar 6. [loMeHHble nMeHa

[MoppobHyto nHGopMaLMIO O CO34aHNK LOMEHHbIX MEH Bbl HangeTe B pasgene CosgaHne DNS-3anucen.
Ha Bknagke [loMeHHble UMeHa HEOBXOAVIMO 3aMNOJIHNTL BCE MONs:

- HasBaHue Ballel KOMNaHUN — BBeOVTE Ha3BaHME KOMMNaHnK, KOTopoe ByaeT OTOBpaxaTbCs B
NHTepdence NoYThbI.

- CaT Balel KOMMaHNN — YKaXnTe CaliT Ballel KOMMNaHnu.

- OCHOBHOIN AOMEH AN CePBNCOB — B MN0J1e HEO6XOOVIMO YKa3aTb paHee co3fgaHHbIi OCHOBHOWM JOMEH

014 NMOYThbl.

- JloMeH ania o6nauHbIX XPaHWNLL, — B NMoJie BBEAUTE paHee Co34aHHbI [JoMeH A8 06/1aquHbiX XPaHNLL

A BHumaHune

[ns AOMEHHbIX UMEH HeNb3s NCNOMb30BaTb etc/hosts .

Korga Bce nong 6yayT 3anOfHEHbl, HAXXMUTE Ha KHONKY COXpaHUTb 15 Nepexofa K cnegyowemy Lwary.

CtpaHnua 28 ns 62


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/5NetworkSettings1.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/5NetworkSettings1.png

YkaxuTe 0CHOBHbIE lOMeHbI 1 fobaBsTe SSL-cepTuduKaTsl.
nDl:l cnoﬁnepOM AONONHUTENbHbIX HACTPOEK HaXOAUTCA CNUCOK AOMEHOB, KOTOPbIe Bbl AOMKHbI 3aHeCTn B DNS. Bbl MOXeTe NOMeHATbL UMeHa HEKOTOpbIX XOCTOB, €Cnu Takne agpeca 3aHATbl, OQHaKo He
peKkoMeHAyeTcA 310 Aenatb 6e3 NeOﬁXOI.WIMOCTM.

PekomeHayeTcst MCNONb30BaTh OTAENbHbI AOMEH ANs XpaHunuuy. 3To AomkeH BbiTb OTAeNbHbIE AOMEH TOTO Xe YPOBHS, Y4TO U OCHOBHOA. H: : mail ru u other. ple.ru — oba pomeHa 3-
0 YPOBHSA.

Tak KaKk OCHOBHble HaCTpOﬁKM AOMEHOB BNUAIOT Ha AONONHUTENbHbIEe, HeNb3A OAHOBPEMEeHHO peakTupoBaTh obe rpynnel.
Mocne 3anonHeHns OCHOBHbLIX HACTPOEK, YCTAHOBLUMK aBTOMATUYECKM CreHepupyeT UMA ANA Kaxaoro AomeHa. CoxpaHuTe OCHOBHbIE HACTPOWKW U NONy4MTe AOCTYN K OMNONHUTENbHBIM, @ TaKkke K
pobaenexnuio CSPTM!*)MKETOE ﬂOGaBﬂeHHble CepTIAd.)MKaTbI asToOMaTU4eckn NOACTaABATCA K NOAXOAALMM AOMEeHaM.

HacTpowiku

Cetn [omeHHble umeHa Xpaununuwa LLlapaupoBaHue u pennukauvs b HacTpoitku komMnoHeHToB WHTerpaumnm MepemeHHble OKpyXeHWUs

O6Lme HacCTPONKM JOMEHOB [NeLTERES

HaaBaHue Balueit KoMnaHuu: SSL-cepTucmkarbi:
CoxpaHuTe HacTpoiiku AOMEHOB Ans AobasneHus cepTudukaTos

Mos komnanus 0] ]

3anonHuTe none

CailT BaLuei KoMnaHum:
https://

OCHOBHOW AOMEH 4N CePBUCOB:

[ mail.mycompany.ru 0] ]

3anonHuTe none

[omeH Ans 06navHbIX XpaHUnuLL:

[ st.mycompany.ru 0] ]

3anonHuTe none

HacTpolikn foMeHHbIX UMEH [EI)

Owwbka:

[omeH ans Be6-uHTepderica aBTopuaaLmm: hostname_is_not_suitable

[Mocne coxpaHeHns OMEHHbIX UMEH MosBATCA ownbk. OHK NponagyT nocne gobasneHns SSL-cepTndrkaTos
Ha crefytolem ware.

Ho6aBneHne SSL-cepTnpukaTtos

1. HaxxmuTe Ha KHonky JLo6aBuUTb cepTudumKaT rnop, 3arosioBkom SSL-ceptundpunkathbl.

2. B oTKpbiBLLENCA POopMeE BBEQUTE CEPTUPUMKAT 1 KIIOY. VIX HEOBXOAVIMO yKa3aTb MOMHOCTbLIO, BKIIIOYAS:

3. KnukHnTte no kHornke CoXpaHUTb.
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[ob6asneHne SSL-cepTtucmkata

SSL-
cepTudukar:

Wnu BbiGepuTe dain ¢ ceptudmkaTom BbiGpaTtb thann

Krntou
ceptudukara:

BbiGpaTtb thann

Wnu BbiBepuTe hain ¢ kYoM cepTudmkaTa

EcTb BTOpOW BapmaHT:

1. HaxxmuTe Ha kHomky Bbi6paTb ¢pain.
2. YkaxxuTte nyTb K danny ¢ ceptudrkaTom .crt.
3. YkaxxunTe nyTb K danny ¢ knodom .key.

4. KnukHnTe no kHornke CoxXpaHnTb.

2’ MpumeyaHue

MpwrBaTHbIN KOY SOMKEH BbITb fO6aBNEH B OTKPbITOM BUAE, 6€3 ceKpeTHOM dpa3sbl. 3aKOANPOBaHHbIN KoY
OTNIn4aeTcs OT OTKPbITOro Hanuymem cnosa ENCRYPTED: BEGIN ENCRYPTED PRIVATE KEY .

Ecnun BCcé BepHO, B nHTEpPdEliCce He ByaeT OTO6paxaTbCst OLLNGOK 1 KPaCHO NoACBETKN. HaxmMunTe Ha 3eneHyio

kHonky Oanee.

CrtpaHnua 30 ns 62


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/6SaveSSLSertificates.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/6SaveSSLSertificates.png

=

Cetun [lomMeHHble uMeHa Xpanunuwa LLapavpoBanue u pennukauma 54 HacTtpoiku KOMNOHeHTOB WHTerpaumm MepemeHHble OKpYXeHus

HacTponku

O6LwWune HacTponKkn AOMEHOB 4

HaseaHue Ballei KOMNaHuu: SSL-cepTudmkars:
VK Tech B *.cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-
CaiT Balen KoMnaHum: st.docvk.tech, *.e.doc-mail.docvk.tech, doc-mail.docvk.tech —
https://tech.vk.com/ [DeiicTeuteneH ¢ 03/07/2024 16:05:39 fo 01/10/2024 16:05:38

Beinan: Let's Encrypt (R11)
OCHOBHOWN IOMEH ANsi CepPBUCOB:

doc-mail.docvk.tech + Hobasutb cepTudmkar

[omeH ans 06nauHbIX XpaHuuLL:

doc-st.docvk.tech

HacTponkn 4OMEHHbIX UMEH

Ceptudukarsbl:
[omeH ans Be6-wHTepdenca asTopuaauum: 0:*.cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-st.docvk.tech,
account.doc-mail.docvk.tech * e.doc-mail.docvk.tech, doc-mail.docvk.tech go 01/10/2024 16:05:38 [__4
CepTudukarsbl:
[omeH ans ckaunsanus snoxenunn VK WorkMail: 0:*.cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-st.docvk.tech,
af.doc-mail.docvk.tech *.e.doc-mail.docvk.tech, doc-mail.docvk.tech go 01/10/2024 16:05:38 Cj/

LLlar 7. 3anyck ycTaHOBKU rmnepeusopa

1. HaxmuTe Ha norotun AdminPanel, yTo6bl nepeiTn K 06LLei CTPOKE COCTOSHIS.

2. KnukHnTe no kHonke Play (TpeyronbHuK) psagoM C 06LLen CTPOKOW COCTOSAHNS B BEPXHEN YacTy SKpaHa.
@ AdminPanel Hacrpoiiku O6cnyxusatue o~

BanycTuTe yCTaHOBKY BCeX rMnepBu3opoB. Bbl MoxeTe BOCMONb30BaThCst (hyHKLNE aBTOMATUHECKON Y [ins atoro KHOMKy «3anycTuTb aBTo Kyio Y » (CMHWIA TPEYTOMNBHMK B

06LLei CTpoke CoCTOoAHNS).
BHUMAHMWE! Hactporika r DPOB BHOCUT B le HAaCTPOVKM MaLLMH. MoxeT noHaaobuTbcs nepesarpyska.
TakKe Bbl MOXETe B LIeNsiX OTNa/IK1 3anycKaTb YCTaHOBKY KaX/A0il MaLUMHbI N0 OTAENBLHOCTY (TPeYrofbHUK B CTPOKE r1nepBr3opa) Ui MoLIAroBO BbINOMHSTL 33134 Ha CTPaHMLIE KaXKAOoM MalumHbl. [ins 3Toro

nepeaunTe Ha CTPaHMLY MalLWHbI (LUECTEPEHKA B CTPOKE MaLUMHBI).

9.52%

CKpbITb 3aBEPLUEHHbIE O6bekToB B CTpoke 1 v
Moka3saTb BCromoraTenbHble KOHTENHEPbI MpynnupoBka = Hert v
doc-01 (100.70.160.11) ® mg{o}ml

No6asuTb ¥

3. MNopgTBepauTe 3anyck aBTOMaTNYECKON YCTaHOBKIN, HaXXaB Ha KHOMKY 3anyCcTuTb.
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nO,D,TBep,ElVITe 3anyck aBTOMaTU4eCcKomn YCTaHOBKU

ABTOMaTUYECKas yCTaHOBKa 3anyCTUT MPOBEPKY BCEX LUATOB W MPUMEHUT HaAEHHbIe U3MEHEHNS.
BbINoNHeH1e OCTaHOBUTCS B CEAYIOLMX CyYasX:

1. Ecnn war TpeByet 3arpy3sku dainos;

2. Ecnu war tpebyeT py4Horo 3anycka;

3. Mpousowna ownbka B NpoLecce BbINOMHEHNS.

MpoLIeHT KOHTeiHepOB OJHO PON, YCTaHABNMBAEMbIX OJHOBPEMEHHO:

0

BbinonHeHne ycTaHOBKN/MPOBEPKI MOXHO OCTaHOBUTL. B Takom cryyae yCTaHOBLUMK JOXAETCS 3aBepLUeHUs

BbIMOMHAEMOro wara u npekpaTtut ycTaHoEKy/npoeepKy.
Otmena 3anyctutb

4. NoxanTech 3aBepLUEHNs YCTaHOBKW rMnepBur3opa. lNoka npouecc NAaeT, PAaoM CO CTPOKOW COCTOAHNS
ByLeT OToBpaxaTbCs KpacHas KHorka Stop.

# | AdminPanel Hacrpoitku O6cnyxusaHue

BCex Bel MOXeTe i i 11 3TOMO HAXMMTE KHOMKY " y (3en8HbiiA Tp 8 CTpOKe OBLUei CTaTUCTHKM).
BHUMAHWE! } a BHOCUT B KN MALUMH.
Taroke Bbl MOXETE B LiensX OTNaaku 3anyckaTb YCTAHOBKY KaA0i MaLUMHbI NO-OTAENBHOCTY (TPEYronbHUK B CTPOKE MalUMHBI), Unn 3agauv Ha Kakol MalmnHbL. [ns aToro nepeiianTe Ha CTpaHuLy MalnHbl

(WwecTepéHka B CTPOKE MalLMHbI).

B npouecce yCtaHOBKU U HaCTpOIZKI/I CUCTEMbI MPONCXOOAT NSMEHEHUA KOH(I)VIpraLI,I/IVI. BmpTyaanaﬂ MalllHa
MOXET Nepe3arpy3nTbCd, 1 n0Tpe6yeTc;| I'IOBTOprII7I 3anyck aBTOMAaTUYECKOW YCTaHOBKW.

[1lna NOBTOPHOro 3anyCcka HaXXmunTe Ha KHOrMKY Play B BepxHel 06Lell CTPOKEe COCTOAHUS NN PSAOM C

HasBaHMeM runepBsr3opa.

LLar 8. leHepauns KOHTENHEPOB

1. HaxxmuTe Ha KHonky CreHepupoBaTb aBTOMaTUYeCKW, YTO6bl ,06aBUTb NO OOHOMY KOHTEHepy A4

Kaxkgowm ponu.

@ AdminPanel Hacrpoitku O6cnyxusanue o~

Moxanyiicra, AobaBbTe MO OAHOW MaLLUMHE ANs Kaxkaon ponu. Haxmute "CreHepupoBaTh aBToMaTn4eckn” Ans 6bICTPOro coanaHus.

YcTaHoBka 3aBeplueHa B

CKpbITb 3aBEPLUEHHbIE O6bekToB B CTpoke 1 v
Moka3saTb BComoraTesbHble KOHTeHEPbI pynnupoBka = Her v
hypervisor1 (100.70.81.216) mgg}.

CreHepupoBaTb aBTOMaTU4YECKM

Ha SKpPaHe Ha4YHYT NoaBnATbCA CreHepupoOBaHHbIe KOHTeIZHepr.
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A BHumaHune

B cny4ae nogaBneHns OoLINB60OK VICFIOJ'Ib3yIZTe pasnen Jlorn n nonesHble KOMaHgbl.

Yepes HekoTOpOeE BpeMS B NPaBOM BEPXHEM Yy NOABUTCS KHorMKa [lanee, HanpoTUB rnepsBr3opa
nosBuUTCcs KHorka Play.

@ AdminPanel Hacrpoitku O6cnyxusanue ®- [anee

Cr2on B

CKpbITb 3aBEPLUEHHbIE O6bekToB B cTpOKE 1 v

[NokazaTb BciomoraTtesbHblie KOHTeIZHepr prnnmposka Het v

hypervisor1 (100.70.81.216) 1 48 E.
2]

2]

1]

1]

od

registry1 (100.70.81.216)
infraetcd1 (100.70.81.216)
calico-libnetwork1 (100.70.81.216)
calico-node1 (100.70.81.216) [

bind1 (172.20.5.102)

2. KnukHuTte no kHonke Play HanpoTuB runepsusopa.

3. nOJJ,TBep[J,VITe aBTOMaTUYECKUNI 3anycCkK 3afgad Ha rmnepBmn3ope, HaxxaB Ha KHOIMKY 3aI1yCTI/ITb.

MoaotesepauTe 3anyck Bcex 3agad Ha hypervisori

Mocne 3anycka Waros OCTaHOBUTb UX BbiNONHEHWE ByaeT HEBO3MOXKHO.
BbinonHexue oCTaHOBUTCA B CEAYOLLMX Cy4anx:

1. Ecnu war TpebyeT 3arpysku hainos;

2. Ecnu war TpebyeT pyyHOro 3anycka;

3. MNpousowna ownbka B Npouecce BbINONHEHUA.

4. Ha reHepauuio TpebyeTcs Bpemsi. MNogoxanTte, noka ncyesHeT kHomnka Play HanpoTuB runepsusopa.

5. HaxxmunTe Ha KHornky [lanee 019 nepexofa K cnegytowemy Liary.
KnnkHnTe no 3Hauky @ 1 nepengnte B pasgen OnncaHne cepBUCOB, YTO6bl MOCMOTPETb Pa3BEPHYTYIO
NHDOPMaLMIO O Ha3HaYeHUN ponen, X Ay6nmpyemMocTH, 3aBUCUMOCTSX 1 T.N. B 3ToM e Bbinagalowem MeHIo

Bbl HaAETE AOMNOSHUTESNbHYIO JOKYMEHTaLMIO, CMOXETE BKIOYMTb UM BbIKIIOUNTL MPOAYKTbI (BHYTPW pa3gena
MpoayKTbl) N OBHOBUTb NLEH3NOHHbIA KITIOY.

Mpw NosiBIeH OLINBOK Ha MNepBn3ope Ha HeM NosiBUTCS Ter He oTBeuaeT, a Ha KOHTelHepax, OTHOCALLCS
K 3TOMY runepsrizopy — He oTBeuaeT runepeunsop.
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(172.20.2.132) $  (172.20.2.183) 9 (172.20.2.188) $y  (172.20.2.190) {8 worker-pdd2 &% worker-pdd- 3
[from2] NE o NE &1 B (1722033) SIE checkz >~
He oTBevaer runepeuaop He oTseyaer runepemsop D : He oTsduaeT runepeuaop He oTBevaer runepensop m (172.20.3.8)

© © ® ® [ ront]
del-mailloader2, del- bizf-envoy2 mpop-zubr2, mpop- panda-zubr2, panda- ®
zeptoproxy2, del-zubr2, donjuan2, mpop- donjuan2, panda- biz-celery-worker-pdd- @
del-donjuan2, del- aestat2, mpop-ameli2, aestat2, panda- envoy2 biz-celery-worker-pdd-
aestat2, del-envoy2 mpop-zp2, mpop- delivery-canceller2, check-envoy2

envoy2, mpop-apache- panda-envoy2

exporter2, mpopd-far2,

mpopd-scn2, mpopd-

m2, mpopd-pn2,

mpopd-mspq2, mpopd-

Is2, mpopd-recaller2
biz-celery- 1 biz-celery- 1 fallback2 1 fallback-dlp2 1 mx2 1 relay2 1
worker-pdd- % worker-pdd- $3  (172.20.2.135) $3  (172.20.2.136) Y (172.20.2.138) §%  (172.20.2.137) {3
high2 S update2 NE =0 NE =D NE =n NE =1 Ng
(17220‘3-1) (172-20-3-11) He orBevaer runepemnsop He oreevaer runepeusop He orBevaer runepaniop He orsevaer runepsusop
o) ® ® ®
fallback-zubr2, fallback- fallback-dip-zubr2, mx-zubr2, mx-reexim2, relay-zubr2, relay-
@ (6] aestat?, fallback- fallback-dlp-aestat2, mx-relmtpd2, mx- aestat2, relay-envoy2,
biz-celery-worker-pdd- biz-celery-worker-pdd- envoy?2, fallback- fallback-dip-envoy2, aestat2, mx-envoy2 relay-reexim2, relay-
high-envoy2 update-envoy2 reexim2, fallback- fallback-dip-reexim2, relmtpd2

relmtpd2 fallback-dlp-relmtpd2
smtp2 1
(172.20.2.133) £
>-]

He oreeyaer runepsnsop

(0]

3aTem nepenguTe B KOMaHOHYIO CTPOKY 11 yCTpaHUTe owmnebky. 1o 3aBepLueHn HEO6XO4MMO HaxaTb Ha
LUECTEPEHKY B CTPOKE rmnepBr3opa 1 eLLe pas Ha CTpaHILLE CMCKa LWaroB Ha rnepBu3ope.

mail-vkwm2-st1 (100.70.80.79) 3 ®

BbinonHuTe Wwarn no HacTpouke MallUHbI

3arpy3uTtb 63kan BuibepuTe chann 6akana

BHUMAHWE! Mpouecc BocctaHoBneHuA u3 6akana GyaeT 3anyLieH cpasy nocne 3arpyakv cainna!

tune_kernel [T

Hactpouts napametpsl sapa .
disable_NM_for_cali [T513

OrtkniounTe NetworkManager (ecnu oH ecTb) Ans ceTeBblx HTepdelicos Calico .
disable_firewall (7113

OTkNOYNTE MexceTeBown akpaH (firewall) 3anycTuts .

disable_selinux 21
OtkniounTs selinux. BHUMAHUE! 31oT war nepesarpyaut malwmHy, ecnu selinux Ha Hel He BbiknioyeH. Ecnu ecTb kakve-Hubyab 3anycTuTb .
orpaHuyeHus Ha nepesaarpyasky, To BblKniouuTe selinux Bpy4yHyio!

check_needed_packs [T

Mpoeepute Hanuuune Docker u Docker Compose 3anycTuTb

B okHe HaCTpOeK rmnepBn3opa HaXKMNTE Ha KHOTMKY O6HOBUTD.
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zepto_search
crow_index

mescalito

fstab

[o6GaBUTb MM CreHepupoBaTh ANCKOBLIE Naphbl

[anHble 0 auckax ot 14.03.2024, 12:01:31.

O6HOBUTL

HaseaHue mawwvHbl P SSH-nopt Mmsa runepsuaopa
hypervisor1 100.70.80.79 22 mail-vkwm2-st1
Mms nonk3osarens Maponb MpvBaTHBLIN KNOY Data Center
deployer vkwm?2 v astra
WHTepdenc ans mexcepsepHOro B3anMoaencTeBua
100.70.80.79 (eth0) v
Tern
st
[J MponycTuTe NpoBepKy HEKPUTUYHLIX TpeboBaHui
BbinonHuTte waru no HaCTpoOUukKe MallUHbI
3arpysuTe 63kan Buibepute chaiin 63kana
BHUMAHWE! Mpouecc BoccTaHoBnenus ua 6akana Gyget sanyweH cpady nocne 3arpy3ku caiina!
tune_kernel [EI11Y
Hactpoutk napameTpbl sgpa .
nOBTOpHO 3anyCcTnTe aBTOMaTn4eCKyto yCTaHOBKY.
LWar 9. XpaHunuwa
,D,J'IFl YCTaHOBKW Ha O4HY MallHY OCTaTOYHO aBTOMaT4YeCKOro pacnpeneneHnd no ANCKoBbIM Mapam,
NO3TOMY AOMOSIHUTENbHAs HACTPOIKa He TpebyeTcs, HaXXMUTE Ha KHOMKy fanee.
HacTpowku
Cetn [loMeHHble nMeHa Xpanunuwa LLapavpoBaHve v pennukauvs B HacTpoiikn KOMNOHeHTOB WHTerpauumn MepemeHHble OKpYXXeHUs
cldst @ BpemeHHbIe BnoxeHus m-
cldmetast
# Auck 1 Ouck 2 #
# KonTponnep YcTtpoicTBo Pasmep KonTtponnep YctpoucTBo Pasmep #
mailcloud
blobcloud1.qdit blobcloud2.qdit
zepto_del ! mail-vkwm2-st1 (astra) LRI 100.00Gb mail-vkwm2-st2 (redos) bioyratey 100.00Gb D/
zepto_main blobcloud2.qdit blobcloud3.qdit
2 mail-vkwm2-st2 (redos) Her AaHieix 100.00Gb mail-vkwm2-st3 (alma) Her AgrHeix 100.00Gb Df
zepto_opt
blobcloud1.qdit blobcloud3.qdit
zepto_skel 8 mail-vkwm2-st1 (astra) SEHETLET 1000060 mail-vkwm2-st3 (alma) VLRSS 1000060 Df
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Lar 10. llapanpoBaHue un pennukauus b,

Ha Bknagke WappgupoBaHue n pennukauusa bl HaxmuTe Ha KHOMKyY Janee.

. Hactpoiikn  O6cnyxusanne
@ AdminPanel [Ch
Hactporikn
Cet  [lomenHbie uMeHa  XpaHunuuwa  Lapauposanye v pennvkaus B} HacTpoiikin KoMMoHeHTos  UkTerpaunnt  TepemeHHble OkpyxXeHUs:
3arpyauTb 13 6asbl Onpocutb Bee Overlord bl
Wwms BO Homep knactepa OTKa30yCTOM4MBOCTb Macrep

abookpdd-tar2

abookpdd-tar 1 Overlord
mail-vkwm2-db2
addrbook-tar1

addrbook-tar 1 Overlord
mail-vkwm2-db1
addrbook-tar3

addrbook-tar 2 Overlord
mail-vkwm2-db2
addrbook-tar4

addrbook-tar 3 Overlord
mail-vkwm2-db1

aliases-tar1

aliases-tar 1 Overlord

mail-vkwm2-db1
appass-tar1
appass-tar 1 Overlord

mail-vkwm2-db1

Oanee

Cocras

abookpdd-tar2
abookpdd-tar1

addrbook-tar1
addrbook-tar2

addrbook-tar3

addrbook-tar4

aliases-tar1
aliases-tar2

appass-tar1
appass-tar2

LWapanpoBaHue (cermeHTupoBaHne) b, ncnonbayercs B KNacTepPHOR yCTaHOBKE 4159 o6ecrnevyeHns

OTKa30yCTOI7ILII/IBOCTI/I n MaCLIJTa6VIpyeMOCTVI, B MOHOVIHCTanNaunm He NCnosb3yeTcqd.

LLar 11. HacTpoika KOMNOHEHTOB

B pasgene BbinonHsoTCS H6CTpOI7IKVI PasINYHbIX KOMMOHEHTOB MOYTOBOW CUCTEMBbI.

HacTtpownku

Cetn [lomMeHHble meHa

AnpecHas kHura

Xpanunuiia WapavposaHve n pennukauus b HacTpolikv KOMMNOHEHTOB VHTerpauyum

HacTtponkn aBTopusauun

HacTpoliki aBTopr3aLmMm No Naposio Yepes BHeLLHWe NpoTokonbl &)

HacTpoiiku naHenu @ VAP

aIMUHUCTPUPOBaHMS @ sMTP

HacTpoiiku nouTs! @ WebDav
@ calbav

OrpaHuyeHve goctyna k
iloMeHaM

MonuTrka n3ameHeHns
naponen nonb3osarenemn

OrpaHuyeHne nonbITok asTopmaauum no IP

@ BknounTb CHCTEMy NPOTBOAECTBIA NOAGOPY Napone

N [MonbITOK B MUHYTY:
MoyToBbLIN TPAaHCNOPT vy 20
Cucrema yuéta MonbITok B 4ac: 250
nencTeunmn
nonb3osarenen

MonbITOK B A€Hb: 1000

HTTP(S)-npokcu

Cnucok IP ¢ HeorpaHU4eHHbIM KOTMYECTBOM

nonbITOK

MepemeHHble OKpYKeHUs

4
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ABTOpMN3auus

B pasgene MOXHO HacTPOWTL CrieayloLmne napameTpbi:

- 3awmTa OT Nnogbopa Naponen.

- KonunyecTtBo nonbiTok Bxoga B NouTty no IP n agpecy anekTpOHHOW NOYTbI.

« YkazaTb IP-agpeca ¢ HeorpaHMYEHHbIM KONNYECTBOM MOMbITOK aBTOPU3aLun.

- HacTpouTb aBTOPM3aLMIO MO NMaPOSI0 Yepes BHELLHNE MPOTOKOSbI.

HacTpoikun

CeTn JlomMeHHble nveHa XpaHunuwa WapauposaHne n pennvikauus B, HacTpoliku KOMMOHEHTOB VHTerpauun MepemMeHHble OKpyXeHNs

HacTpoliku aBTopu3aLnmn m

HacTpoiiku aBTopusaumy No Naponio Yepes BHelHVe NpoTokonsl ()

AppecHas KHura
VIHCTpYyMeHTbI pa3paboTkin
HacTpoiikn nouTs!

OrpaHuyeHe focTyna K
foMeHam

MaHens AOMNHNCTPUPOBaHNS

MonuTtuka nsmeHeHns

napornen nonb3osatenei
MoyToBbI TPaHCMopPT
PaccbinbLmkin

CricTeMa PacLLPEHHbIX
TPaHCMOPTHbIX NPaBui

Cuctema yyéTa AeiicTBuin

nonb3oBaTenei

HTTP(S)-npokcn

@ VAP
@ svTP
@ WebDav
@ calDav
@ cCardDav
@ Por3

HacTpoliku aByxdakTopHo ayTeHndukaLmm (2FA)

TokeH noptana SMS (SmsApi Secret):

MakcumanbHoe KoNM4ecTso akkayHToB Ans 1 Homepa
TenegoHa:

@ BrniounTb CcTeMy NPOTUBOAEGICTBIUS NOAGOPY Naponel
OrpaHuyeHme nonbiTok asTopusauuu no IP

TMOMbITOK B MUHYTY:

MonbIToK B Yac:

25

100

HaCTpOI‘l'IKI/I aBTOpM3ayn No Naposiio Yepe3 BHeLWWHe NPOTOKOJIbl — NMNO3BOJIAET 3anpeTnTb NoJib3oBaTeNdAM

aBTOPU30BbIBaTbCS BO BHELLUHUX NpunoxeHusx (MS Outlook, Mouta/KaneHgapb Ha iOS 11 T.M.) C NTOMOLLbIO

OCHOBHOI'O Naposid NOYThbl.

Ecnn cbnar OOHOIo N HECKOJIbKNX MPOOTOKOJ10B BKJTIOYEH, )14 aBTOPU3aUun Mo 3TVM NPOTOKOJ1aM

Mosib3oBaTeNIO NOTPEBYETCS HE MapPOSib OT MOYTbI, @ OL4HOPA30BbIN NapPOsb, CHOPMUPOBAHHDIA MO VHCTPYKLIM

I'Iaponb 1 6€30MacHOCTb U3 PYKOBOACTBa MNMOJib30OBaTeESNA MoyTbl.

Ecnn qmar MPOTOKO/J1a BbIK/1O4YEH, OJ19 BXOOa BO BHELLUHEeEe NpuioXeHne 4OCTaTO4YHO 6y,u,eT BBECTW Naposib

aKKayHTa MoyTbl.

2’ TMpumeyaHue

3a nHpopmaumen o NpuHUMNe paboTbl CUCTEMbI OrpaHnyeHuns SSO-aTopusaumm no IP/rpynne B ActiveDirectory
obpatuTech Kk npegctasutenio VK.
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AppecHas KHura

[na cnyyaes, Korga HeOB6XOAMMO CO3AaTh OBLLIE MOYTOBbIE AWK OS5 aAPECOB 13 Pa3sHbIX JOMEHOB,
BKMounTe dnar O6Lasn agpecHas KHUra gJisi BCex 4OMEHOB.

YT106bI CO3AaTb OpraHn3auvio, Mo KOTopor 6yayT O6beAHEHbl AOMEHbDI, KITMKHUTE NO KHOMKe [J,06aBUTb.
MosiBNTCA BCMbiBaloL,Eee OKHO, Kyfa HY>KHO BBECTW Ha3BaHMe OpraHu3aLmm.

Beeaonte Ha3BaHMe HOBOW OpraHmn3aumnm

ﬂ06aBMTb

C nomoLupio KHOMkY [Lo6aBUTb J,OMEH BBeOVTE agpeca LOMEHOB, OTHOCSLLMXCS K OAHOM OpraHu3aumnn.

HacTpowiku
Cetn [lomeHHble nmeHa XpaHunuwa Lapavposaxue u pennukauus b HacTpoiikn KomMnoHeHToB WHTerpauumn MepemeHHble OKpyXeHus
AsTOpU3ALMA @ O6uwas agpecHas kHura Ans BCeX 4OMEHOB
Hactponku naHenu + Aobasuts
aIMMHUCTPUPOBAHMSA Onprem
=

HacTpoiikm no4tsl

OrpaHnyeHve foctyna k

AoMeHam

Monutuka nameHeHna
naporneii nonb3oBarenen

MoyTOoBbIN TPaHCNOPT

Cucrema yyéta
nencTenmn
nonb3osarenei

HTTP(S)-npokcu

Takxe eCTb BO3MOXHOCTb U3MEHUTb Ha3BaHNA OpraHn3aLnii, 4O6aBUTb LOMNOSHUTENbHbIE JOMEHbI 1 YOANUTb
OOMeHbl/opraHu3auun. lNocne co3gaHns opraHn3auui neperngnTe K CNcKy MaLlviH, YTO6bl MTOBTOPUTb HYXXHbIE
waru.

,El,aane|7|u.|a;| HaCTpOIhKa OBLLMX MOYTOBbIX ALLNKOB npoon3BoanTCA B aﬂ,MVIHI/ICTpaTI/IBHOIZ naHenn

(biz.<nouToBLIN KOMEH> ).
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HacTporikin nouTbl

NS n3MeHeHns HacTPOeK B pasaesie HaXMIUTE Ha KHOMKY peaakTnpoBaHus (4.

HacTponkn

Cetun [OomeHHble uMeHa Xpanunuwa LLlapavpoBaHue n pennvkauust B HacTpoiku komnoHeHToB WHTerpaummn MepeMeHHble OKpyXeHUs

AsTOpU3aUmns HaCTpOVIKM MNOYThI

AnpecHas kHura

MakcvmanbHas rny6rHa BNoXeHHOCTW nanok: 50
Hactponku naHenu

aAMUHUCTPUPOBAHUS
MakcumanbHoe KonmyecTBo nosyyarenei B 30

HacTtpoiiku noytbl nMcbme:

OrpaHuyeHne gocTyna kK

AomeHam 3anpeTutb CMeHy UMeHU B MOANUCHU K NMUCbMY

MomeHaTb MecTamu Vima u damunuio B NOAMUCH K TUCbMY
Monutuka nameHeHns
napone nonb3oBarenei

[Mo4yTOBLIN TPaHCMOPT

Cucrema y4éta
nencTeumn
nonb3oBarenen

HTTP(S)-npokcu

MakcumanbHas rny6uHa BlIOXXE€HHOCTU NanoK — Bbl MOXETE U3MEHUTb Pa3pEeLLEHHYIO MYyBUHY BTIOXEHHOCTA
nanok, co3gaBaeMblX NMOIb30BaTENAMU B CBOVIX MOYTOBbIX AILLIMKaX. 3HAYEHNE STOro Noss TakxKe UCMNOoNb3yeTcs
npw Murpaumn. Ecnm rmy6uHa BIOXEHHOCTU B UICXOOHOW CUCTEME 60SIbLUe YCTaHOBNEHHOMO 3HaYEHS, Nankuy
6yayT NeEPEHOCUTBCS B Manky C KpanHewn gonyCTUMon ry6nHON.

MakcumasibHoe KONMMYeCcTBO noJsiyvyaTesiell B TMCbMe — MOXHO OrpaHuy/Tb KOIMYECTBO Nosnb3oBaTenen,
KOTOPbIM MMCbMO BYyAET OTNPaBeHO egMHOBPEMEHHO. 3HaYeHe No ymonyaHuio — 30 nony4datenei, Ho, ecnu
Bbl XOTUTE U3MEHUTb 1X KONNYECTBO, MHMasIbHOE 3HayeHne — 100.

Ba)kHo
MakcumanbHas riy6rHa BIOXEHHOCTM NanokK 1 MakCuMasibHOE KONMNYECTBO NMoslyvyaTenel B MMCbME MEHSAIOTCS
TONbKO BMECTe. Ecnn Bbl 3agaguTe HOBOE 3HaYeHE A5 NYy6UHbI BIOXEHHOCTN, CUCTEMA HE JacCT COXPaHUTb ero

6e3 N3MEHEHNS MakCMallbHOro Yncna nonydatenen. KonvyecTso nonyvatenen B nCbMe, yCTaHaBIBaeMoe
BPYYHYIO, HE MOXET 6bITb MeHbLue 100.

Ecnu Heobxognmo 3anpeTnTb B NOANMNCUN CMEeHY MIMEHW UJTN MOMEHATb MeCTaMnN NMA N q>a|v||/|nv||o, BKO4YNTE
cooTBeTCTBYIOUW e cbnaer.

OrpaqueHme AOoCTyna K gOMeHaM

Bbi6epuTe Hy>XHbI LOMEH 11 HAXMUTE Ha KHOMKY pefakTnpoBaHus. lNocne BkodeHus dnara OrpaHnunTb
BOCTYN K AOMEHY MOSBUTCS pasfen C 6osee AeTalbHbIMY HaCTPOKaMU.
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OrpaHVI'-lVITb AO0CTYynN K AOMEHY — eC/l BKJIIOYEH TOJIbKO 3TOT cbnar, B NoJie HXe HY>XHO 6yp,eT BBECTU |P/
noaceTn, KOTOPbIM 6yp,eT pa3peLwueH JOCTyn K AOMEHY. Tak>Xe Bbl MOXeTe JJ,OGaBVITb KOMMEHTapun, ecnn aTto

Heo6xoaMMoO.
HacTtpownku
Cetu [loMeHHble UMeHa Xpauunuwa LapavposaHue u pennukaumus B HacTpoiiku KoMNoHeHTOB WnTerpauum MepemeHHbIe OKpYXeHUs
AsTopusaums account.dev12.on-premise.ru af.dev12.on-premise.ru af.dev12st.on-premise.ru ampproxy.dev12st.on-premise.ru apf.dev12.on-premise.ru
AppecHas knura apf.dev12st.on-premise.ru as.dev12.on-premise.ru auth.dev12.on-premise.ru biz.dev12.on-premise.ru blobcloud.e.dev12.on-premise.ru bmw.dev12.on-premise.ru
Hactporiku nanenu c.dev12.on-premise.ru calendar.dev12.on-premise.ru calendartouch.dev12.on-premise.ru calendarx.dev12.on-premise.ru cloud.dev12.on-premise.ru
aIMUHUCTPUPOBaHNS

cld-uploader.cloud.dev12.on-premise.ru cloclo.cloud.dev12.on-premise.ru cloclo.dev12st.on-premise.ru cloclo-upload.cloud.dev12.on-premise.ru

Hactpoiiku noytbl
openapi.cloud.dev12.on-premise.ru pu.cloud.dev12.on-premise.ru sdc.cloud.dev12.on-premise.ru cloclo-stock.dev12st.on-premise.ru uploader.e.dev12.on-premise.ru

OrpaHuyeHue foCTyna K

AomeHam thumb.cloud.dev12.on-premise.ru cld-unzipper.dev12st.on-premise.ru corsapi.dev12st.on-premise.ru e.dev12.on-premise.ru filin.dev12.on-premise.ru

MonuTVKa UaMeHeHus img.dev12.on-premise.ru imgs.dev12.on-premise.ru 02.dev12.on-premise.ru portal.dev12.on-premise.ru proxy.dev12st.on-premise.ru docs.dev12st.on-premise.ru

naponein nonb3osareneu hb.dev12st.on-premise.ru swa.dev12.on-premise.ru tmpatt.dev12st.on-premise.ru webdav.cloud.dev12.on-premise.ru

MowToseii Tparenopt [omeH anst Be6-uHTepdenca asTopusayum

Cuctema y4éTa feincTeuit

i} @ OrpaHnunTb AOCTYN K AOMEHY
nonb3osarene

HTTP(S)-npokcu Pexum 3anperta — 3anpewiats cneaytowum IP/noacetam

IP/Moacetn Kommentapuii

+ Nobasute

+ [Oob6asutb

Pexxum 3anpeTta — 3anpewiatb cnegyowmm IP/nopgcetam — ecnm BktoUYeHbl 06a dpnara (orpaHnyeHmne
LOCTynMa 1 Pexmnm 3anpeTa), 4OCTyN K JOMeHaMm 6yaeT 3anpeLyeH IP/nogceTtsam, BBEAEHHbIM B nNose.

He 3abyabTe NOBTOPUTDL LWarn Ha rmnepBrnsope (Hy>KHble Lar yxxe oTMeYeHbl XenTbiM). TakKe MOXHO Ha)aTb
Ha KHornky Play B o6Lein cTpoke cocTosHUs. [ns 3Toro nepenguTte K CUCKy LLaros, KIMKHYB Mo oroTuny
AdminPanel.

A BHumaHune

[na LOMEHOB becca. %% k% *%% N bmw.**x . *x% x%% MO YMOJYaHMIO 3anpeLleH JocTyn Bcem IP/nogcetsam.
YT06bl LOBaBUTL Kakmne-nn6o IP/nogceti B 6enblii CMNCOK, HEOBXOAMMO BKAKUYNTD onuuio OrpaHnunTb gocTtyn
K AOMEHY 1 fo6aBuTb B none IP/nogcetu. Ecnn BknounTb o6a dnara, IP/nogceTn, koTopble 6bi11 BBEOEHDI B
none, nonagyT B YEPHbIV CANCOK.

MaHenb agMNHNCTPpUpoBaHNA

BHyTpun pasgena Hy>HO BBecTU SPF-3anucb 1 DKIM-cenekTop noyToBOro fomMeHa. Tak e eCTb BOSMOXHOCTb
NPON3BECTN HEKOTOPbIE HACTPOWKN A9 aOMUHUCTPATUBHOW NaHenu ( biz.<nouTtossin fomeH> ). YTO6bI HaYaTb
HaCTPOIIKY, HaXMITE KHOMKY peaakTipoBaHna (4.
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HacTponku

Cetn [lomeHHble MeHa Xpanunuwa LapauposaHue u pennukauus b HacTponku koMnoHeHToB WHTerpauuun MepemMeHHble OKpYXeHUs

AsTopusaus HacTpoiiku naHenu aaMUHUCTPUPOBaHNS

AnpecHas kHura

AAMUHACTpaTUBHbIE AoMeHb! (B): admin.qdit —_
WHCTpyMeHTbI paspaboTku

+ [obasutb
HacTpoitkin nouTs!

OFDBHMHSHMS AO0CTyNna K AOMeHam
Hactpoiikn DKIM n SPF ans cepsepa

MaHenb aaMUHUCTPUPOBAHMS
CepsepHas SPF-sanuce @): Bynet ucnonb3oBaHo 3HaveHue no ymonyanuio: _spf.vkwm1.on-premise.ru
MonuTuka nameHeHus naponeit
e Tenen .
onesosarene DKIM-cenektop @®: mailru

MouyToBbIN TpaHCMOpT
Paccbinbmkm

HacTtpoiku nonb3osatenen, AOMEHOB NaHen agMUHUCTPUpOBaHus ()

CucTeMa paciuMpeHHbIX TPAHCMOPTHbIX

npasun KonuuecTso gHel nepep yaaneHnem nonb3aosarens: 5
Cuctema y4éta AencTBUN

- Pa3smep obnaka nonb3osatens no ymonuatuio (M6): 1024
nonk3osarenei
HTTP(S)-npokcu @ PaspewnTb NpeaBapuTenbHYIO HACTPOVKY CEOPLUMKOB ANs BCEro AoMeHa

He npoBepaTb akTyanbHOCTb BKMIOYEHHOTO yHKUMOHana (cuy)

O6wue nepemMeHHble OKpYXXeHUsA ANsA BCeX CepBUCOB NaHenn agMUHUCTPUPOBaHUA:

+ Hobasuts

ApMUNHUCTPATNBHbIE JOMEHbI — C NMOMOLLbIO KHOMKM [J06aBUTb MO OOHOMY BBEAMTE AOMEHbDI ([0 3Haka @),

KOTOPbIM HY>XHO BblAaTb MaKClMallbHbI€ MpaBa.

CepsepHas SPF-3anuncb — Beegute B none ums SPF-3anuncw B8 DNS Ballero gomeHa, Hanpumep:
my_spf_record.onprem.ru . o ymonyaHuio B SPF-3anunchb nLeTcsa no cnegyowemMmy UMeHn: _spf.<no4utossii

nomen> . [logpobHee Npo SPF-3anncb MOXHO NpoynTaTh B CTaTbe HacTporika SPF.
DKIM-cenekTop — B none Hy>HO go6asutb cenektop DKIM-nognucy noytoBoro fomMeHa.

KonunuecTtBo gHel nepepq ypaneHnem rnosb3oBaTenss — KONMYECTBO AHEN, Yepes KOTOPOE Nosb3oBaTe b
oeynet yganeH s [NoyTbl. VIsMeHeHne HaCTPOMKIN MO YMOMYaHWNIO akTyanbHO Npu OO4HOBPEMEHHOM
ncnonb3oBaHuuy Moutbl ¢ Active directory. Mo ymonyaHuio BbICTaBNEH CPOK 5 fiHeN, TO eCTb NoJib30BaTesb

oeynet yoanéH ns lNoutbl yepes 5 gHeln nocne ero yganenus ns AD.

Pasmep o6naka nosb3zoBaTens No ymonyanuio (M6) — npu HEOEXOANMOCTY OTrPaHNYbTE MaKCUMAaJIbHbIN

pasmep o6naka A KaXkaoro nosb3oBaTens.

PaspelwnTb NpepBapuTesibHYIO HaCTPOIKY C60PLLMKOB AJS BCEro foMeHa — BK/ounTe dnar, ecnm
HEeOB6X0ANMO OTO6PA3NTb OKHO HACTPOEK CHOPLUNKOB MCEM B agMUHUCTPATUBHON NaHeNN biz.<noyToBsli

JomeH>/domains/ .
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Cpepa  Meccenpxep [outa  Kanenpapb  ApgpecHas kiura — O6nako

a A,D,MI/IHl-laHenb vkwm1.on-premise.ru v

Monb3oBartenu o .
a Hactpoikun noutbl vkwml.on-premise.ru

¥ AnmuHucTpaTopbl

O6wwe Odbopmnenue Pa3mepbl Awmka CepBepa Mucbma kaneHpapa

Mouta v
Pexxum paboThbl
E) CocToAHue cepse... )
IMAP+SMTP ActiveSync @ OTkniounTs
Q& HacTpoiiku
® Mwurpauua
& pynnbl paccbinok
Obwue AwwmKu Mcnonb3oBaTthb WwWngpoBaHHoe coepgeHeHve (SSL)
OrpaHnyeHnsa Mcnonb3oBaThb B Ka4ecTBe JiormHa email BMecTo username

© 0 &

MHcTpykumA
@ daiinoBoe xpaHunuie »
B MecceHpxep >

Mcnonb3oBaThb WngpoBaHHoe coepgeHeHmne (SSL)

B ApnpecHas KHura
Wcnonb3oBaTth B KayecTse JlorvHa email BMECTO username

He npoBepsTb aKTyaslbHOCTb BKJIIOYEHHOIO PpyHKLUMOHana (puy) — npu BkIOYEHHOM drare yCTaHOBLLMK
6yneT nponyckaTb Wwar bizf — addBizFeatures.

06u.w|e nepemMeHHble OKPY>XXeHNa Ang BCexX CepBuUCOB NaHenn agMUHUCTpUpoBaHUAa — C MNOMOLLbIO
KHOMKW ﬂ,OGaBIIITb Bbl MOXeTe BBECTU IMA N 3HaYEeHNE NepeMEeHHbIX, KOTOPbIE MPUMEHATCA K POAM bizf,
biz-celery-worker-* u biz-celery-beat . Bam He Hy>XHO ByOeT Kaxplll pa3 OTHENbHO AN BCEX ponen
nponncbiBaTtb NepemMeHHblie, OCTaTO4YHO ,D,O6aBVITb nxB o6|.|.|,|/|e nepeMeHHbIe OKPYXEeHNS.

MonnTtnka nsmeHeHna naponei nonb3oBaTenen

BHumaHmne

Mpw nHTerpaumn ¢ Active Directory aTa Bkiiagka HeakTyanbHa. C BKTIIOYEHHOW NHTErpauyein nosib3oBatenu,
3aBefeHHble BHYTPU [1oUTbl, HE CMOTYT COBEPLUATb HUKaKX AENCTBUN.

,D,J'IFI N3MeHeHa HaCTpOEeK BO BKJTagKe KNMKHUTE MO KHOMKe pefakTnpoBaHA Df
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HacTtpowku

Cetn [lomeHHble uMeHa Xpanunuwa LWapavposanue u pennukauns b Hactpoiikv koMnoHeHToB WuTerpaumm MepemeHHble OKpyXeHus

AsTopuaaLus MonuTnka nameHeHna naponewn nonb3oBaTenen

AapecHas kHura @ Paspewnts nonb3osatensam MeHATb Naponu

. @D YcraHoBUTE MakcUManbHbI CPOK AGHCTBIUA Napons
HaCTpCMKVI nasenu

@AMUHUCTPUPOBAHIA MakcumansHbIi CPOK AeNCTBUA Napons (B cekyHaax) : 7776000
WHCTpymMeHTbl paspaboTku 3.00 mecaues
HacTpoiku nouts!

OrpaHu4eHne goctyna K

foMeHaM

MonuTuka nsmeHeHuA
napone nonb3osarene
[Mo4ToBbLIV TPAHCNOPT

MoHuTOpUHT

HTTP(S)-npokcun

PaspelnTb Nonb3oBaTeNAM MEHATb NapPOAN — BKIIIOYEHHbIV dar paspeLuaeT nob3oBaTesM MeHATb
naponv 41 CBOVIX MOYTOBbIX ALLMKOB.

YCTaHOBUTb MaKCUMasbHbIA CPOK A,eAICTBUSI NAaposl — NPV YCTaHOBNEHHOM driare MOXHO YCTaHOBUTb CPOK
pencTeusa napons. Cpok 3agaetcs B cekyHaax (mog nosiem ecTb Nofckaska O TOM, CKOJIbKO 3TO 6yAeT B 6onee
KPYMHbIX €QUHNLAX N3MEPEHMS).

MouToBbIV TPAaHCNOPT

B aTOii BKNaAKe Bbl MOXETE U3MEHUTb Hy>XHble BaM HaCTPOVIKM, Haxas Ha KHOMKY pedakTuposaHus (4.

HacTtpouiku
Cetn [loMeHHble uMeHa Xpanunuwa LWapauposanue u pennukaums B HacTpoiiku komnoHeHToB Wurerpaumm MepemeHHble OKpyXeHus
ABTopu3aums HaCTpOﬁKVI MOYTOBOrO TpaHcnopTa
AnpecHas kHura ) MNepemewarts nucbma 8 cnam no 3aronoeky ot Kaspersky Linux Mail Server )

Hactpoitku naHenu ) ) .
YcranaBnusatek 3aronosok Received B cooteetcTaue TpeGosanuam Kaspersky Linux Mail Server
aAMUHUCTPUPOBaHUA

MHCTpyMeHTbI paspaboTky @ He cHpaceisate ncema Ha MX-cepeepe npy nponemax AOCTaBki B MeANeHHyto ouepeab (D)

Hactpoiiku nouTe! @ 3anpetuts Ha MX-cepBepe NpuéM NUCeM AN HENPUNApKOBaHHLIX OMEHOB ()

OI’paHMHeHMe pocTtyna K

nomeHam @ 3anperuts Ha MX-cepBepe Npuém NUCeM OT NPUNAPKOBaHHBIX AOMEHOB @

MonuTika UameHeHWs Uckniouenmns @) -+ [Oobasutb
naponei nonb3osarenei

@ Nepea No4TOBOI CUCTEMON €CTL NOYTOBBI W03 (§)

MoHuTOpUHr ) ) )
MpomexyTouHslit MX-cepsep @): my-ingress-mail-gateway.domain.ru

HTTP(S)-npokcu
@ OrnpaensTe NCbMa BHYTPYN CUCTEMBI HEPe3 NOYTOBBIA W03 ()

Cn1CcoK NOYTOBLIX LUMIO30B ANS NUCEM BHYTPU ocTaBbTe NyCTbIM, €CN A0CTaTo4HO oTnpasky no MX-sanucu -+ [lo6asuTb
No4TOBOrO peweHus (3)
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BHumaHmne

Henb3sa ykasbiBaTb OAVHAKOBbIE PONN NorpaHnyHoro MX-wniosa, DLP 11 WwWiio30B aHTVBMPYCa A8 BHYTPEHHUX

nmncem.

MepemellaTtb NucbmMa B cnam no 3aronoBkKy oT Kaspersky Linux Mail Server — Bkntounte dnar, ecnm
Heobxoa Ma NpoBepka Ha 3aronoBok X-KLMS-Message-Action. Ecnu y nucbma NpUCyTCTBYET 3TOT 3arofIoBOK
1 ero 3HavyeHue oTInyaeTcs oT clean, OHO 6yaeT aBTOMaTYECK OTNPaBNATbCs B nanky Crnam.

YcTaHaBnAMBaTb 3arosioBok Received B cooTBeTcTBMeE Tpeb6oBaHuam Kaspersky Linux Mail Server — B
HekoTopbix crydasx Kaspersky Linux Mail Server He MOXeT onpenennTb NOCNEAHNI XON (PaCCTOHNE MeXay
GNKaLLMUA y31aMy B CETEBOM MPOTOKOSE) NepefaBaeMoro COO6LLLEHNS, N3-3a STOFO MOy T NOSABUTHCS
OLUMBKM C Banugaumen otTnpasntens n nposepkoin SPF. YTo6bl n36exaTb Nogo6HbIX CUTYaLNA, YyCTaHOBUTE
aTOT dnar.

He c6pacbiBaTb NcbMa Ha MX-cepBepe B MefgJieHHYI0 ouepeab Npu NpoériemMax AOCTaBKN — BK/OUMTE
dnar, ecnu Balla aHTUCMNaM/aHTUBUPYC CUCTEMA HE YMEET OnpeensTe CepBep OTNPaBKM NoYTbl. Tak Kak
MefJIeHHas MoYToBas oyepenpb B [oyTe peann3oBaHa OTAEbHbIM LLUIO30M, C BbIKOYEHHbBIM Giarom MoryT
NpouCxXoauTb c60M NPY NPOBEPKE NOANHHOCTY OTMNPaBUTENS.

3anpeTtuTtb Ha MX-cepBepe npuem nnucem Ans HenpunapkKoBaHHbIX JOMEHOB — 4YTO6bl 3anNpeTUTb NpuemM
nucem ons JOMEHOB C HENpPOBePEHHOW MX-3anmncbio, BKoUYnTe 3TOT dnar. [Mpn BKIIOYEHHOW OTMNPaBKe NCEM
BHYTPW CUCTEMbI YEPE3 MOYTOBDIN LUMIO3 3Ta ONLUS Takxke ByaeT BKIoYEHa aBTOMaTUYECKMU.

o NHpopmauns

YTO6bl OMEH CUUTaNCS NPUMNAPKOBaHHbIM, OH JO/MKEH 6biTb O6aBMEH B MaHe b agMUHNCTPAaTOPa
(biz.<nouToBhit pomen> ); MX-3anuch NpUnapkoBaHHOMO OMEHa AOMKHa 6biTb NpoBepeHa. Mepenunckoi
BHYTPU CUCTEMbI 6Y[EeT CUMTaTbCA OBMEH COOBLLEHNAMN MEXAY ABYMS NPUNapKOBaHHbIMU OMEHaMU.
YTo6bl OMEH CUMTaNCSH N3BECTHBIM, JOCTaTOYHO [06aBUTb €ro B MaHe b agMUHUCTPaTOPa.

3al1peTI/ITb Ha MX-cepBepe npnem nucem ot npunapKoBaHHbIX AOMEHOB — CMNOJIb3yeTCd N4 3aiTbl OT
nognenkn 3sioymMblilUNeHHNKamMmn nncem JToKasbHbIX nonb3oBaTenein. 3To HEMOMHOLLEHHas 3allTa OT NOALAENKMN
oTnpasuTend, NO3TOMY pekomMeHOyeTCHd yCTaHOBKa NOJSIHOLLEHHOI aHTNCNaM-CUCTEMDbI.

Mepep NouTOBOI CMCTEMOW €CTb MOYTOBbIN W03 — eCcnv nepep, noytoBol cuctemoin VK WorkSpace 6ynet
YCTaHOBJEH KaKON-NM6G0 MNOYTOBbIN LLUMIO3, BKOUMTE STOT dnar. B none Hy>Ho 6yaeT BBECTU agpec
npomexyTo4yHoro MxX.

OTnpaBnaTh NMCbMa BHYTPW CUCTEMbI Yepe3 MOYTOBbIN LJI03 — eC// B Ballel HQPACTPYKTYype eCcTb
cuctema DLP nnu cuctema aHTUBMPYCHOI MPOBEPKM 1 Bbl XOTUTE OTMNPABASATb BCIO UCXOASALLYIO NEepEnncKky
yepes HuX, BKounTe 3Ty onuuto. NMncbmMo OT BHYTPEHHEro oTnpaBnTens bynet nepeHanpaensatbes B DLP/
aHTUBUPYC 41 MPOBEPKY, a 3aTEM BO3BpaLLaTbCs B [1oyTy ona gocTtasku oTnpasutento. DLP/aHTuBmpyc npw
3TOM AO0MKHbI paboTaTb B pexnume SMTP relay. Ecnu onuuys BbiknioyeHa, MMCbMa BHYTPW CUCTEMbI
OOCTaBNSAIOTCS Cpa3y B MOYTOBbIV ALK NOAyYaTens.

OTnpaBnsaTb NMCbMa 3a NPeAesibl CUCTEMbI Yepe3 NOUTOBbIN LUO3 — EC/N B Ballei UHPPaACTPYKTYpe eCTb

cuctema DLP nnn cuctema aHTI/IBVIpyCHOIZ NPOOBEPKW 1 Bbl XOTUTE OTMNPaB/IATb BCIO NCXOAALLYIO NMeperncky Ko
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BHELUHVM OTNPaBUNTENIAM Yepe3 HNX, BKJTIOHNTE 3TY ONuUunio. Mncobmo ot BHYTPEHHEero oTnpaBnTend 6yp,eT

nepeHanpasnaTbcs B DLP/aHTVBMpPYC 015 NPOBEPKY, a 3aTEM OTMPABAATLCSA BO BHELLHWA KOHTYP 4114

pocTtaBky otnpasutento. DLP/aHTuBMpyC npn aToM 40MKHbI paboTaTb B pexume SMTP relay. Ecnv onuusa

BbIKJ1IO4HEHa, MNCbMa BHYTPW CUCTEMbI 4OCTaBIAIOTCA Cpa3y B MOYTOBbI ALK nonyvarend.

Huxxe npepcTtaBneHa cxema gBukeHus Tpaduka MNoyTol npu nHTerpauumn ¢ cuctemon DLP:

BHewwHsARA ceTb

BHyTpeHHsA ceTb

CoTpyAHVK KOMMaHUn

External MXS <

O
o

BHelwHW nonb3oBaTenb

YepHbIit — BHY TpeHHUI Tpaduk NoyTbl
CuHWMN — BHeLwWHWA TpaduK MNoyTbl

@ OTnpasnATL NMCbMa 3a NPEAENbI CUCTEMbI Yepes NOUTOBbIN W03 @)

CrMCOK MOYTOBbIX LUNIO30B /17181 OTNPaBKI1 NMCEM 3a NPeesibl TOYTOBOro
peweHns &)

KacToMHble MapLUpyTbl 15 AOMEHOB ()

Cnncok cepBepoB, MEOLLIX NPaBO OTNPaBNATb NoUTy 6e3 100.70.176.36
aBTopusaumm ()

Crncok cepsepoB, UMEIOLLVX NPaBO OTMPAaBAATHL NOUTY 6e3
aBTOPU3aLM 1115 ONPEENEHHbIX NOUTOBbIX AOMEHOB (F)

OTNpasnaTb CKPbITbIE KOMMM COOGLIEHNT (7)
@ O sHewHx oTNpasuTEnei
@ Mexay BHYTPEHHIMI NONb30BaTENAMM
OT BHYTPEHHIX OTNPaBUTENEl BHELHUIA NonyyaTensim

OTNpaBNsTb KON COOBLLEHNI Ha email: admin@domain.ru

CrmMCOK MOYTOBbIX LUNIO30B A7IS KONWIA NUceM (&)

KaHoHnyeckue (PTR) uMeHa runepsnsopos ()

vkwm2-f-2:

(

MouToBbIE AOMEHDI

VK WorkSpace

are ) U ours
)

DLP/KSMG pnsi BHelUHero DLP/KSMG pns BHyTpeHHero
Tpaduka MouTbl Tpaduka MouTbl

nobasbTe XoTa 6bl OANH cepBep + [do6aeuts

+ Oo6aenTb

+ Oo6aenTb

+ Oo6asutb

OCTaBbTe NYCTbIM, €C/IN AOCTATOUHO OTNPaBkK No MX-sanucn  + [o6asuTh

COTpPYAHUK KOMMaHWUN

Anpeca WNio3os
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KacTomHble MmapLupyTbl 419 AOMEHOB — Bbl MOXETe NepeHanpaBnTb LOMEHbI Ha 3afaHHblE LLJTIO3bl BMECTO
CTaHOaPTHbIX. Bbl MOXeTe BHeCTN B pa3gen «[oYToBble OMEHbDI» HECKOMbKO AOMEHOB 1 3a4aTb A5 HUX
HEeCKOJIbKO afpeCcoB LWo30B. ECim HY>XXHO [,06aBUTb MO OAHOMY LLUMIO3Y A1 KaXKA40ro JOMEHA, UCMOb3ynTe
KHOMky JLo6aBnTb.

Cnuncok cepBepoOB, UMELLX NPaBO OTNPAaBAATb NOUTY 6e3 aBTopu3auum — fobasbte cnncok IP-agpecos
CEepBEPOB, NoYTa C KOTOPbIX ByAeT NPUHNMaTbCA 6€3 aBTopUr3aLnn. B CNMCOK HY>XXHO o693aTenbHO A06aBUTb
afpeca L0308, C KOTOPbIX MOYTa AO/KHA BO3BPaLLaTbcs B cepBurc MNoyTa. B 3TOT e CnMcoK MOXHO BHECTU
CEepPBEPDI PACCHINKYM NOYTbI U B COOTBETCTBUN C NX HadHadYeHnem MOY, oTCKaHUPOBaHHbIe LOKYMEHTbI C
KOTOpPbIX ByAyT OTNPaBATbCA 6€3 aBTopusauun. Noyta, oTnpasneHHas B [Nouty VK WorkSpace 6e3
aBTOpU3aLMKY, ByaeT NPUHUMaTbCS Ha nopTy 1025.

Cnuncok cepBepoB, MMeLWNX NpaBo OTNPaBNAATb NOYTY 6e3 aBTOopu3aun gnga onpepaesieHHbIX NOYTOBbIX
AOMEHOB — e€CJ1M Bbl NJ1aHMNpyeTe NCMNOoJ/1b30BaTb HECKOJIbKO NMOYTOBbLIX AOMEHOB, €CTb BO3MOXHOCTb [0o6aBunTb
014 KaXXgoro goMeHa Csou fOBEpPEHHbIE IP. Mncbma c YKa3aHHbIX OMEHOB O0J1XHbl OTMNPaBNATbCA Ha NOPT
1025.

OTnpaBnaTb CKpbITbie KONuM coo6eHunii — B noytoBol cucteme VK WorkSpace peannsoBaHa
BO3MOXHOCTb OTMPaBKV CKPbITbIX KOMWIA COOBLLEHWNI Ha CNeLMasbHbIN ALWWK: OT BHELWHVX OTNpaBUTENEN,
COOBLLEHN MeXAY BHYTPEHHUMI NMOSIb30BaTENSAMY U OT BHYTPEHHUX NOSIb30BaTENEN BHELWHUM. B Takom
cny4ae NpoBepKa BHYTPEHHUX NNCEM He ByaeT 6NOKNPOBaTb NOTOKW MNOYTbI.

KaHoHunuyeckue (PTR) nmeHa runepBuU3opoB — ykaxunTe HasBaHne xocTa B PTR-3anucu. PTR-3anuch
nosBosseT onpenennTb no IP 1ms XocTa, € KOTOPOro NpuxoguT novta. Ecnm npu nposepke nms xocta éyaeT
OTNNYaTbCH, MMCbMO He ByaeT AoCTaBneHo 1A nonageT B nanky Crnam.

PaccbuiblmnkKmn

B pasgene HacTpaunBaloTCs CNy>XebHble NOYTOBbIE PACChIKN A9 BHYTPEHHYX NOfib3oBaTenein. Ytobbl nepenti
K HaCTpOrKaM, HaXMUTE Ha KHOMKY pefakTupoBaHus. ECTb BO3MOXHOCTb co3aaTb paccbiniku ana VK WorkDisk,

a[J,MI/IHI/ICTpaTVIBHOVI naHenn n yBeJJ,OMJ'IeHVIVI 06 OT3bIBE NKCbMa.
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HacTponku

Cetn [omeHHble uMeHa Xpauunuwa LWapavposanue u pennukauma 6 HacTtpoikv KoMnoHeHTOB WuTerpaummn [MepemeHHble OKpYXeHUs

AsTOpU3auus VK WorkDisk Ot3abie nucbma VK WorkMail
AnpecHas Knura MaHenb aAMUHUCTPUpoOBaHUA

HacTponku noythbl

Email otnpasurens: admin@admin.qdit
OrpaHuyeHne gocTyna K
AomeHam Wma otnpasutens: Bynet ucnonb3oBaHo 3HaYeHue no yMmon4aHuw: vkwma2
Maxens
AAMUHMCTPHPOBAHUS Anpec cepBepa nepechInku: relay.qdit
MonuTuka amerenms MopT cepBepa nepecsInku: 25

naponew none3osarenein

Mo4ToBLIN TPaHCcNoOpT

PaccbInbLmku

Cucrema yyéta
AenCcTBumr
nonb3oearenen

HTTP(S)-npokcu

1. BBegute email n ums otnpasutens.
2. BBeguTe agpec v nopT cepBepa pPacCbliku.
3. CoxpaHuTe N3MEHEHNS.

4. Mepengunte K CMCKY POJIen 1 3anyCTUTE aBTOMATUYECKYIO YCTAaHOBKY, YTOBbI MPUMEHUTb HACTPOWKN.

Cucrema PaCLUNPEHHDIX TRPaHCNOPTHbIX NpaBun

1. HaxxmuTe Ha @ n nepengute B pasgen MpoayKTbl.
2. Bkniounte ¢pnar Cuctema pacLunMpeHHbIX TPAHCNOPTHbIX NpaBun.
3. MNepengnTe K CNUCKY POnei 1 3anyCcTUTe aBTOMaTYeCKyIo YCTaBKY.

4. Korpga Hy>Hble ponu creHepupytoTcs, nepengute B pasgen KomnoHeHTbl — Cucrtema pacLuMpeHHbIX
TPAHCMOPTHbIX MPaBWJI 1 BKIOUYNTE HYXHble dnaru.
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Cetn [lomeHHble uMeHa

AsTopusauua

AppecHas Knvra
WHcTpymeHThl paspaboTku
HacTpoiku noytsl

OrpaHuieHue goctyna K
fomeHam

Manxens

aAMUHUCTPUPOBaHNA

MonuTtuka nameHeHus
naponeu nonb3osarenein

MouToBbLIN TpaHCNOpT
PaccbinbLymkm

Cucrema paclumpeHHbIx

TPaHCNOPTHbIX Npasun

Cuctema y4éra aeicTeuin
nons3osarenen

HTTP(S)-npokcu

Hactpowku

Xpanunuwa LLlapavpoBaHue 1 pennukaums B Hacrpoitkv KoMnoHeHTOB Wuterpaumn MepemMeHHbIe OKpyXeHUs

HacTtponka cucrtemMbl paclumpeHHbIX TpaHCNOPTHbLIX NpaBus

@ OunsTpoBaTh NOYTOBLI TPAUK OT BHELHUX OTNpaBuTenei
@ OunsTpoBaTh BHYTPEHHMIA NOYTOBLIN Tpaduk

@ OdunbTpoBaTh NOYTOBLIN TPAdMK OT BHYTPEHHUX NOMNb3oBaTenei BHeLHUM nonyyarensm

[anbHerwas HaCTpoWKa TPaHCMOPTHbIX MPaBu MPON3BOUTCS B agMUHUCTPATVBHON MaHEN No 3aBePLUEHUN

YCTaHOBKM.

Cuncrtema yyeTta AencTBnin nosib3oBaTenen

YT1O06bI N3MEHUTD BpeMd XpaHeHnd Noros, KNMKHNTE No KHOMKE pefakTrpoBaHWA.

aAMUHUCTPUPOBaHUS
WHcTpymeHThl paspaboTku
Hactpoiku no4Ts!

OrpaHuyenne goctyna k
AomeHam

MonuTuka nameHeHns
naponew nonb3osarenei

MoyToBbLIA TPAHCNOPT
Cuctema yuyéta fencTesumn
nonb3osarenen
MoHUTOPUHT

HTTP(S)-npokcun

HacTpownku
Cetn [omeHHble UMeHa Xpauunuwa LWapavposanue u pennukauua b HacTtpoitku KoMnoHeHToB WHTerpaumm MepemeHHble OKpYXeHUs
AsTopusauus HacTtponku cnctembl y4éTa 4eNCcTBUM Nofb3oBaTenen
AppecHas kuura
Bpemsa xpaHeHus cobbITui No nonbaosatensam (B 0
Hacrpoiku naHenu cekyHaax):

XpaHuTL BeckoHeuHo

@ BkniounTs cratuctuky no IP

Bpems xpaHeHus cobbiTuit no IP (B cekyHaax): 7776000

3.00 mecsiues

BpeMs xpaHeHns Co6bITUIA MO Nosib30BaTeNAM (B CEKYHA,aX) — Bbl MOXETE YCTAaHOBUTb BPEMS XPaHEHVS
noros. MNpu ycTaHOBIEHHOM 3HaYeHU O CPOK XPaHEHNS NIOrOB He 6YAET OrpaHnyeH.
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Bknountb CTaTUCTUKY No IP— npwv BKINOYEHHOM ¢nare noABUTCA OKHO OJ19 NSMEHEHNA CPOKa XpaHeHA

noros no IP.

MoHUTOPUHr

HaCTpOI7IKI/I MOHUTOPWHIa akTyaJibHbl 414 CllyvaeB, Korga HeO6XO,EI,I/IMO NnepexkovYnTbCAa C BHYTPEHHETo

MOHUTOPWHra MNMoyTbl Ha BHELLHME cuCTEMbl MOHUTOPUHra (Graphite/Prometheus).
YTO6bI BKIOYNTD BHELLHIOIO CUCTEMY MOHUTOPWIHIA:

1. HakmuTe Ha @ n nepengnte B pasgen MpoaykTbl.

2. Bkntounte dpnar Cucrtema cé6opa v oTnpaBku MeTpuUK. Mpun atom pnar Cncrtema MOHNTOPUHra 6yaet

aABTOMaTN4YeCKW OTKJTIOYEH.

ALMUHUCTPaTUBHasA NaHenb v6.5.1 @)
1 BUpTyanbHas MalwvHa Ha noéom runepsusope, 16 GB RAM, 8 vCPU, 100 GB SSD

Cucrema rpynnoBbiX NOSUTUK | Beta
WNHTerpaums c VK Teams
BcTpoeHHoe xpaHunuLe o6pa3oB KOHTENHEPOB

Cucrema MOHUTOPVHra

Grafana, xpaHunue metpuk Graphite, xpaHunuie metpuk Prometheus

Cucrema c6opa u OTNpaBku METPUK [ @)

CéopLmkn n TpaHcnaTopbl Graphite n Prometheus-meTtpurk

/" MNpumeyaHune

[aHHble, co3paHHble [0 NepeKIIoYeHNs Ha BHELIHNA MOHUTOPWHT, MPOLOMKAT 3aHMaTb MECTO Ha Aucke.
HoBble faHHble 6yayT HaNPaBAATLCA BO BHELLHIOIO CUCTEMY MOHUTOPVIHTA.

3. CoxpaHuTe N3MEHEHS 1 BEPHUTECH K CMIUCKY PONEN.

4. BHV3Y CTPaHMLbl HAXMUTE Ha KHOMKY CreHepupoBaTb aBTOMaTUYeCKU, YTO6bl YCTaHOBLLMK

chopMUpPOoBas HOBbIE POSN.
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A BHumaHune

He Hy>HO 3anyckaTb aBTOMaTUNYECKYIO YCTaHOBKY Cpas3y Nnocre reHepaunm KoHTenHepos. CHavana
HeoBXoOMMO yAannTb HeakTyalbHble ponu. Ecnm 3anyCTuTb YCTaHOBKY Cpa3y, BO3HUKHYT CETEBbIE
npo6nemsl.

5. YT06DI npeaoTBpPaTTb BOSMOXHbIE npo6ne|v|b|, nepe|7|p,|/|Te B KOHCOJ1b 1 nepe3anyCctnte yCTaHOBLLUK C

MOMOLLbIO KOMaHObI:

sudo systemctl restart deployer

6. Mocne nepesanycka B CAYCKe ponen 0TOBPasaTCs Pon, KOTOPbIE HYXXHO yaanuTb. Ecnn B uHtepdence He
NoaCBETWIVCH POV A9 YOANEHNS, Nepes3arpysnTe CTPaHNLLY.

calendarpg1 (172.20.4.166) ® 2]
fstatdb1 (172.20.4.142) ® (] ]
graphite1 (100.70.81.216) (IS nm
gravedb1 (172.20.4.143) € 0o
mcrouter1 (172.20.4.174) ® (1]
mirage1 (172.20.4.134) ® (5]
rpopdb1 (172.20.4.144) CTEDE) © 00
seconddb1 (172.20.4.140) ® (5] 1]
swadb1 (172.20.4.136) ® oo
umi1 (172.20.4.138) ® eo
victoria-metrics1 (100.70.81.216) nm
graphite-cloud1 (172.20.4.160) ® )
graphite-mail1 (172.20.4.149) (TS © 0

7. YpaneHne MOXET 3aHATb HEKOTOPOE BpeEMA. Korga Bce HeaKTyallbHbl€ POJIN 6y,D,yT yOaneHobl, 3anyctuTte

aBTOMaTUN4YECKYIO YCTaHOBKY.

8. Nanee nepengunte B pa3gen HacTponkv KOMNOHEHTOB — MOHUTOPWHI. BBegute Heo6xogMble JaHHble
0191 CUCTEMbBI MOHUTOPWHIA, KOTOPYIO Bbl ICMOJIb3yETE.
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HacTtponku

Cetn [oMeHHble MeHa Xpanunuwa LWlapavpoBaHue 1 pennukaums B HacTtpowiku koMnoHeHToB WHTerpauvmn [NepemeHHble OKpYXeHUs
Hactpoin onwropurra ([ D
AnpecHas KHura @ BHewnuit cepsep Graphite

HacTpo#iku nakanu IP-agpec unu gomeH Graphite-cepsepa:

aAMUHUCTPUPOBaHUA
WHCTpyMeHTbI paspaboTku Mopt Graphite-cepsepa: 0
HacTpoyku nouth!

MpoTOKON NOAKNKYEHUA: tcp/udp

OrpaHuyeHue focTyna K
fomeHam

@ BHewnuit cepeep Prometheus
MonuTika UsMeHeHNs

napornei nons3osareneu IP-anpec unu iomeH Prometheus-cepsepa:

MoyToBbIN TPaHcnopT
Mopt Prometheus-cepsepa: 0

Cuctema y4éta aevcTBuit
nons3osareneun

_ Ha6op rotoeblx gaw6opaos ans Grafana
MoHUTOpPUHr

HTTP(S)-npokcu

Q. CoxpaHuTe U3MEHEHMS.

Mo ccbinke Ha6op rotoBbix gawéopaos s Grafana Bbl MoXeTe ckadaTb gawbopabl B popmate JSON gns
po6asneHunsa nx B Grafana.

HacTtpounkun HTTP(S)-npokcn

Ecnun Bbl ncnonb3yeTe Npokcu-cepsep npu nogxioveHnn knneHTos K cucteme VK WorkSpace, BknounTe dnar
Mepep, VK WorkSpace ecTb npokcu-cepBep, YTo6bl KOHTENHEP, OTBevatow i 3a HT TPS-coegyiHeHne, mor
NPrHMMaTb TPaduK 6e3 WirdpoBaHS.

HacTtpowkun

Cetn [omeHHble uMeHa Xpanunuwa LLlapavpoBaHue 1 pennukauua B HacTpoiku koMnoHeHTOB WHTerpaumu MepemeHHble OKpYXeHus

AsTopu3aLus Hactponkn HTTP(S)-npokcu

AnpecHas KHura @ nNepen VK WorkSpace ecTts npokcu-cepsep ®

Hactpowku nasenu

AAMMHMCTPUPOBAHIA Cnmcok IP npokcu-cepeepos (B 10.70.80.1 -

MHCTpyMeHTbI pa3paboTku

<+ [obasutb

HacTpowiku noyts!

OrpaHuyeHure goctyna K
nomeHam HTTP-3aronoBok Nnpokcv ¢ opurMHansHeiM IP knueHTa X-Real-IP

®:

MonuTuka nameHeHus
naporneu nonb3oBarenen
Mo4ToBbLIV TpaHcnopT
HTTP-3aronoBok NpoKCH € OpUrMHanbHBIM MPOTOKOSIOM X-Forwarded-Proto
Cuctema yyéta AencTeuni NOAKMIOYEHNA KneHTa (D):

nonb3osarenen

MoHUTOPUHT

HTTP(S)-npokcu
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Cnucok IP npokcun-cepBepoB — BBeguMTe B nosie cnucok IP-agpecos, ¢ koTtopbix [MoyTa 6ygeT npuH1MaTh
3arofioBKM € OpUrnHanbHbIMK IP KNneHTa 1 opurnHasnbHbIM NPOTOKOIOM NOAKMIOYEHNS.

HTTP-3aronoBoK NpoKcu ¢ opurnHasbHbiM IP KnneHTa — o6aBbTe B NOSE 3arofNoBOK NPOKCH, KOTOPbIN
nepepaeT peanbHbi IP-agpec KneHTa, Havye cepBuc byaeT paboTaTb HEKOPPEKTHO.

HTTP-3aronoBoK NPOKCcK ¢ OpUruHasabHbIM MPOTOKOIOM MOAKJIIOYEHUNS KINEHTa — A1 KOPPEKTHON
paboTbl MOYTOBbIX CEPBVCOB BBEAUTE 3arofIOBOK OPUrMHaIbHOrO NPOTOKOMNa NOAKITIOYEHNS.

LWar12. uTerpauunun

B 6noke 6ynyT OTOBpaXaTbCs HTErpaL i, KOTOPbIE Bbl BKIIIOUMIN Ha 3Tane Bbi6opa NPOLAYKTOB U OMLUN
(HaCTPOIKN HTErPaLLMIA MOTYT TakXXe HaXOAUTbCS B BEPXHEM MEHIO).

HacTporika nHterpauumn VK Teams v [1ouTbl — € MOMOLLBIO AOKYMEHTa Bbl CMOXETEe HaCTPOUTb MHTErpaLuio
mexay VK Teams n MNoyTtoi.

Murpauuns kaneHgapen no npotokony EWS — goKyMeHT No HacTporke Murpauumn cobbitum ns MS Exchange B
cepswuc NoyTa.

ViHTerpauus ¢ Keycloak gng SSO-aBTopusaun — B AOKYMEHTE COOEPXNTCH NHCTPYKLNSA NO HAaCTPOWKE
vHTerpauum ¢ cepsucom SSO-aBTopU3aL .

AyouT OelcTBUN nonb3oBaTenel — B 4OKYMEHTE onncaHbl NpeayCMoTpeHHble B [1oyTe cucTemMbl ayguTta
OencTBUi nonb3osaTens 1 nx otnnymsa. OnmcaHo, Kak BKIIOUYNTb C60p CTaTUCTVKIK Mo IP 1 HacTpouTb oTnpaBKy
COBbITUNM BO BHELLHWE XPaHWNLLA.

HacTtpouTb oy6nnpoBaHne OeNCTBUA NOAb30BaTeNEN BO BHELLHNE XPaHUVLLA

CéopLUuK NoYThl

B pasnene eCtb BO3IMOXHOCTb JZI,OGaBVITb Nno4YTOBbIE CepBepPbl ANd CI/IHXpOHI/I3aLI,I/II/I/MI/IFpaLI,I/II/I, a TakXe Cnmcok
nanok, KOTopble HE 6y,D,yT Yy4aCTBOBaTb B CHXPOHM3auunun.

HacTtponku

Cetn [omeHHble UMeHa Xpanunuia LWapavpoeanue 1 pennukauus B[ HacTpoitku KOMNOHEHTOB WnTerpauuu MepemeHHbIe OKpYXKeHUs

Wnrerpaums ¢ WOPI- HacTtponku cbopLymka noytbl

penaxkTopom

Tnuenaua penaktopa P7-

o Benbii cnucok yaanéuHsix cepsepos: () exch.on-premise.ru -
mc

127.0.0.1 —

CHopLUMK NOYTbI

+ [ob6asutb
WHTerpauus ¢ apyrumm

uHcTannauuamm VK

WorkMail

[y6nuposaHue gencTanin

BHUMAHME! Hassanua nanok perucTpo3aBucumbl, T.e. «HepHOBUK» 1 «4ePHOBUK» CYMTAIOTCSA pa3HbiMK Nankamu B pamkax npotokona IMAP.

CnUCOK Nanok, UCKINKOYEHHbIX U3 CUHXPOHWU3aLWK: BeeauTte yepes 3ansaTyo CNUCOK Nanok, KoTopble He ByayT CUHXPOHU3MpoBaTLes No npotokony IMAP.

none3osareneu Bo

BHeLUHWe XpaHunuuia

Benbin cnncok yaanéHHbIX CepBepoB — MO YMOYaHNIO B MONASX YKa3aHbl BHYTPeHHMe IP-agpeca. Ecnu Bbl
nnaHnpyeTe MUrpaLmio NoYTbl C APYrX MOYTOBbIX CEPBEPOB, fob6aBbTe X IP-agpeca nnm nveHa B 6enbii
cnncok — NoyTa 6ygeTt onpenensatb aTn IP/XocTbl Kak ny6nuyHble. Mpu Murpaumin n3 cuctem ¢ 6ensim IP/
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OOMEHOM noJie MOXHO OCTaBUTb NMYCTbIM. I'Ip|/| HaCTpOVIKe Murpaunn B aﬂ,MVIHI/ICTpaTI/IBHOIZ naHenm sam HY>HO

éynet BBecTu IP/X0CT, C KOToporo 6yaeT NPon3BOANTLCA MUTPALMS.

Cnucok nanok, NCKJIOYEHHbIX U3 CUHXPOHM3aUnn — eCsin y BaC eCTb nanku, KoTopble He OOJIKHbI
y4aCTBOBaTb B CUHXPOHW3aUB COOTBETCTBUN C NX Ha3dHaYyeHnem «4epHOBUKN» 1 «YOaneHHble», BBeguTe X
Ha3BaHWA Yepes 3andaTyio B CTPOromMm COoTBeTCTBMN C OPpUTrMHasibHbIM Ha3BaHAM 13 BaLLEN CUCTEMDI

(Ha3BaHMsa NanoK PerncTpPo3aBNCUMb).

WNHTerpaumnsa c gpyrumm nHctannaumamm MouTtsl

ﬂ NHdopmauus

OYHKLMOHaNbHOCTb yCTapena 1 6yaeT B CKOPOM BPEMEH yaaneHa.

B pasfnesie Bbl MOXeTe HaCTPOWTb NHTerpaun ¢ HECKOMbKUMW NHCTanaunamMmm [MoyTbl VI/VIJ'IVI Murpaumn C

Exchange n gpyrnx no4ToBbIX CEPBEPOB.

YTO6bI nepe|7|T|/| K HaCTpOI7IKaM, HaXMUTE Ha KHOMKY penakTnpoBaHUA. [osBUTCH BO3MOXHOCTb U3MEHWUTb

3Ha4yeHns nonen.

HacTtponku
Cetun [omMeHHble umeHa Xpauunuwa LLlapavposanue u pennukaums b Hactpoiiku KomnoHeHToB Wuterpauuun MepemeHHble OKpyXeHna
WnTerpauns ¢ WOPI- HacTpowiku nHiterpaumu ¢ gpyrumm nHctannaumamm VK WorkMail
penakTopom
TuueHsus penakTopa .
Cnucok agpecos MawuH ¢ B[l namespase sharing: 100.70.81.154 —_
P7-Ocuc
06aBnTb
CH0pLUMK NOYTDI +A
VnTerpauusa ¢ apyrumu MepeHanpaBnaTb NUCbMa HEM3BECTHBIX 127.0.0.1

vHcTannsaumamu VK nonyuarenen Ha cepeep:

WorkMail Deprecated

[lyénupoeaHnue
LencTBUr
nonk3oBarenei Bo
BHELWHWe XpaHunuuia

Cnucok agpecoB mawuH ¢ B[] namespase sharing — ¢ nomoupio kHonku JLo6aBuTb BHecuTe IP-agpeca
MaLUVIH C UHCTannauusamm MNoutbl. Mpur HECKOMbKMX MHCTaNNSauMsaX BBeguTe BCe agpeca MallnH, O6begHEHHbIX

B B[] namespase sharing.

Kaxxpas 13 nHctannauumn NoNyyYnT penyinkn Katasioros nonb3oBatenen c IP, YKa3aHHbIX B nose. anI oTnpaske

nMACbMa CrcTemMa 6yp,eT 3HaTb, HA KAKOW NOYTOBbIN cepBep ero HanpasnTb.

Mo ymonyaHuio B Mose ykasaH JiokanbHbil IP. ECivi Bbl MOKa YTO He MnaHupyeTe paboTy C HECKOMbKAMU

NHCTanNnaunamMmm, oCtaBbTe 3Ha4Y€HNE No YMOJTHaHWIO.

BHUMaHune

Ecnu B nHTerpaumm y4acTByioT KnacTepHble NHCTannsauum MoyTbl, B none Hy>KHO BBeCTu IP-agpeca KOHTENHEpPOB
tnt-fedmani.
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Takxxe r|0Tpe6yech HaCTpOI7IKa nepemMeHHbIX OKPYXeHNd, OnnMCaHHada B Criefylowem ware.

MepeHanpaBnATb NMCbMa HEN3BECTHbIX NoslyyaTesieli Ha cepBep — ecy Bbl 6yAeTe NPOBOANTL MUrPaLMIo
C ApYrX MOYTOBbIX CEPBEPOB, BBEauUTE ero IP-agpec B none. B cnyyasax, korga nicbMo OTNPaBnseTcs B agpec
nosib3oBaTesieit, KoTopble eLle He MUrpupoBany B MoyTy, cucTtema 6yaeT aBTOMaTYeCK) NepeHanpaBnaTb Nx
Ha ykasaHHbIli IP-agpec. MepeHanpaBneHne 6yaeT paboTaTb TOMbKO A5 MPUNAPKOBaHHbIX JOMEHOB.

/" MpumeuyaHue

[JanbHenwasn HacTpolika Murpaumm ¢ Exchange nnm gpyrux noYToBbIX CEPBEPOB NPON3BOAUTCS B
agMunHucTpatmneHon naHenun Moutbl VK WorkSpace no 3aBepLueHnmn ycTaHOBKN.

I'Ipop,y6n|/|py|7|Te 3Ha4YeHne no yMmosiHaHnio N3 NoJid Bbille, eCn nepeHanpasiieHne nmcem B OAHHbIA MOMEHT He

TpebyeTcs.

CoxpaHuTe N3MEeHEeHNs 1 NnepenguTe K Cnegylolemy Lwary, Haxas Ha KHonky Janee.

HacTponkun cucremol Bl-aHanntukmn

YT06bI NOMYYNTb BO3MOXHOCTb MPOCMaTpUBaTh CTaTUCTUKY ncnonb3oBaHnsa VK WorkDisk B
aAMVUHNCTPATUBHOW NaHenu ( biz.<mo4uToBbin foMeH> ), B CMICKE NPOAYKTOB HEOBXOOVMO BKIOUMTD OMNUMIO
Cucrtema Bl-aHanutukum n Kafka BHyTpu MHCTanaummn v HaxaTtb Ha KHONKY COXpaHnTb.

/' TMNpumeuanne

Ecnu Bbl ucnonbsyete BHelwHMin cepBep Kafka, BTopylo onuuio BKNOYaTb HE HY>KHO, HO MNOTpebyeTcs BHECTU
AaHHble ans nogkniodenus. MNMpu ncnonbsoBaHun Kafka BHyTpM MHCTannsaLmm MOXHO Cpasy NepexogunTb K CANCKY

ponen.

YT06bl NOAKNIOUYNTLCS K BHELLHeMY cepBepy Kafka, nepenignte B pasgen UHTerpayumn — HacTpoiikn

cuncrtembl Bl-aHannTukn 1 3anonHnTe COOTBETCTBYyIOLLME MNMOosNid.

HacTpowku

Cetn [lomeHHble umeHa Xpanunuwa LWapauposaHue u pennukaums B HacTtpoiiku KoMnoHeHToB WHTerpaumm MepemeHHble OKpyXeHus
WnTerpauus ¢ WOPI- HacTtponku nogkntoveHuns k BHewHeMy cepsepy Kafka
penakTopom
JnueHsus penaktopa P7- Anpec cepeepa Kafka + Nobasutb
Odpuc
Hactpoiiku ana Cuctembi Vmst Tonuka aHanutuku Kafka: example: analytics-events
Bl-AnanuTukm 1

Vmst Tonuka noutoBon aHanutuku Kafka: example: mail-events
CH0pLUMK NOYTDI

Mms Tonuka cobbiTun aBTopusauum Kafka: example: security-events

WHTerpauus ¢ apyrumu
uHcTannaumamm VK

WorkMail

[y6nuposaHue gencTeunin
nonb3oBarenei Bo BHELLHWE

XpaHunuuwa
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COXpaHI/ITe MN3MeHeHNd, 3aTeM 3anyCtnTe aBToOMaTU4YeCKYIO YCTaHOBKY B obLen CTPOKe COCTOAHNA.

Korpa ycTaHoBKa 6yfeT 3aBeplLUeHa, Y Bac NOSIBUTCA BO3SMOXHOCTb NMPOCMaTpuBaTh CTaTUCTUKY [ncka B

naHenn agMUH1UCTpaTopa.

LWar 13. NepemMeHHble OKpYy>XXeHns

B pasnene npon3BoanTCcd HaCTpOIhKa KaCTOMHbIX NepeMeHHbIX NOYTOBOW CUCTEMDI.

BHUMaHune

HacTpolika nepeMeHHbIX OKPY>XEeHNS BO3MOXHa TOJIbKO NOCe KOHCynbTauun ¢ npegctasutenem VK.

HacTpownku
Cetn JlomeHHble nmeHa Xpanunuwa Wapauposaxue n pennukauusa b HacTtpoiiku KOMNoHeHToB WHTerpauun [MepemeHHble OKpyXeHus
Sl YcTaHoBreHHble nonb3oBarernem nepemerHele abookpdd-tar* ewe He 3agaHbl @
addrbook-tar
adloader
CrMCOK BO3MOXHbIX NepeMeHHbIX ANs ponn
aliases-tar
. ” 3HaueHue no-
ameli-common WNMs nepemeHHoON Onucaxue BapuaHTbl
yMonyaHuio
appass-tar
OVERLORD_CHECKOUT_INTERVAL 60s Meprop, onpoca y4acTHUKOB KnacTepa
arbuzapi
attfiledb OVERLORD_ETCD_PREFIX /mailonpremise/overlord/ MycTb xpaHeHns knioyeit B ETCD
attfront
OVERLORD_ETCD_TIMEOUT 5s TalimayT nogkntoyeHus kK ETCD
attpairdb
attprevfront OVERLORD_GCTUNE_DISABLE true BbikntoveHune getune gns Go true false
OVERLORD_GCTUNE_MEM_LIMIT OrpaHuyeHne namsaTi ans gc
debug warn info
OVERLORD_LOG_LEVEL warn

error

YT106bl [,06aBNTb KACTOMHYIO MEPEMEHHYIO:

1. HaxxmunTe Ha KHOMKY pefakTupoBaHusS.
2. Haxxmunte kHonky [106aBUTD.
3. B BbinagatoLemM MeHio BbibepuTe Ha3BaHNE NEPEMEHHON.

4. BBegute 3HayeHune I'IepeMeHHOVI. 3HayeHne I'IepeMeHHOVI OOJIKHO 6bITb BBEAEHO KOPPEKTHO, NHa4ye

YCTaHOBLLVIK HE MO3BOJINT CO3aTb NepemMeHHYIO.
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HacTtponku

Cetn [lomeHHble nmeHa Xpanunuuwa LWapavposaHue n pennukauus b HacTpoiiku kKoMnoHeHToB Wnterpaunn MepemeHHble OKpyXeHns
abookpdd-tar YCTaHOoBMEHHbIE NONb30BaTeneM nepeMeHHsle abookpdd-tar* ewé He 3agaHbi
addrbook-tar

OVERLORD_CHECKOUT_INTERVAL : 3HaueHue nepemMeHHow o ‘
adloader -

TMone fomkHo cooTeecTeoBaTH npasuny A\d+(mjh|s)$
aliases-tar + [o6asuTs
ameli-common
appass-tar CNNUCOK BO3MOXHbIX NEPEMEHHbIX Ast PONN
arbuzapi
. 3HauveHue no-

WmMs nepemeHHON Onucaxue BapuaHTbl
attfiledb ymonuaHuto
attfront

OVERLORD_CHECKOUT_INTERVAL 60s Mepviog onpoca y4acTHUKOB KnacTtepa
attpairdb

OVERLORD_ETCD_PREFIX /mailonpremise/overlord/ MycTb XpaHeHus knioveit B ETCD
attprevfront

OVERLORD_ETCD_TIMEOUT 5s TaitmayT nogknoyeHms kK ETCD

OVERLORD_GCTUNE_DISABLE true BbikntoueHue gctune ans Go true false

OVERLORD_GCTUNE_MEM_LIMIT OrpaHuyeHne namsaTv Ans gc

5. HaxxmuTe Ha kHomky CoxXpaHUTb.

6. Haxkmute Ha kHonky [Janee ons nepexofa K cnegytoLlemy Lwary.

LLar 14. 3anycK ycTaHOBKM BCEX MaLUVH

1. KnukHnte no kHonke Play pspom ¢ o6Lein CTPOKOW COCTOSHMS B BEPXHEN YaCTy SKpaHa.

2. NopTBepaunTe 3anyck aBTOMaTUYECKOM YCTaHOBKM, HaXkaB Ha KHOMKY 3anyCTUTb.

I'Io,uTBep,quTe 3anyck aBToOMaTU4eCcKomn YCTaHOBKN

ABTOMaTUYecKas yCTaHOBKa 3anycTUT NPOBEPKY BCEX LUAroB ¥ NPUMEHWUT HaAeHHbIe U3MEHEHUS.
BbInonHeHue OCTaHOBUTCA B CNeAyoWnX Cny4anx:

1. Ecnu war tpebyer 3arpy3aku caitnos;

2. Ecnu war TpebyeT py4Horo 3anycka;

3. Mpowusowna owwubka B Nnpouecce BbINOMHEHUA.

[MpoUeHT KOHTeNHepPOB OAHOW PONK, yCTaHaBNMBaEMbIX O4HOBPEMEHHO:

0

BbinonHexue ycTaHOBKU/NPOBEPKWN MOXHO OCTaHOBUTL. B Takom cnyyae ycTaHOBLUMK AOXKAETCA 3aBepLUeHNA

Conwe |

BbIMONHAEMOrO Luara U NPeKpaTUT yCTaHOBKY/NPOBEpKY.

B 3aBMCUMOCTIM OT 3Tana yCTaHOBKM 6yaeT MEHATLCS LBET MHANKATOPA:
- Cepblii — B OXNZaHUN Ha4yana reHepauunu;
« CHUIM — B NpoLecce reHepauuu;
« XKenTbin — wWar 6yaeT NOBTOPEH (aBTOMaTNYECKM);

+ KpacHbii — owmnéka.
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3. OxunpaiTe 3aBepLUEHs YCTaHOBKW. Moka NpoLecc NAET, PAAOM CO CTPOKOV COCTOSHNSA ByaeT
OTO6paxaTbcs KpacHas KHormnka Stop.

Ecnun B npoLecce yCTaHOBKM 1 HACTPOWKM CUCTEMbI MPOVCXOAAT M3MEHEHUS KOHOUIYPaLUK, HEKOTOPbIE
3afla4yn MOryT NoTpeboBaTb MOBTOPHOMO BbIMOMHEHUS.

[na NOBTOPHOro 3anycka HEOBXOAMMO HaxaTb Ha KHOMKY Play B o6LLe CTPOKE COCTOSIHMS B BEPXHEN YaCTun
3KpaHa 1M PagoM C Ha3dBaHVUEM KOHKPETHOrO KOHTeHepa.

Llar 15. 3aBepLuieHne ycTaHOBKWU, MHNLWann3auna gomeHa n
BXOA, B NaHesNb agMNHNCTpaTopa

Korpa yctaHOBKa 6yaeT 3aBeplLUeHa, COOTBETCTBYIOLMIA CTaTyC OTO6PAa3NTCS B CTPOKE COCTOSHMS.

1. HaxxmuTe Ha KHornky fJanee.

@ AdminPanel Hactpoi  OBcnysusarme ®- Nanee

> 1]

CKpbITb 3aBEPLUEHHbIE O6bekToB BCTpOke 1 v

[Noka3aTb BCroMoraTesnbHble KOHTeI‘/’IHepb[ prnrlmposKa Het v
doc-db-01 (100.70.160.6) F1J ® oo
mon (100.70.160.14) £ © oo
doc-db-02 (100.70.160.7) E ® (TR - |
doc-front-01 (100.70.160.16) (X ® oos
doc-front-02 (100.70.160.2) (X0 ® (oo R - |
doc-storage-01 (100.70.160.11) EJ ® 00{3}.
doc-storage-02 (100.70.160.8) B3 ® mﬂ{"}.
doc-storage-03 (100.70.160.10) E3 ® IBII{‘?}.
registry1 (100.70.160.14) (X3 ® GRs) - |

2. BBeguTe 1Ms NOYTOBOIro OMEHa N HaXXMUTE Ha KHOMKY [lo6aBnTb.
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@ AdminPanel Hacrtpoitku O6cnyxusanue

CoapanTe nepebiii NOYTOBLIN AOMEH - YacTb email-agpecos nocne "@".

MoyToBbLIE AOMEHBI KoHTenHepsbl
vbastraOmail.onprem.ru + [Oobasutb
A BHumaHune

C Bepcunn 1.24 B Noute VK WorkSpace Bce fomMeHbl MPOBEPSAOTCA Ha COOTBETCTBME AnueH3nn. Ecnn gomeH
He BXOAUT B JINLEH3MIO — NOMb30BaTeNN 3TOro IOMEHA HE CMOTYT OBMEHNBATLCS COOBLLEHMAMN. ITO

yCnoBMne Takxxe pacrnpocTtpaHaeTCd Ha CUHOHNMbI JJOMEHOB.

OTKpoeTCs HOBas BKagKa, Ha KOTOPOW HEOBXOAVIMO aBTOPM30BaTLCS:

- Vimst nonbzoBaTtens — admin@admin.qdit.

- Maponb HaxoguTcs B paine — bizOwner.pass, 415 ero NpocMoTpPa BBeauTe B KOHCONM KOMaHAy:

cat <nyTb [JO OMPEKTOpPMM C yCTaHOBUWMKOM>/bizOwner .pass .

/" MNpumeuyaHune

Maponb nonbsosaTtens admin@admin.qdit xpaHUTcs 3awmndpoBaHHbIM B 6a3€e faHHbiXx. OH 3anncbiBaeTCcs B
danne bizOwner.pass B OTKPbITOM BULE TONbKO AN agMUHUCTPATOPa Npu NEPBUYHON YCTaHOBKE.
CkonupyinTe naposb B HagEXHOE MecTo, 1 yganuTte bizOwner.pass, YTO6bl 310YMbILLAEHHWKA HE MO
nonyynTb Naponb. Ecnu naponb agMUHUCTPaTOpPa YTEPSIH, TO CO34aliTe HOBbIV C MOMOLLBIO MHCTPYKLMN: Kak

N3MEeHWUTb Naposb nonb3osaTens admin@admin.qdit?.

@ VK WorkSpace

BownTtu B akkayHT

admin@admin.qdit

BeecTu napons - 3anoMHUTb
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Ecnn noruH n naposib 6b1n1 BBeAEeHbl NPaBW1bHO, Bbl NOMNageTe B NaHes/lb adMNHNCTPAaToPa.

3. HaxxmuTe Ha kHornky MpoBepuTb ceivac, 4To6bl nposepuTs MX-3anuch.

VKTech MNoura Kanedpapb  AppecHas kHura  O6naxo

a ApmMmuHlanens doc-mail.docvk.tech v

2 lMonb3osaTenu
CocTosHue cepBepa doc-mail.docvkiech
& AamuHucTpaTopsl

@ NocnegHuit war — HacTpoute MX-3anucb

Mouta v
Bea MX-3anucu Henb3sa OTNpaBATb U NONyYaTb NUCbMA.
E) CocrosaHue cepsepa
Q& Hactpoiiku OomxHo 6biTb Cenuac
MmAa noagomeHa: @
Murpauva
= pau Het 3anucu.
o Tun sanucu: MX Cospaiite 3anuch
pynnbl paccbinok
[aHHble: mxs.doc-mail.docvk.tech, ¢ Y<a3aHHbIMY
napameTpamu.
@ Obwwe AWK MpuopurerT: 10
@ OrpaHuyenun
© Victpykuus MpoeepuThb cenyac

HaCTpOGHa aBToMaTrumyeckana nposepka 3anucemn.

@ ®darnosoe xpaHunuwe » .
O peaynbTarte Mbl cOO6LMM BaM MO 3/1IEKTPOHHOM NoYTe.

@ AppecHas kHura

© Vnpasnexue noMeHOM

Q Kondurypauma >

[Mpwn ycnewHo NpongeHHON MNPOBEpKeE NOSBUTCS yBEAOMIEHNE O TOM, YTO MX-3anuck HaCTpOeHa BEPHO.
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VK Tech Mouta KaneHpapb  AgpecHas kHura  O6nako

ﬂ AdminPanel vbastraOmail.onprem.ru ~

m
£} MmEeREETo CocrosiHue cepBepa vbastraOmail.onprem.ru

& AnmuHucTpaTopbl

© MX-3anucu HacTpOeHbl BEPHO

Mouta v
Bbl MOXeTe OTNpaBATL W NoNyYaTh NUCbMA.
E) CoctonHue cepsepa
. SPF-3anucb He HacTpoeHa
@ Hacrpoiiku
SPF nosBonAeT BnazienbLy fOMeHa ykasaTb B TXT-3an1cu JOMeHa CTPOKY, YKa3biBalolilylo CIMCOK CEpPBEpOB, MMEIOLMX MPaBo OTMPaB/IATL email-cCoOBIIEHNA ¢ 0BpaTHbIMM
@ Murpauma afipecamu B 3TOM AOMEHe.
& Ipynnbl paccbinok

WHcTpykuma no HacTpoiike

O6wume AWmKN
Ha o6HoBneHve 3anuceit MoxeT noTpe6oBaTbeA [0 72 4acoB

e 2

WHcTpyKuma

) DI © Heo6xoauma HacTpoiika DNS 3anuceit ana pa6otsl DKIM

Mvcbma, oTrpaBneHHbIe C Balero JOMeHa, He NoANvChIBaOTCA CrneLyanbHOM NOAMMUCHIO M MOTyT nonagath B cram.

@ ApnpecHas KHura
€ CTpyKTypa KoMnaHum WwmA nopnomvena:  mailru._domainkey
Tun 3anucu: TXT
Q@ VnpasneHve [oMeHOM
MaHHble: v=DKIM1; k=rsa;
p=MIGfIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDic2
© Komcpurypauus 5 3h3ABtEFx/0SdVhWBtSoArt 5wVqMgdhtWsK3WnYj95g8hUV

hgKIErA13MUX1WGfVC/mfSnTIcBMVDOpWYTE2C3WbD4d
RtwvMISMfhd2EUExVagkpme2aYqTNL71NXknUcIGPEzHXKh
svWOVVTmOp2t9qLFoazltpkzZkpBwIDAQAB

WHcTpykuma no HacTpoiike

[Mocne npoBepkn MX-3anncm yCTaHOBKY MOXHO CYMTaTb OKOHYEHHOI. Takxe notpebyeTtcs HacTpolika SPF-
3anucun n DKIM-nognuen. VIHCTpyKLMN NO NX HACTPOWKE Bbl HAaMAETE NO CChlske.

BHUMaHune

Mo 3aBepLUEHNI YCTaHOBKIM JOMYCKaeTCs TOMbKO yaalleHne apxmBa, N3 KOTOPOro 6bif1 pacnakoBaH ANCTPUBYTNB
B Hayane ycTaHOBKU. Bce ocTanbHble daiisibl 4OMKHBI OCTaBaTbCs B narke ¢ gaisiom onpremise-deployer_linux.

He ypananTte nonb3osaTtens deployer — aTa yuyeTHas 3anucb NoTpebyeTcs AN O6HOBNEHNS 1 fanbHENLEN
3KCMyaTaLuumm cepBuca noYThbl.

Llar16. Jlo6aBneHne AOMNOSIHUTEJIbHbIX AOMEHOB

Ecnu Bbl NlaHpyeTe NCMoJIb30BaTb HECKOJIbKO OMEHOB, [O6ABLTE VX C MOMOLLIbIO KHOMKM MogKaiounTb
HOBbI NPOEKT. [1/19 3TOro Hy>XKHO OTKPbITb BbiNagaloLlee MeHIo PSAOM C BallM OMEHOM 1 BBECTU agpec
JOMeHa.
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VK Tech Moyta  KaneHpapb  AppecHas khura — O6nako

n AdminPanel vbastraOmail.onprem.ru

2 Monbaosatent v vbastraOmail.onprem.ru

pstraOmail.onprem.ru

B AgmuHucTpatopsl MopKIoYUTL HOBbIV NMPOEKT

epHO

MouTa v
Bbl MOXeETe OTNPaBAThL U NOyYaTh NMCbMA.

CocTosHue cepBepa

SPF-3anucb He HacTpoeHa

SPF nossonAeT BragesnbLy AoMeHa ykasaTb B TXT-3anuncy foMeHa CTPOKY, YKasblBatoLLyo CrIMCOK CepBEpoB

5 |

Q@ HacTpoiiku
® Mwurpauua afpecamv B 3TOM [lOMeHe.
(]

NRAITEES s R MHCTpYKUMA No HacTpoiike

i Obwwe AwmKn
Ha o6HoBneHue 3anucein MoxeT notTpeboBaTbCA A0 72 YacoB.

MHCTpyKumAa

) G T O Heo6xoauma HacTpoiika DNS 3anucei ana pa6otbl DKIM

Ecnn xoTute coenatb AOMEH NPUNapPKOBaHHbIM, HEOBXOAUMO MPOoTY NpoBepky MX-3anvcy cnoco6om,
OnMcaHHbIM Bbile. YToBbl caenaTb 4OMEH U3BECTHbIM A1 [oyTbl, LOCTaTOYHO NPOCTO fO6aBUTL LOMEH B

CrnCcoK.

BHumaHune
C Bepcunn 1.24 B Noute VK WorkSpace Bce [oMeHbI NPOBEPSAOTCSA Ha COOTBETCTBME NNLEH3MN. ECnn gomeH He

BXOAMT B JINLEH3VIO — MOJb30BaTENN 3TOrO JOMEHa He CMOTYyT O6MEHBaTbCA COOBLLEHNAMMI. DTO YC/IoBUE
TakXe PacrnpoOCTPaHAETCA Ha CUHOHMbI JOMEHOB.

JonosHnTenbHas [OKYMeEHTaL s

VIHCTpyKLIMS MO yCTaHOBKE OBHOBAEHWI [1oYTbl
YTO0 genatb, ecnu Npu BXOLE B NMaHesb agMUHNCTPAaTOPa NOsABASETCS olwmnbKa «HeEBEPHbIN Maposiby
Kak 06HOBUTb NNLEH3VIOHHDbI KoY

HacTporika nnterpauumn ¢ Active Directory

Jlorn n nonesHble KOMaHAbl

Bce komaHapl, nepevncrieHHble HKe, crnenyeT BbIMOJIHATb B KOHCOJIU.

1. Nepesanyck ycTaHOBLUMIKA:
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sudo systemctl restart deployer
2. Jlorn ycTaHoBLUVIKa:
sudo journalctl -fu deployer
3. Cnncok 3anyLLeHHbIX KOHTENHEePOB:
docker ps
4. JTorn KOHKPETHOro KOHTelHepa:
sudo journalctl -eu uMA_KOHTeWHepa
5. CtaTyC KOHTelHepa:
systemctl status mmA_koHTenHepa
6. NocMOTPETb CNUCOK KCTIOMaHHbIX» KOHTEAHEePOB:
docker ps -a|grep Exit
7. MoCMOTPETb CNNCOK BCEX HE3AMYCTUBLLNXCA KOHTENHEPOB:
sudo systemctl | grep onpremise | grep -v running
8. YoanuTb KOHTENHeP:

sudo docker rm uMsa_KoHTenHepa

& AsTop: MNpysges HukunTa

(S 31 uions 2025r.
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