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Ha3HayeHe fOKyMeHTa

B OOKYMEHTE OMNMNCaHO KakK HaCTPOWUTb MHTErpauuto C LDAP-kaTanoramu, kakme gaHHble MOryT 6bITb

nepeHeceHbl, Kakne eCTb OrpaHn4YeHn4a.

.U,OHOHHI/ITeﬂbeIe MaTepuabl

[OoKyMeHT pa3paboTaH Ha OCHOBE OOHOIO 13 OBYYatoLLMX KYPCOB Mo NovTe.
O6yueHue no npoayktam VK Tech

3aperncTpurpoBaTbCs Ha NaaTpopme

Tpe6oBaHNs K agMUHNCTPaTOpPamM

- PaboTa co cnyx6amu KaTanoroB 1 C UHCTPYMeHTamu guarHocTtumku LDAP 3anpocos.
« YUTeHne 1 aHann3 CUCTEMHbIX XXYPHaN0oB.
- 3HaHuMe bash/awk/sed/vim.

+ OnbIT PabOoTbl C OQHOW 13 TEXHONOMNIN OPKECTPAaLLN 1 KOHTenHepu3saumn (docker compose/podman/

kubernetes).

CepBunc CMHXpPOHU3aUn n nHTepPpencobl gns
HaCTPONKUN

3a CYHXPOHM3aLMIO Co cny>xx6amum KaTanoroB oteevaeT cepsuc AD Loader. HecmoTps Ha Ha3BaHMWe, OH
paboTaeT c nobbimu LDAP-kaTanoramm, He Tonbko ¢ Microsoft Active Directory.

vimanal 172.204.166 [[BEouned ®@  Onucaune

Cepsuc nHTerpauun ¢ LDAP —
adloader1 172.20.4.239 QElRiclylieP: CUHXPOHISNPYET CrINCK

nonb3oBaTeneii 1 rpynn Paccbinox,

arbuzapil 172.20.5.2 ®  nposepsier napons 8 LDAP
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KrnioueBble dyHKLNN:
+ CUHXPOHM3aLSa aKKayHTOB, a/lMacoB (CMHOHVMOB), KOHTaKTOB, CTaTUYECKIX MPYMMN PACChINTOK N OBLLNX
SALLMKOB.
- NpoBangep aBTOPU3aLAN.

« KoHHekTOp K LDAP ons opyrvx cepBriCoOB NOYTOBOW CUCTEMDI.

YTO6bl NOCMOTPETL NNOM CEPBMCA NCMONb3YNTE KOMaHAY:
sudo journalctl -fu onpremise-container-adloaderN.service

roe N - Homep AD Loader'a.

MepBUYHaa HaCTpPOIKa cepBuUca B NaHeNn agMNHNCTPaTopa

1. ABTOpUM3YNTECH B MaHENN agMUHUCTPaTopa https://biz.<saw gomeH> .
2. MepenguTe B pasgen KoHpurypauua — HacTpoinku. Mo yMOnYaHMIO CUHXPOHM3aUMa OTKAOYEHa.

3. YT06bI BKMIOUMTb CUHXPOHM3auMto, HaxkmuTe Ha Active Directory. Bol nonagete Ha CTpaHuLy HaCTPOKK

NogK/IOYEHNS.
4. CHUMUTE rasky ¢ nyHkTa He ncnonbsosatb AD, 4TO6bI NoNs B dopme CTann 4OCTYMNHbIMYK 4

penakTUpoBaHs.

n Apmunllanenb v

38 Tonb3oBarenu < BepHyTson

) AT B Active Directory

MouTa > Anpec AD Karanoru nonb3oBaTenei

B AnpecHas KHura

JlorvH agpMuHMcTpaTopa Maponb agMuHUCTpaTopa
€ Vnpasnexve fomeHoM
Q Koxdurypaunn M Mone ceoicTBa «OTYECTBO»
HacTpoitku
MoOHUTOPUHI
. Vcnonb3oBaTb WwugpoBaHHoe coenmHeHne (LDAPS)
OTuéTbl

-+ [o6asuth cepTuchukar

WrHopupoBaThb owmnbku ceptudmkarta

[lononHuTeNbHbIE HACTPONKM
C6pacbiBaTb CECCUM MOMb30BATENEN MPY U3MEHEHUN Napona

Vcnonb3oBaTb B KayecTBe fiornHa email BMecTo username
3arpy>kaTb 06LMe NOYTOBbIE ALLMKU
3arpy»aTb CMHOHUMbI NOYThI Kak B AD

He ncnonb3osaTtb AD
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Mone

Appec AD

Katanorn
rnonb3oBaTenen

NoruH
agMuUHMCTPaTopa

Maponb
agMuHnCTpaTopa

5. 3anonHnTe oCHOBHbIE NONA:

3HaueHumne

IP-agpec kaTanora

3Ha4vyeHune nongd

distinguishedNameuns

CrvcKa aTpu6byToB
KaTanora

Distinguished Name
(DN) nonb3oBaTtens
Active Directory c
npaBamMu Ha YTeHne
KaTanora

Maponb
nosnb3oBaTtens, ot
NMEHIN KOTOPOro

dopmat

IPv4

OU=<>DC=<>DC=<>

CN=<>0U=<>DC=<>

KommeHTapumn

Monb3oBaTento
Heo6Xxo4Mbl
npaBa Ha YTeHune
KaTanora,
noJib3oBaTesb He
0693aH 6bITb
aoMUHNCTPATOPOM

[Maponb
nosnb3oBaTens,
yKa3aHHOro B none

npoucxogunT JNoruH
nogxJsoyeHmne K agMUHNCTpPaTopa
KaTanory
Mone ceowncTBa OTmeTbTE, ecnu Ecnun
«OTYecTBO» XoTuTe ncnosb3yeTcs
CUNHXPOHN3NPOBATb OTYeCTBO, YKa3aTb
OTYeCTBO. N3 KaKoro
OnumoHasnbHo. aTpunbyTa B
KaTanore 3abupatb
3HayeHune
& Coser

pacLumpeHHon HacTporku cepsuca AD Loader.

Ecnu Bbl XOTUTE, YTOBbI MO Pe3ybTaTaM NEPBUYHOW HACTPONKIN CUHXPOHM3ALLS HE HaYHanacb 4O MOMEHTA,
NMOKa Bbl HE HAaCTPOWTE OCTallbHblE MapaMeTPbl, OCTaBbTe NyCTbiM Nose Katanoru nonb3oBartenen. B
JanbHenwem gns ctapTa CUHXPOHM3aU M Bbl CMOXETE yKa3daTb NMyTb K JaHHbIM B KaTaniore B pexmmve

6. Ecnn Bbl xoTnTe ncnonb3oBaTtb LDAP over SSL (LDAPS), Bam Heobxogmmo 6yaeT HacTpouTb LDAPS Ha

KOHTpOJ/Iepe AOMEHa 1 OTMETUTb Yekbokc MicnonbsosaTb WnppoBaHHoe coeaunHeHne (LDAPS). Mpwn

Heo6XxoQMOCTI Bbl MOXeTe fo6aBnTb LDAPS cepTudunkat, HaxaB Ha COOTBETCTBYIOLLYIO KHOMKY. Ecnu CA

He KOPHEBOW, @ COB6CTBEHHbIN (HE MyBANYHbIN), AONOSHUTENBHO OTMETbTE Yekboke IrHopupoBaTb

owun6ku cepTudukaTa.
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7. 3anonHnTe 4ek60oKChI Ona 0ONOJIHNTENIbHbIX HAaCTPOEK!

Yek60KC

C6pacbiBaTb ceccum
nonb3oBaTenen

Vicnonb3oBaTb B
KayecTBe formHa email
BMECTO username

3arpyxaTb obLne
MOYTOBBIE ALK

3arpy>aTb CUHOHVMbI
nouTbl kKak B AD

OnucaHune

Ecnn yek6oKc oTMeYeH, Npu N3MEeHeHN Naposs Nofb3oBaTens B
Active Directory 6ygeT c6pacbiBaTbcs ceccus B [TouTe.

B TeKyLLI,eVI BepCunn none He NcnosblyeTcd

OTMeTbTE 3TOT YEKBOKC, YTO6bI CUHXPOHM3NPOBaTb obLe ALLKIN C
AD

OTmMeTbTE 3TOT YEKBOKC, YUTOBbI CUHXPOHN3MPOBaTb MOYTOBbIE
agpeca ons akkayHTa (CuHoHMMbI) ¢ AD. MNepep nHterpaunein ¢ AD
Exchange Hy>XHO npefBapuTenbHO 3aBECTU BCE OMEHbI 13
Exchange B NouTte VK WorkSpace. VlHaue yacTb CUHOHNMOB He
6yneT co3faHa.

PaclunpeHHasa HacTpoika cepBuca AD Loader

PaclupeHHas HacTpolika NPOU3BOAUTCS B MaHENN afMVIHUCTPaTopa Nno agpecy biz.<mail_domain>/admin/

misc/configurations/adloaderclient/ .4TO6bl BbINOAHUTb PACLUNPEHHYIO HACTPOWKY HYXXHO

npenBapuTENbHO aBTOPU3YATECH B MAHENV agMUHNCTPaTOpa https://biz.<eaw gomeH> Mop Nosib3oBaTENEM

admin@admin.qdit.

& VKWorkSpace 6.7.3-3d29edcf@bizf1.qdit

@) NAHE/b YNIPABNEHMA MPUNIOXKEHNA ~

[I06PO MOXATIOBATH, ADMIN@ADMIN.QDIT. OTKPbIT CAVAT / UBMEHWTb MAPO/Tb / BaIATH W

AOMWHUCTPUPOBAHUE ~  USERS ~  SPECIALS ~

Tnaswas > HacTpoiikm on-premise » HacTpoikw Active Directory » AdloaderClient object (4)

CELERY RESULTS N . . )
MamenuTb HacTpoiika Active Directory
Group results + [o6asuTs
— + [losasus AdloaderClient object (4)
WMa pomeHa:

tions:
Account actions + [lo6asuTs options
Accounts + Nlo6aBuTs
Admin actions + [losasuTs
Cloud registration + [lo6asuTs
requests
Domain actions + [o6asuTs
Domains + [lo6asuTs Synets:
Feature domains + [obasuTs
Feature set domains + [o6asuTs

«
Feature set features + [lo6asuTs Comment:
Feature sets + [lo6aBuTb
Features + [o6asuTs
Notification logs + [lo6asuTs
Notifications + [o6asuTs
0 auth domains + [o6asuTs
0 auth permissions + [lo6asuTs
+

Roles [lo6aBuTs
WUmMnopTbi + [lo6aBuTs
nonb3oeareneii ua CSV

ncToPust

——u

{

“syncer’: {

id" 2, '
“sync_interval’: *15m’,
"users”: {

“enable” true,

“remove: false,
"remove_blocked": false,
“create_blocked": true,
“time_type”: "AD",

Rara: | 27.05.2025 Ceropns | B

Bpems: | 161307 | ceivvac| @

B

COXPaHWTD 1 ZI06aBUT APYTO/ 0GBLEKT COXpaHWTB U NPOSOMKHTL PeNakTHPOBaHUE COXPAHUTH
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Mone OnuncaHue KommeHTapuun

N Vims nouyToBOro gomeHa Ecnuny Bac B IHCTannsLMyM HECKOJIbKO MOYTOBbIX

JOMeHa BaLLeWn NHCTannauum OOMEHOB, TO AN Kaxgoro gomeHa AD Loader Hy>HO
HacTpanBaTb OTAENbHO. [1N5 Kax40oro fOMeHa AOMKEH
6bITb CBOW KOHOUIypaLnoHHbIr dainn (JSON)

options Mone pgna ®dann yxxe 6ygeT conepXaTtb Te NepBUNYHbIE HACTPOIKN,
KOHOUrYpaLIOHHOro KOTOpble Bbl 3a4ann B NaHenn agMrHUCTpaTopa B
daina c HacTporkamun pasgene KoHdurypauma — Hactporikn — Active
cuHxpoHunsauum (JSON) Directory. lNomMMO CTapTOBbIX HACTPOEK, B 3TOM daine

MOXXHO yKa3aTb 60/bLLIOE KOMMYECTBO TOHKOCTEN.
CtpykTypy JSON pasbepem oTaenbHO.

Sync ts: Bpewmsa cnepytowen Ecnun Hy>XHO NPUHYANTENbHO 3anyCTUTb
CUHXpPOHM3auun ¢ LDAP- CUHXPOHW3aLMIO, MOXHO YCTaHOBUTb CerogHs v
KaTasniorom Cellyac — COXpaHUTb — nepesanycTuTb cepsuc AD

Loader'a. CuHXxpOHM3auma HayHeTcs.[Togo6bHyo
npoLenypy Ha NPoayKTUBHbIX MHCTaNNSALNSAX
peKkoOMEHOYETCS BbIMOMHATb B OKHO OB6CYXVBaHUS, Tak
Kak B MOMeHT rnepe3sanycka AD Loader'a nepecTaHeT
paboTaTb aBTOPU3aLMS.

Hwuxe Bbl HanpeTe onncaHne CTPYKTYpbl dalina KoHGUrypaLumm, KoTopoe 3agaeTcs B none options.

CtpykTypa dainia KoHPUrypaunm

BHumaHmne

OnucaHne Huxe cooTBeTcTBYET Bepcumn [MouTtbl 1.24. B penunse 25.2 cTpykTypa 3HaUnNTENbHO N3MEHUNACh.

KoHourypauus 3agaetca B JSON (JavaScript Object Notation). B ocHoBe koHduUrypaumoHHoro daina — aBa
KPYMHbIX noruyeckunx 6noka syncer v ad_client. B 6noke syncer 3agaloTcsi napaMeTpbl CUHXPOHU3ALLMN
LaHHbIX, B 6510ke ad_client — napameTpbl nogktoyeHns K katanory.

{

"syncer" : {
"id" o 1,
"sync_interval" : "1h",
"common" : {},
"users" : {},
"mailing" : {},
"contacts" : {},
"shared" : {}

b
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"ad_client" : {
"username" : "",
"password"” "
"base_dn" : [],

"address" : ,
"page_size" : 100,
"use_tls" : false,
"tls_cert" : "",
"skip_insecure" : false,

"auth_timeout": ,

"fetch_timeout": ,

"connect_timeout": ,

"max_conn_per_server": ,

"max_rps": "",
"initial_backoff_interval": "",

"max_backoff_interval": ,
"authRestrictions" :{}

}

Mone Twvn OnuncaHune

username string JlornH nonb3oBaTens, Nog KOTOPbIM NPOVNCXOANT
NOAK/IoYEHMEe K CNny>6e KaTanoros

password string Maposnb Nonb3oBaTens, NoL4 KOTOPbIM NPOUCXOANT
NOAKJIIIOYEHE K CNy>XX6e KaTanoros

base_dn array Cnmncok KaTanoros, KOTOPble HEOBXOAMO
CUHXPOHN3NPOBaTb. 9TO — MacCuB, MO3TOMY MOXHO
nepeyYrcnnTb HECKOSbKO KaTaloroB, a He TOSIbKO OOVIH, Kak
B BEO-UHTepderice NepBUYHON HAaCTPOKN.

address string ApLpec cepBepa cnyx6bl KaTaaoros

page_size number KonnyecTBo 06beKTOB Ha OAVH 3anpoc K CNny>6e KaTanoros

use_tls boolean Vicnonb3oBaTb TLS npuv NnogknoyYeHnn K cepBepy CryX6bl
KaTanoros

tls_cert string CepTtudukat, yogocToBepsowmin ceptudumkat cepsepa
CNy>X6bl KaTanoros (MM cepTudurkat cepaepa, Um
KOPHEBO)

skip_insecure boolean He npoBepsTb cepTudurkaT Cnyx6bl KaTanoros.

auth_timeout string TanmayT Ha aBTOpU3aumo AD
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Mone Tun OnucaHue

fetch_timeout string TaimayT Ha nonyyeHmne gaHHbIx AD

connect_timeout string TanmayT Ha nogksoveHne Kk AD

max_conn_per_server string MakcumasnbHOe KoNM4eCcTBO NogkatodeHunn Kk AD
max_rps string MakcunmasnbHoe KonmyecTBo 3anpocoB K AD B cekyHay
initial_backoff_interval string HavanbHbill IHTEPBaA 4N Nponycka nTepawum

CUHXPOHM3aLun ¢ AD

max_backoff_interval string MakcurmasbHbI NHTEPBAN 48 NPONyckKa utepawmm
CUHXPOHM3aumn ¢ AD

authRestricitons object OrpaHunyeHne SSO-aBTOpPU3aLL

/' TMNpumeuanne

B none tls_cert moxHo nponucatb Baw CA. Ecnu Takoli HEOBXoAMMOCTU HeT, BbicTaBuTe skip_insecure B true .
B aTtom cnyyae, kakum 661 CA He 6bin nognncaH Baw cepTtudukat, AD Loader nogxnioumTcs.

BHumaHune
AD Loader He ymeeT paboTaTb C peanpekTamu, TO eCTb eCnn Yy Bac pacnpeneneHHblin 1ec, Bbl CTOMKHETECH C
npo6nemoin.AD Loader ymeeT nogxniodaTbcs K KOHKpeTHou Active Directory, n koHkpeTHas Active Directory

OOMKHa oTBeYaTb. ba3oBbix KaTaIoroB NPY 3TOM MOXET 6blTb HECKOJIbKO. BO3MOXHOE 06Xx0aHOE peLleHne —
1Cnosb3oBaTb read-only KOHTpoNNep goMeHa kak Hekuia AD Proxy.

authRestricitons

Bnok ad_client moxeT Bk/toyaTb 6510k authRestricitons, oTBevatoLwmin 3a orpaHuyeHne SSO-aBTopU3aLLUNA.

OrpaHVNeva ﬂ,eVICTBy}OT, TOJIbKO €CJ1M BbIMNMOJIHEHDbI AiBa YCJIOBUA:

1. B BE6G-VHTEpdece yCTaHOBLUVIKa Ha Bknagke HacTponkn — VIHTerpaunn — ViHTerpauwns ¢ Kerberos (SSO-
aBTOpM3aLUMs) B KayecTBe CMCTEMbI aBTOpPM3aLMKM MO YMOJIYaHWIO BbibpaHa BcTpoeHHas.
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HacTpoiikun

Cetn [omMeHHble MeHa Xpanunuwa Wapavposakue 1 pennukauvsa b, HacTpoiikn KOMNOHEHTOB WHrerpaunn

Wnrerpauus ¢ VK Teams Hactpoutb nHterpauuio ¢ Kerberos
Botbl ans VK Teams
[ly6nupoBaHue AelicTBui NoNb3oBaTeneil BO BHELWHIE Vv REALM & Keycloak: ALDPRO1.ON-PREMISE.RU
XpaHunwa
WHTerpauus ¢ aHTMBUpPYcoM no npotokony ICAP Client ID B Keycloak: api
Wrrerpaums c Kerberos (SSO-asTopusauus)

paty (¢ (PIEID) Client SecretsKeycloak: e
WHrerpauus ¢ WOPI-pepaktopomM

CicTeMa aBTOpI3aLMM NO YMONHaHWIO: BcrpoeHHast

Nnuensus pepaktopa P7-Oduc

2. B Be6-uHTepdElice yCTaHOBLLMKa Ha Bklagke HacTpolikn — HacTpoliky KOMNOHEHTOB — ABTOPU3aLMs
aKkTMBMpPOBaH dnar BknounTb cucremy orpaHnyeHus SSO-asropusauuu no IP/rpynne B LDAP.

@ AdminPanel Hacrtpoiiku O6cnyxwusarne ®~

HacTpounku

Cetn [JoMeHHble nMeHa XpaHnnmwa LapavpoBaHue n pennukauuns B, HacTpoliikn KoMnoHeHToB VHTerpaummn MepemeHHble okpyXeHuns HacTpoiika pecypcos

AppecHas kHUra .
HacTpoliku asTopursauum no naponio Yepes BHeLwHne NpoTokonsl (@

HcTpymeHTbl paspaboTki IMAP

SMTP
@ WebDav

OrpaHuyeHne gocTtyna k CalDav
fomMeHam @ CardDav

MaHenb

Hactpolikn noyTbl

®nar goskKeH 6bITb BK/IIOYEH

BkioumnTb cuctemy orpaHundeHns SSO-asTopusauun no IP/rpynne 8 LDAP
aAMVHUCTPUPOBaHNS

CTpykTypa 6n0ka authRestrictions:

"authRestrictions": {

"web": { // lpunoxeHuve ans orpaHudeHus: web (noyTta B 6paysepe), imap (MopkIioyeHue
no npotokony IMAP), smtp (nogkswyeHve no npoTokonay SMTP). OTcyTcTBue 6fioKa, O3Ha4aeT
OTCYTCTBME OrpaHuveHuMn Ha web aBTopusauwmw

"allowByDefault": false, // loBegeHWe Mo yMmon4yaHuo paspeweHo. T.e. npwu
3HayeHun true BcCeM MoNb30BaTENsM, MOAXOASWMM MOA MEPEYUCIIEHHbIE HUXE MONUTWUKK, aBTopulauus
3anpeueHa, ocTalibHbiM paspeweHa. [lpu false cooTBeTCTBEHHO BCEM MOJIb30BaTENIAM aBTOpU3aUUs
3anpeleHa, a MNoAXonaswWMM Moj KpuUTepuu paspeweHa. [lanee npu onucaHuu MOMUTUK 6yLeM cuYMTaTb, 4YTO
30ecb 3HayeHue no-ymonyaHuw, T.e. false

"policies": [

{ // PaspewnTb aBTOpM3aLM0 NOSIb30BATENsIM U3 MEepPEeYUCIIEHHbIX Fpynn ¢
yKasaHHbIX 1ip
"nets": ["192.168.1.1","172.168.1.0/24","172.20.70.196/31"],
"groups": ["CN=adgrouptest,OU=exch,DC=ad,DC=on-
premise,DC=ru", "CN=adgrouptest2,0U=exch,DC=ad, DC=on-
premise,DC=ru", "CN=adgrouptest3, OU=exch, DC=ad, DC=on-premise, DC=ru"]
H
{ // PaspeunTb aBTOpM3auui BCeM MNofb3oBaTensam (N6bix Fpynn) npu
nogkntwdeHmn ¢ IP 192.168.2
"nets": ["192.168.2"]
e
{ // PaspeuwuTb aBTOpu3auuw c nwbbx IP nonb3oBaTensaM M3 Fpynnsl
"CN=adgrouptest4, 0U=exch,DC=ad, DC=on-premise, DC=ru"
"groups": ["CN=adgrouptest4,OU=exch, DC=ad,DC=on-premise,DC=ru"]

}I

"imap": {...}, // Bnok, aHanoru4Hbin web, Ho gna IMAP knueHToB. OTCcyTcTBMe 6r0Ka
O03HayaeT OTCYTCTBME OrpaHW4YeHW’ Ha imap aBTopu3auuio
"smtp": {...} // Bnok, aHanoru4Hbin web, Ho gna SMTP knueHToB. OTCyTCcTBMe 6/0Ka
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O3Ha4yaeT OTCYTCTBME OrpaHUYeHW Ha smtp aBTOpU3aLMUIO

}

Bnok syncer
Mone Tun
id number

sync_interval

common

users

mailing

contacts

shared

string

object

object

object

object

object

OnuncaHmne

id JOMeHa, BbICTaBNAETCA aBTOMAaTYECK NpY co3gaHnin
NOAKJIIOYEHMS 13 OCHOBHOIO MHTepdelica NaHenn agMHCTpaTopa

VIHTepBan CUHXpoHM3auun. 3HayeHrne no ymonyaHuio — 1h, To ectb
OfWH Yac.

O6Lwye HaCTPONKK O/19 BCEX 3a4a4 CUHXPOHN3aLLUN

HacTpolku CMHXPOHM3aLMK MoNb3oBaTenemn

HacTpoiku CUHXPOHM3aLMn rpynn Paccbisiok

HaCTpOI‘/‘IKI/I CUHXPOHM3aLU N KOHTaKTOB

HacCTpOoliKn CUHXPOHN3aLMN OBLLMX ALLKOB

sync_interval — oyeHb BaxHbIl NapameTp. Ha cerogHswHmin geHb AD Loader'sl He yMetoT foroBapumBaTtbcs

MeXay CO60I O TOM, Kakol 13 HUX BYAET CUHXPOHU3NPOBATb, KPOME Kak B MOMEHT 3anycka. Ecnu y Bac 6yneT

OOCTaTOYHO ManeHbkui sync_interval, To Heckonbko AD Loader'oB 3anycTaTcs OGHOBPEMEHHO 1 CO34aayT

Harpysky, KOTopasi MOXET NPUBECTY K AerpagaLlunm naHenu agMHucTpaTopa. lNoatomMy nHTepBsarn nydlle cpasy

3agaTb NoboJiblue. 3aTem nocrne I'IepBOI7I 1 CaMoW JoNnron CUHXPOHW3aU i Bbl yxe 6yp,eTe 3HaTb, CKOJ1bKO

BpeMeHn cncreme Heo6xoaMMo Ha CVHXPOHM3aUnto, N CMOXeTE YMEHbLLUNTb 3TOT MHTEPBAaJ.

common — o6Line HaCTPOoNKU AJ1a BCex 3agau

CUHXPOHMN3aUNN

Jlornyeckun 610k common nosisusncs B Bepcun 1.24. B aTom 6110ke cobpaHbl BCe HaCTPOWKK 4719 BCeX 3agay

CUHXPOHM3auumu, B TOM Hncne obume HaCTpOI7IKI/I MannuHra nosen.

MannuHr — aTo conocTaBneHne gaHHbix mexay MNMouyton n LDAP-kaTtanorom. Paséepém Ha npumepe

MPUBbIYHOTO, K4EeN0BEYECKOroy» MeHu nonb3osaTens. B MNouTe npepycmoTpeHo norne first_name. B LDAP aT10

NMSA MOXET HaxognTbCA B Pa3HbIX MOAAX B 3aBUCMOCTN OT KOHq)VII'ypaLI,VIVI. YT1O6bI faHHbIE nepepasanancb

npaBWSIbHO, Mbl HaCTParBaeM ManmuHr: yka3sbiBaeM, 4To noje first_name B Hallen cucteme JomKHO

CtpaHnua 11 n3 43



3anofHATbCS 3HavyeHnem 13 onpepenéHHoro nons B LDAP. Mo ymonyaHmio BC& HacTpoeHo Ha Microsoft Active
Directory, n B none first_name B Haluell cucteme 6yaeT B3STO 3HaYeHne 13 nons givenName.

/" TpumeyaHne

Ecnwu Bbl ucnonbsyete He Microsoft Active Directory, a ALD Pro, FreelPA nnn kakoin-to gpyron LDAP-kaTanor,
ManmnuHr nonen noTpebyeTca oTpenakTUpoBaTb, 4To6bl AD Loader 3Han, oTkyaa 6paTb KaXablii U3 NapaMeTPOB.

MannuHr nonen 3agaeTcs B norudyeckom 6roke attr_map. CtpykTypa attr_map cnegytolas: cneea nosne n3
Moutbl VK WorkSpace, cnpasa none ns LDAP-kaTanora. Haéop nonen Noutbl VK WorkSpace 3adunkcrpoBaH,
Henb3s 406aBUTb HOBOE MOJE B JIEBYIO YaCTb. HekoTopble nond, Hanpumep, middle_name (0T4eCTBO), MOXHO
He CYHXPOHM3MPOBaTb.

Mpumep 3anonHeHns gna Microsoft Active Directory

“common": {
"attr_map": {

"account_state": "userAccountControl",
"address": "streetAddress”,
"avatar": "thumbnailPhoto",
"boss": "manager",

“comment" : "description”,
“company" : "company",
"department”: "department”,
"display_name": "displayName",

“dn": "distinguishedName",
"fax_number" : "facsimileTelephoneNumber",
“first_name": "givenName",
"fullAccMembers" : "msExchMailboxSecurityDescriptor”,
"gssapi_mail": undefined,
"gssapi_proxy_addresses": undefined,
"gssapi_unique_name" : undefined,
"home_number" : "homePhone",
"initials": "initials",

"last_name" : "sn",

"mail": "mail",

"member" : "member",

"member_of" : "memberOf",
"middle_name" : "

"mobile_number": "mobile",

"office": "physicalDeliveryOfficeName",
"position": "title",
"proxy_addresses”: "proxyAddresses”,
"pwd_last_set": "pwdLastSet",
"sendAsMembers" : "nTSecurityDescriptor",
"sid": "objectSid",
"unique_name" : "userPrincipalName",
"work_number" : "telephoneNumber"

}

[Onsa ynob6cTBa pa3obbeM Nosis Ha YCOBHbIE FPYbl.
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«[lpocTbie» nonsa

Mone

address

avatar

comment

company

department

display_name

fax_number

first_name

home_number

initials

last_name

middle_name

mobile_number

office

ATpun6éyT us Microsoft Active
Directory

streetAddress

thumbnailPhoto

description

company

department

displayName

facsimileTelephoneNumber

givenName

homePhone

initials

sn

mobile

physicalDeliveryOfficeName

OnucaHmne

Appec koHTakTa (dusunveckunin, He MAC)

®oTo nonb3oBaTens B KOANPOBKe basebd

KomMmeHTapuin K KOHTaKTy

HasBaHune opraHm3auunn

HasBaHune nogpasnenenuns B opraHmsaumnn,
roe paboTaeT KOHTaKT

OTo6paxaemoe nvs ob6bekTa — paboTaeT
0151 BCeX B/TIOKOB, KPpOMeE USers
(mnonb3oBaTenu) n contacts (KOHTaKTbI).

[nsa HUX oToBpaxkaemoe nvis
nonb3oBaTens CO6epETCs U3 OPYrnx
aTpnbyTOoB

Homep dakca

«YenoBeyeckoe» Mg Nosib3oBaTens

JomalHnm TenedoHHbIN HoMEpP

NHnumanol nonb3oBaTesns

damunnma nonb3oBaTens

OT4YecTBO NOMb30BaTESNS, MO YMOMYAHNIO
HE CUHXPOHM3NPYEM

Mo6nbHbIN TENEPOHHbBIN HOMEP

HasBaHune odpunca opraHnsauun, roe
paboTaeT KOHTaKT
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Mone ATpun6éyT us Microsoft Active OnucaHne
Directory

position title JonmkHOCTb

Monga mail n proxy_addresses

BHUMaHune

Ons Moutbl VK WorkSpace email nonb3oBaTtens aBnsieTcst ero OCHOBHbIM NAEHTUPUKATOPOM.

Mone ATpunéyT uns OnucaHue
Microsoft Active
Directory
mail mail email nonb3oBatensa. ®opmat B Active Directory:

"user@domain.ru”.

CTpOKOBoe none, 1.e. He MOXeT CoAepP>XaTb
HECKOJIbKO 3HaYEHWI

proxy_addresses proxyAddresses Cnurcok anbTepHaTVBHbIX MOYTOBbIX a4PECOB
(annacos).

O6wuin dopmaT: ["smtp:alisa@domain.ru"],raoe|]
O3HaYaeT, YTO 3annceinl MOXeET 6blTb HECKOJbKO.

Mpedukc 3arnaBHbIMY ByKBaMu
"SMTP:main@domain.ru" O3Ha4YaeT, YTO STOT ajpec
ByOeT CUMTaTbCS MaBHbIM, €CNU HE yKa3aH Apyrov B

none mail.

[Monga mail n proxy_addresses yHuduLmpoBaHbl. B none mail oxungaem npocto email, a B none proxy_addresses
— Habop Buga ["smtp:alisa@domain.ru", "smtp:alisal@domain.ru"].CTpoKa B none proxy_addresses Toxe
JONyCTVMa, eCnny Hee ecTb npedukc smtp.

B kauecTBe ocHOBHOro email B nproputeTe Npobyem 3abpaTb 3Ha4YeHe 13 nong mail. Ecnn B none mail H1yero
He HaLLMW, UK NO KaKUM-TO NPUYNHAM HalAeHHOE 3HaYeHe He NoAXoauT, TO B KayecTBe OCHOBHOro email
3abepem email c npedukcom SMTP (MmeHHO 3arnaBHbIMU 6yKBamMK) 13 NMons proxy_addresses.

Tak caenaHo, NOTOMY YTO KaxXabll AOMEH AN CUHXPOHM3aLLMN UCNONb3yeT cBou dann KoHpurypauun. Mpn
KPOCCOOMEHHbIX annacax MOXET BO3HUKHYTb CUTYaLMS, KOrga B ABYX JOMEHaxX 6yAeT co34aH OOUH U TOT Xe
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nosnb3osaTesb. YTO6bI 3TOrO HE NPOUCXOLUITO, Mbl CO3[4aEM TOJIbKO TOrO MOJIb30BaTeNs, Y KOTOPOro yKasaH
npedukc SMTP 6onbunmn 6ykBamu (CTaHgapT Microsoft Exchange).

ABTOpur3auuns, 6e30nacHOCTb, CUHXPOHM3aLUWNS FPYM PacCbiNIOK N
OO6LLNX ALLNKOB

Mone ATpn6yT ns Microsoft Active OnuncaHue
Directory

account_state userAccountControl Mo aToMYy Moso onpegensem cTaTyc
Nonb3oBaTenNs, He 3abNOKNPOBaH
OH. MNpumeHsaeTca TonbKo Ans 6aoka
users. [NogaepxrBaeTcs TObKO
dopwmar Active Directory (https://
learn.microsoft.com/en-us/
troubleshoot/windows-server/active-
directory/useraccountcontrol-
manipulate-account-
properties#useraccountcontrol-
values. B nnaHax nogaepxka gpyrmnx
LDAP-kaTanoros

boss manager DN pykosogutens

dn distinguishedName YHWKanbHbIV KoY 3anucu. He Bugyv B
naHenn agMuHucTpaTopa. Heoéxogum
4151 YCTaHOBKW CBSA3el Mexay
O6beKTaMu, HanpuMep Mexay
rpynnown 1 eé yyaCcTHuKamu/

fullAccMembers msExchMailboxSecurityDescriptor [None orpaHnyeHns gocTyna K
obuemy awmky B Microsoft Active
Directory. 13 aToro nonsa 6epércs
CMNNCOK NoJfib3oBaTenein obLero
AWKMKa C posbio “Bnageney,”.

member member Cnm1cok y4aCTHKOB Fpynmbi

member_of memberOf Cnmncok rpynn, B KOTOPbIX COCTOUT
06bekT

sendAsMembers nTSecurityDescriptor [Mone orpaHnyeHns gocTyna K
obuwemy aumky B8 MS AD. 13 atoro
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Mone ATpun6yT n3 Microsoft Active OnuncaHune
Directory

nonsd 6epéTc;| CNWCOK NoJib3oBaTenemn
0OBLLEro sumka PObIO KYHaCTHUNK».

pwd_last_set pwdLastSet [ata nocnegHern cMmeHbl napons
nonb3oBatens. Bce ceccum ctaplie
3TOI AaTbl cbpacbiBaeM. [MonbiTka
cbpoca ByneT coenaHa, naxe ecnm
Ceccumn CTapLue ykasaHHOM AaTbl He
HaLLIOCh. DTO OTK/oYaemMast GyHKLUMS,
CeCcCum MOXHO 1 He cbpacbiBaTb.
BkniovaeTca yek-6okcom "CopacbiBaTb
ceccuu nosnb3oBaTenein” B HAaCTPOMKax
nogkodeHns K AD B naHenu
agMuHMCTpPaTopa

sid objectSid YHVKanbHbIN MgeHTUdNKaTOP O6bEeEKTa
B LDAP. Heo6xoaonm gns yCTaHOBKM
CBS31 MeXAy OB6LMM ALLKOM 1
06bEKTOM, KOTOPOMY Ha3HaYeHbl
npa.a.

unique_name userPrincipalName JlorvH nonbsoBatensa B AD (Hy>eH ansg
aBTOpU3aLLN)

unique_name - nosie, B KOTOPOM NEXUT NorviH. K 3Ha4yeHMIo N3 3Toro noss fotasnsiemM napoJib, KOTOPbIN
nepepaeT Nosib3oBaTesb, N NpoBepsieM BanuaHocTb. Ecnu AD Loader nonyynT nycTton unique_name,
NnoJib3oBaTesb HE BYOET CUHXPOHN3NPOBaH. OTO CAENaHO crneLmanbHO, YTO6bl N36exaTb CUTYaLNN:
«NoJib30BaTeENb CO3[aNCs, HO HE MOXET aBTOpu3oBaTbCs». Ecnm ncnonbdyetcsa He Microsoft Active Directory, a
apyroin LDAP-kaTanor, HaCTPOWKM MannuHra gfis 3Toro nons Hy>XHo 6yaeT NMOMEHSTb.

dn, member v member_of Hy>XHbl, YTO6bl HaNTK B3aMOCBSA3U Mexay o6bekTamu B LDAP. Hanpumep, 6biBatoT
nonb3oBaTeNn, KOTOPbIE BKIIOYEHbI B O6LLME SALLIKN, KOTOPbIE B CBOIO Ovepeb BKIIIOYEHbI B FPYMNMY PacCbIIKU.
BaxxHO He NoTepaTb 3T CBA3W NPY CUHXPOHN3ALNN.

Kak ycTpoeHa pa6oTa ¢ rpynnamu paccbifioK?

,D,O pennsa 1.24 ncnonb3oBasncs Cﬂe,D,yIOLU,I/II7I noaxof; CHavasna HallTu NoJib3oBaTesNs, 3aTeM onpenennTb rpynnbl
PaCCblIKN, B KOTOPbIE OH BXOOWT MO NoJIto member_of.

HaunHasa ¢ penunsa 1.24, nossBnnacb BO3MOXHOCTb AENCTBOBaTb HAO6OPOT: CHavasnna HalTX rPynmny PacCbiIKy,
3aTem No noJsito member o6bekTa rpynnbl PaCcCbIIKX NOAYYNTb CANCOK BCEX MOMb30BaTENEN.

Mo ymMonyaHuio 3TOT CNOCO6 OTK/IOYEH, UCMOMb30BaTb Er0 PEKOMEHAYETCS akKypaTHO. PerynpyeTcs Yyepes
syncByMember: true B nornyeckom 611oke malings, oTBeYaloLLEM 33 CUHXPOHM3ALLMIO FPYMM PacChINOoK.
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/" MpumeuyaHue

CUHXPOHU3MPYIOTCS TONIbKO CTaTYeckue rpynbl Pacchifok. JuHamuyeckiie rpynbl pacchiiok,
NpeAcTaBsioLLIe COBOI HEKUI 3aMPOC K KaTanory, He CUHXPOHMN3NPYIOTCS.

Kak ycTpoeHa pa6oTa ¢ o6Lwumu aumkammn?

[na o6Lwmx ALWVKOB He NpenyCMOTPEHA CUHXPOHM3aUua No CNUCKy nonb3oBatenen: AD Loader He moxeT
NPOCMOTPETD, K KaKUM OBLLINM fLLKaM €CTb JOCTYM Y KaXXAO0ro nosib3oBaTens, i aBTOMaTYECK/ NepeHecTu

STOT JOCTY.

PaboTaeT cnepyowmin MexaH3M: HanTV OBLLUVIA ALK U MAEHTNONLMPOBATb BCEX €ro nonb3osaTenei. Y
OBLLEro ALLKa eCTb aTPUBYThl, B KOTOPbIX MPOMNMCaHO, KTO 13 NOb30BaTeNEN N C KaKUMIW NpaBaMu UMeeT

LOCTYI K ALLMKY.

B Microsoft Active Directory, ato atpnbyTbl msExchMailboxSecurityDescriptor 1 nTSecurityDescriptor.

COOTBETCTBEHHO, MaMMUHT BbIMMSANUT Tak:

"fullAccMembers": "msExchMailboxSecurityDescriptor"”, //cnucok nonb3oBaTefien obwero suwuMka c
ponbl “Bnageney”

"sendAsMembers"”: "nTSecurityDescriptor"”, // cnucok nofib3oBaTenen ob6wero swmMka C pPosbio
“yyacTHuK"

/" TNpumeyaHne

B Noute VK WorkSpace HeT BO3MOXHOCTV 3a610KNPOBaTb O6LLNIA AWK, Ecam 06w Swmk HangeH no unstpy,
TO OH ByfeT NnepeHeceH, HeCMOTpPS Ha CTaTycC.

Kerberos aBTopunsauus

OTaenbHO paccMOTpUM rpynny nonen c npedrkcom gssapi. T noss ncnonbayloTcs B cnyyae Kerberos-

aBTOPM3aLUN.
Mone OnucaHune KommeHTapwuii
gssapi_mail Ananor mail gns gssapi Vicnonb3yeTcs TONMbKO B TOM Criy4ae,

gssapi_proxy addresses

3anpocos. 1o
YMONYaHMIO 3HaYEHEe
He He 3aaHo 1 PaBHO
mail.

Ananor
proxy_addresses ons
gssapi 3anpocos. Mo
YMOMYaHWIO He 3aaHo 1

paBHO proxy addresses.

€CN No KakM-TO npudrHam email npw
CUHXPOHM3aLM (1 NapOsbHOM
aBTOpU3aummn) n kerberos (gssapi)
aBTOPU3aLMN OTNINYAIOTCS

Vicnonb3ayeTcs TONbKO B TOM Clly4ae,
€CNn No KakM-TO NPWYMHaM CMINCKN
LOMOSHNTESNbHbIX MOYTOBbLIX aAPECOB NP
CUHXPOHN3aLMKn (1 NapOsbHOM
aBTOpU3aummn) n kerberos (gssapi)
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Mone OnucaHve

gssapi_unique_name AHanor unique_name

01151 gssapi 3anpocCoB.

Mo ymonyaHuto He
3a0aHo N paBHO
unique_name.

KommeHTapwuii

aBTOpPM3aUun OTJINYAKOTCA.

Hanpumep, Korga npui CUHXPOHU3aLLUN
LOMONHUTENbHbIE MOYTOBbIE agpeca
YYUTbIBaTb HE HY>XHO (proxy_addresses=
gssapi_proxy_addresses=
proxyAddresses )

VicnonbayeTcs TONbKO B TOM Clly4ae,
€Cn NO KakM-TO NPUYUHAM JTIOMUHbI
(noeHTNPrKaTOPbI NONb30OBaTENEN) NP
naponbHom 1 kerberos (gssapi)
aBTOPM3aLMM OT/INYAIOTCS

Bnok cMHXpoHM3auum nonb3oBaTtenen (users)

BHUMaHune

B kaxgom ns 6n1okoB — users, contacts, mailing 1 shared — ecTb cBol CO6CTBEHHbIN attr_map, obnagatoLmnn

60J1ee BbICOKNM NnPUopUTETOM MO CPaBHeEHWIO C attr_map 6noka common. Harlpl/lmep, eCcqin ANng KOHTakKToB M4

OOKHO 13BNeKaTbCs U3 OLHOro Nons, a 4na nonb3osaTenen — n3 Opyroro, atn HaCTpOIZKI/I cnefyeT ykasaTb B

attr_map 610koB contacts 1 users, COOTBETCTBEHHO.

Mpumep 3anonHeHuns gna Microsoft Active Directory

"users": {
"enable": true,
"remove" : true,
"filter":
"logout_users": false,
"block_removed" : true,
"remove_blocked" : false,
"create_blocked": true,
"aliasSync": false,
"aliasRemove" : false,
"aliasAsUserRemove": false,
"time_type": "AD",
"loginFilter": "
"gssapiFilter": "y

"attr_map": {

"&(objectclass=user)(objectCategory=person)",

"account_state": "userAccountControl”,
"avatar": "thumbnailPhoto",
"boss": "manager",

“comment": "description”,
"company" : "company",
"department": "department",

“dn": "distinguishedName",

"fax_number" :

"facsimileTelephoneNumber",
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Mone

enable

remove

filter

logout_users

block_removed

remove_blocked

KommeHTapuii

Mo YMON4YaHMIO NCNOJIb3yeTCA

"&(objectclass=user)
(objectCategory=person)"

[ns 610KNPOBKN 1 3HaYEeHNE B
none remove goJ/IXeH 6biTb
BbICTaBJIEHO B true

“first_name": "givenName",
"gssapi_mail": undefined,
"gssapi_proxy_addresses": undefined,
"gssapi_unique_name" : undefined,
"home_number" : "homePhone",
"initials": "initials",
"last_name" : "sn",
"mail": "mail",
"member_of": "memberOf",
"middle_name" : "
"mobile_number" : "mobile",
"office": "physicalDeliveryOfficeName",
"position": "title",
"proxy_addresses"”: "proxyAddresses”,
"pwd_last_set": "pwdLastSet",
"sid": "objectSid",
“unique_name" : "userPrincipalName",
"work_number" : "telephoneNumber"
Tun OnuncaHue
boolean BknounTtb
CUHXPOHM3aU o
noJsib3oBaTtenen
boolean YpanaTb
noJsib3oBaTtenen,
oTcyTcTBylowmx B AD
string AD ownbTp ang
NMonckKa
noJsib3oBartenen
boolean Cé6pacbiBaTb ceccuio
nosnb3oBaTesidM npun
M3MEHEeHNN Napons B
AD
boolean BrnoknposaTb He
HangeHHbix B AD
nosibaoBartesnen
BMECTO yaasieHuns
boolean YpanaTb
366J'IOKI/IpOBaHHbIX
noJsib3oBatenen
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Mone

create blocked

aliasSync

aliasRemove

aliasAsUserRemove

time_type

loginFilter

Tun

boolean

boolean

boolean

boolean

string

string

OnucaHune

CospaBaTb B nNaHenu

agMUHUCTpaTopa
rnonb3oBaTenen,

3a6/10KNPOBaHHbIX B

AD, n cpasy
6/10KNPOBaTb VX B
naHenm
agMUHUCTPaTopa

BkntounTtb
CUHXPOHM3aL Mo
annacos

YpanaTb anvachl
rnonb3oBaTenen,

oTcyTcTBylowux B AD

YoanaTtb annachl
nonb3oBaTenem,
CO3aHHble Kak
oTaenbHble
noJib3oBaTenu

®opmat BpeMeHN B
LDAP knuneHTa

AD ¢ounbtp gns
noncka
nonb3oBaTtenen npu
NMapoObHOW
aBTopuzaumn. lNMo
YMOSHYaHWIO NYCT
paseH filter.

KommeHTapuii

bonee nogpo6Hoe onncaHmne Nog
Tabnuuen

- "AD" — dopmaT BpemeHu,
ncnonbsyembii B ActiveDirectory.
- "FreelPA" — dopmaT BpemeHu,
ncnonblyembi Bo freelPA.

Jllo6oe gpyroe 3HayeHne He 6yaeT
pacno3HaHo 1 ceccum
nosnb3oBaTeneil He 6yayT
CHpPOLLEHDI.

Hy>eH TofbKO B TOM Cliyyae, ecnu
MO KaKVM-TO Npu4nHam GubTp
aBTOpPM3aLMKn Mo rnaposio
oTnn4aeTcs ot dusbTpPa
CUHXPOHN3aL Nofb3oBaTenei.

Hanpunmep, korga Hy>XHO
CUHXPOHN3NPOBAaTb BCEX
nosb3oBaTenei, a paspeLlnTb
aBTOPU30BbIBATbCHA TONIbKO TEM,
KTO HE B OTMNYyCKe.
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Mone Tvin OnuncaHune KommeHTapuii
dunbTp He Noaaep>XXMBaeT
nopctaHoBKU ("%[1]s")
gssapiFilter string AD dunbtp gns Hy>keH ToNbko B TOM Cny4ae, ecnu
noncka Mo KaKVM-TO NMpUYnHam GunbTp
nosnb3oBaTenen npu aBTOpwu3auumn no kerberos
kerberos (gssapi) oTnn4yaeTcs oT GpunbTPa
aBTopu3aymn.lflo CUHXPOHN3aLUK NOSb30BaTENEIN.
YMOJIHaHWIO MYCT ” Hanpumep, korga noYToBbIX
paBeH filter. LOMEHOB MHOrO, a kerberos (AD)
JOMeEH OBLLMA.
dunbTp He Noaaep>XMBaeT
noctaHoBku ("%[1]s")
attr_ map object Mone pgns Ha6op nap Bnga "none B naHenu
KacToMu3aumn agMuHUCTpaTopa” : "none B AD"

oTo6paxeHus AD
nosnb3oBaTenein B
nonb3oBaTenu naHenu
agMUHMUCTpaTopa.

MexaHV3M CUHXPOHM3aLUMn anracoB N3MEHWSICS, HadnHas ¢ Bepcun 1.24. HesaBnCMO OT TOro,
CUHXPOHU3VIPYETE Bbl aNMachl U HET, OHY 60JIbLUE HE CO3[aI0TCH KakK OBblYHbIE MOSIb30OBaTENN.

Anuacsl, KOTopble paHee 6bln co3faHbl Kak Nofib3oBaTenu, perynnpytotca nonem aliasAsUserRemove:

« "aliasAsUserRemove": true — Takme Nosb3oBaTenu 6yayT yganeHbl.

« "aliasAsUserRemove": false — NMonb3oBaTeN O6HOBAATHCH HE ByayT, a B nore AD Loader'a nosiButcs

ownbKa BUga we are not syncing aliases.

attr_map no coctaBy aHanornyeH attr map 6noka common. HanoMuHaem, YTo NHOMBULYaNbHbI ManmnuHr B

KOHKPETHOM 610Ke NpuopuTeTHee o6LL,ero B common.

Mone ATpubyT n3 Microsoft OnucaHune

Active Directory

account_state userAccountControl Mo aTOoMYy Nosno onpegensem cTaTyc
Nosb3oBaTenNs, He 3abNOKNPOBaH
OH. [logaepxxrBaeTcst TONbKO
dopmart Active Directory (https://
learn.microsoft.com/en-us/
troubleshoot/windows-server/

active-directory/
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(https://learn.microsoft.com/en-us/troubleshoot/windows-server/active-directory/useraccountcontrol-manipulate-account-properties#useraccountcontrol-values)
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Mone

address

avatar

boss

comment

company

department

dn

ATpn6yT n3 Microsoft
Active Directory

streetAddress

thumbnailPhoto

manager

description

company

department

distinguishedName

OnucaHune

useraccountcontrol-manipulate-
account-
properties#useraccountcontrol-
values.

Appec KoHTakTa (dunsnyecknin, He
MAC)

®oTo nonb3oBaTeNs B KOOAVPOBKE
baseb4

DN pykosogutens

KomMeHTapuin K KOHTaKTy

Ha3BaHue opraHnsauun, rge
paboTaeT nonb3oBaTenb.
CUVHXPOHM3NpYeM TOMbKO ecnu
BbIMNOSHAIOTCS O6a YCNoBUS:

- BblkloueHa CUHXPOHU3aLUMs
KOHTaKTOB — B 6/10Ke contacts
enable BbicTaBneHo B false

- B puryax BkoveHa obLas
agpecHas KHura

Mo ymonuyaHumio dunva BKIIOYEHE,
€C/IN YTO-TO NONAET HET TaK — CM.
pasgen TpabrwyTuHr

HasBaHune opraHusauum, roe
paboTaeT Nonb3oBaTeNb.
CVIHXPOHM3NPYEM TOMbKO ecnu
BbIMOSIHAOTCSA 06a YCNOBUS:

- BbikntoyeHa CUHXPOHM3aLMS
KOHTaKTOB — B 6110Ke contacts
enable BbicTaBneHo B false

- B dnyax BkntoveHa obLuas
agpecHast KHura

Mo ymonuyaHuio duya BKIIIOHEH,
€C/IN YTO-TO NMONZET HET TaK — CM.
pas3gen TpabnawyTuHr

YHUKanbHbIN KoY 3anncu. He sugmnm
B MaHenn agMMHUCTpaTopa.
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Mone ATpn6yT n3 Microsoft OnuncaHue
Active Directory

Heobxogum ans yCTaHOBKN CBA3El
MeXay rpynnon 1 Nosib3oBaTenem.

fax_number facsimileTelephoneNumber Homep dakca.
CVIHXPOHM3NPYEeM TOMbKO ecnu
BbIMNOSHAOTCHA 06a YyCOBUS:
- BbolkntoyeHa CMHXPOHM3aLMs
KOHTaKTOB — B 6J10Ke contacts
enable BbicTaBneHo B false
- B puryax BroveHa obLas
agpecHast KHura
Mo ymonyaHumio duva BKIIOYEHA,
€C/IN YTO-TO NMONJET HET TaK — CM.
pasgen TpabnlyTuHr

first_name givenName Vima nonb3oBaTens

gssapi_mail undefined AHanor mail gna gssapi 3anpocos.
Mo ymonuyaHmio He 3aJaHo 1 paBHO
mail.

VicnonbayeTcs Tonbko B TOM criyvae,
€CNN MO KakKNM-TO npudrHam email
NPV CUHXPOHN3aLUWK (1 NapPONbHOWN
aBTOpwu3auummn) n kerberos (gssapi)
aBTOpPM3aLMM OTINYAIOTCS.

gssapi_proxy addresses undefined AHanor proxy_addresses ons gssapi
3anpocos. Mo ymonyaHuio He
3afaHo 1 paBHO proxy addresses.

VicnonbayeTcs TonbKo B TOM Criy4ae,
€CI NO KakVM-TO NprYHaM CrIUCKN
LOMNONHUNTESbHbIX MOYTOBbLIX aAPECOB
NpPW CUHXPOHN3aL K (1 NapPOSbHON
aBTOpwu3auumn) n kerberos (gssapi)
aBTOpU3aLMN OTINYAIOTCS.

gssapi_unique_name undefined AHanor unique_name gns gssapi
3anpocos. Mo ymonyaHuio He
3aaHo 1 paBHO unigq_name.

VlCI'IOJ'IbSyeTCﬂ TOJIbKO B TOM CJly4dae,
eCJi NO KaKNM-TO NMpun4vrnHaM JTOrHbl
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Mone ATpn6yT n3 Microsoft OnuncaHue
Active Directory

(npeHTrdrKaTOPbI NoNb3oBaTENElN)
npw napoJsbHom 1 kerberos (gssapi)
aBTOpPU3aLMN OTANYAIOTCS

home_number homePhone JomaluHunm TenedoHHbIN HoMep.
CUHXPOHM3PYEM TONbKO eCni
BbIMOSIHAOTCSA 06a YCNOBUS:
- BbiknoueHa crHxpoHm3aLums
KOHTaKTOB — B 6110Ke contacts
enable BbicTaBneHo B false
- B ¢puryax BkoveHa obLuas
agpecHas KHuUra
Mo ymonyaHumio dunda BKIIOYEHS,
€CN YTO-TO NOMAET HET TaK — CM.
pasgen TpabnlyTuHr

initials initials VHnumansl nonb3oBaTens
last_name sn damunua nonb3oBaTens
mail mail email nonbsosatens. Popmat B AD:

"user@domain.ru”. CTpokoBoe none,
T.€. HE MOXET cofepKaTb HECKOJSIbKO
3HaYEHNN

member_of memberOf Cnmncok rpynn, B KOTOPbIX COCTOUT
nonb3oBaTerb

middle_name OT4yecTBO NONb30OBaTENS

mobile_number mobile Mo6unbHbIV TENEPOHHbIN HOMEP.
CVIHXPOHM3NPYEM TOMbKO ecni
BbINOMHAOTCHA 06a YyCOBUS:
- BbolkntoyeHa CMHXPOHM3aLMS
KOHTaKTOB — B 6J10Ke contacts
enable BbicTaBneHo B false
- B puryax BkoveHa obLas
agpecHast KHura
Mo ymonyaHumio duya BKIIOYEHA,
€C/IN YTO-TO NMONZET HET TaK — CM.
pasgen TpabnlyTuHr
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Mone ATpn6yT n3 Microsoft OnuncaHue
Active Directory

office physicalDeliveryOfficeName HasBaHune oduca opraHusaunm, roe
paboTaeT KOHTaKT

position title [ OMKHOCTD.
CUHXPOHU3NPYEM TOMbKO €Cnu
BbINOSHAOTCHA 06a YyCOBUS:
- BolkntoyeHa CUHXPOHM3aLMS
KOHTaKTOB — B 6J10Ke contacts
enable BbicTaBneHo B false
- B puryax BkoveHa obLas
afpecHast KH1ra
Mo ymonyaHumio duva BKIIOYEHA,
€CN YTO-TO NONOET HET Tak — CM.
pasgen TpabnlyTuHr

proxy_addresses proxyAddresses Cnmncok anbTepHaTMBHbIX MOYTOBbIX
appecos (anvacos).

®opwmart B AD:
["'smtp:alisa@domain.ru"], rae []
O3HAYaET, YTO 3anncelt MOXeT 6biTb

HEeCKOMNbKO

pwd_last_set pwdLastSet [aTa nocnegHei cMmeHbl Napons
nonb3oBaTens

sid objectSid YHUKanbHbIA naeHTndunkaTop

o6bekTa B LDAP.

Heobxogum gnsi ycTaHOBKW CBSA3U
MeXAy OBLLVM SLLNKOM 1 OBGbEKTOM,
KOTOPOMY Ha3HayeHbl npaga.

unique_name userPrincipalName JlorviH nonb3oBatensa B AD (Hy>eH
019 aBTOpU3aLMn).

work_number telephoneNumber Pabounin TenedoHHbI HOMeP.
CVIHXPOHM3NPpYEeM TOMbKO ecnu
BbIMOSHAOTCSA 06a YCNOBUS:
- BblkntoyeHa CUHXPOHM3aLMS
KOHTaKTOB — B 6/10Ke contacts
enable BbicTaBneHo B false
- B puryax BkoveHa obLuas
afpecHast KH1ra
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Mone ATpn6yT n3 Microsoft OnuncaHue
Active Directory

Mo ymonyaHumio dunda BKIIOYEHE,
€CN YTO-TO NOMAET HET TaK — CM.
pasgen TpabnlyTuHr

BfioK CMHXpPOHN3aU N KOHTaKTOB (contacts)

BHumaHmne

B kaxgom ns 6n1okoB — users, contacts, mailing n shared — ecTtb cBol cO6CTBEHHbIN attr_map, obnagatoLmnn
60onee BbICOKMM NPUOPUTETOM MO CpaBHeHMIo ¢ attr_map 6noka common. Hanpumep, ecnu Ans KOHTakTOB UMS
OOMKHO N3BAEKaTbCS N3 OAHOrO NOJSs, a ANs Nonb3oBaTenen — N3 opyroro, 3T HaCTPOWKK cneadyeT yka3aTb B
attr_map 610koB contacts 1 users, COOTBETCTBEHHO.

Mpunmep 3anonHeHns gna Microsoft Active Directory

"contacts": {

"enable": true,

"remove": false,

“filter": "(&(|(mail=*)(proxyAddresses=*))(|(objectclass=contact)
(&(objectclass=user) (objectCategory=person)) (&(objectCategory=group) (!groupType:
1.2.840.113556.1.4.803:=2147483648))))",

"base_dn": [

"dn1",
“dn2",
"dn3"
1,
"white_list_domains": [
"mail.ru",
"ya.ru",
"my-domain.ru"

1,
"black_list_domains": [
"outlook.com",

"dev.local",
"ad.on-premise.ru"
1,
"attr_map": {

"address": "streetAddress",
"boss": "manager",

"comment" : "description”,
“company": "company",
"department": "department",
"display_name": "name”,

“dn": "distinguishedName",
"fax_number" : “facsimileTelephoneNumber",
"first_name": "givenName",
"home_number" : "homePhone",
"initials": "initials",
"last_name" : "sn",

"mail”: "mail",
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"middle_name" :
"mobile_number" :
"office":
"position":

"proxy_addresses":

"work_number" :

e
Mone Tvin
enable boolean
remove boolean
filter string
base_dn array
white_list_domains array
black_list_domains array

"mobile",

"physicalDeliveryOfficeName",

"title",

"proxyAddresses",
"telephoneNumber",

OnucaHune

BknounTtb

CUHXPOHM3aLU Mo

KOHTaKTOB

YpoanaTb
KOHTaKTbI,

OTCyTCTBYylOUne

B AD

AD ounbtp gns
nowvcka
KOHTaKTOB

KacTomHbI
Habop
OupekTopun B
AD pgng nomncka
KOHTaKTOB

Benbin cnncok
MOYTOBbIX
JOMEHOB

YepHbili cCnrucok
MOYTOBbIX
LOMEHOB

KommeHTapuin

Mo YMON4YaHMIO NCNOJIb3yeTCA

"(&(](mail=)(proxyAddresses=))(|
(objectclass=contact)
(&(objectclass=user)
(objectCategory=person))
(&(objectCategory=group)(!
groupType:
1.2.840.113556.1.4.803:=2147483648))))"

Mo-ymonyaHwmio NyCT — B TaKOM Clly4yae
NCMNOMb3yeTCcs OB6LMIA CNCOK
ANpeKkTopui, oTkyaa
CUHXPOHU3NPYIOTCS NOJSIb30BaTENN U
PaCCbISIKN.

Ecnu He nycT, TO AD Loader 6ygeT
3ab1paTb TOIbKO Te KOHTaKTbI, Yy
KOTOpPbIX €CTb email xoTs 6bl N3 OQHOro
N3 NePEYNCAEHHbIX JOMEHOB.

Ecnn He nycT, To AD Loader 6ypeTt
3abupaTb TONbKO KOHTaKTbI, Y KOTOPbIX
ecTb email XoTs 6bl N3 OgHOro 13
OOMEHOB, HE BXOSALLVIX B 3TOT CANCOK.

To eCTb ecnn y KOHTaKTa HECKOSIbKO
email, B KapTOuKy KOHTaKTa nonagyT

CtpaHnua 27 n3 43



Mone

attr_map

Tun

object

OnucaHune

None pn4a
KacToMusauunm
oTobpaxeHus AD
KOHTaKTOB B
KOHTaKTbl NaHenun
agMUHMCTpaTopa

KommeHTapuii
TOJIbKO T€, KOTOPbIE HE B YHEPHOM

crimcke.

Ha6op nap Buga "nose B naHenm
agMuHuCTpaTopa” : "none B AD".

KOHTaKTbl 1 Nofb3oBaTENW CBA3aHbl, TO €CTb €Cnn A4 6510Ka contacts enable=false, KOHTaKTbl 6y£|,yT

CUHXPOHM3NPOBaTbCA BMECTE C NoJib3oBaTenaMun. OTO 3HAYUT, YTO KOHTaKTbl CVHXPOHN3VPYIOTCA BMEeCTe C

nosib3oBaTesidMu 1 B KOHTaKTbl MOMNaaatoT TOJIbKO NMOJs1b30OBaTes I N3 Ballero goMeHa, KOHTaKTbl N3 BHEeLWHNX

OOMEHOB He nonaayT.

Ecnun B Bawem clly4ae CnmcoK KOHTakKTOB OT/IM4aeTCqd OT CniCKa noJsib3oBaTenei:

1. BkniounTe 650K CUHXPOHM3aUn KOHTaAKTOB.

2. 3apganTe opuneTp.

3. Mpwn HEOBXOOMMOCTI NepeonpenennTe 6a3oBbi HABOP KaTanoros.

4. 3apante blacklist 1 whitelist,YTO6bl JOMEHbI BAa dev.local He nonaganu B cnmcok email'os.

OnuncaHune 6noka attr_map :

Mone

address

boss

comment

company

department

display_name

ATpu6éyT us Microsoft Active

Directory

streetAddress

manager

description

company

department

name

OnuncaHmne

Appec KoHTakTa (bunsnyeckuin, He email,
He MAC)

PyKOBO,D,I/ITeJ'Ib KOHTaKTa

KoMmeHTapuii K KOHTaKTy

HasBaHune opraHmsauvin, roe pa60TaeT
KOHTaKT

HasBaHusa noapasneneHnsa B
opraHmsaunn, roe pa60TaeT KOHTaKT

AnbTepHaTUBHOE NMS KOHTaKTa.
VicnonbsyeTcs, korga amunns n nms
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Mone

dn

fax_number

first_name

home_number

initials

last_name

mail

middle_name

mobile_number

office

position

proxy_addresses

work_number

ATpun6yT us Microsoft Active
Directory

distinguishedName

facsimileTelephoneNumber

givenName

homePhone

initials

sn

mail

mobile

physicalDeliveryOfficeName

title

proxyAddresses

telephoneNumber

OnucaHune

KOHTaKTa nyCTbl, Hanprnmep Korga KOHTakKT

— JTO rpynmna, a He NoJIb30OBaTE b.

YHUMKanbHbIN K/toY 3anncu. He sugnm B

naHenn agMmMHNCTPaTopPa. Heo6xogum

Oona yCtaHOBKW CBSA3El MeXOy KOHTakKTaMn

Homep dakca

ma

JomalHum TenedoHHbIn HoMep

NHnunansl — 6y[J,yT MNCNoJib30BaHbI B

cny4yae OTCYTCTBUS MEHU

damunnna

OcHoBHow email. ®opmat B AD:

"user@domain.ru” — CTPOKOBOE norsne, T.e.

HEe MOXeT coaep>XaTb HECKOJIbKO

3HaAYEHUI.

OTtyecTBO

Mo6unsbHbI TENePOHHbIN HOMEpP

HasBaHune odpunca opraHnsauumn, roe

pa60Ta €T KOHTaKT

LdonmkKHOCTb

Anvachbl (anbTepHaTBHbIE MOYTOBbIE

appeca)

Pa6ounr TenedoHHbI HOMEpP
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Bnok cuHXpoHu3auum rpynn paccbuiok (mailing)

BHumaHune
B kaxgom ns 6n1okoB — users, contacts, mailing n shared — ecTtb cBol cO6CTBEHHbIN attr_map, obnagatoLmn
6onee BbICOK/M NPUOPUTETOM MO CpaBHEHMIO ¢ attr_map 6noka common. Hanpumep, ecnu Ans KOHTakTOB UMS

OOMKHO N3BEKaTbCS N3 OAHOrO NOs, a ANs nonb3oBaTenen — N3 Apyroro, 3T HaCTPOWKK cneadyeT yka3aTb B
attr_map 610koB contacts 1 users, COOTBETCTBEHHO.

Mpumep ana Microsoft Active Directory

"mailing": {

"enable": true,

"remove" : false,

"filter": "(&(objectCategory=group) (! (groupType:
1.2.840.113556.1.4.803:=2147483648)))",

"syncByMember": false,

"membersFilter": "|(&(objectCategory=group) (groupType:

1.2.840.113556.1.4.803:=2147483648) ) (&(objectclass=user)(objectCategory=person) (!
(msExchRecipientDisplayType=0)))",
"name_is_email": false,

"remove_users": false,
"attr_map": {
"display_name": "name",
“dn": "distinguishedName",
"mail" : "mail",
"member" : "member",
"proxy_addresses": "proxyAddresses"
}
H
Mone Tun OnuncaHue KommeHTapwuii
enable boolean BkntounTb 3HayeHue No ymoayaHuio true
CUHXPOHM3aLMIo
rPynmn PacCbikn
remove boolean YoanaTtb rpynnb 3HauyeHue no ymonyanHuio: false
paccbliikuy,
OTCYTCTBYIOLLVE B
AD
filter string AD ounbtp gns Mo ymonyaHuio ncnosnb3yeTcs
novcka rpynn
PaCCbISIKN "(&(objectCategory=group)
((groupType:
1.2.840.113556.1.4.803:=2147483648)))"
syncByMember boolean
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Mone

membersFilter

name_is_email

remove_users

attr_map

Tun

string

boolean

boolean

object

OnucaHune

3Ha4yeHve no
yMosnyaHwuio: false.
BETA!
CUHXPOHM3NPOBaTb
rPyMmbl PacCbiIKA Mo
nosnio "member"
06beKTa PacCblKuy,
BMeCTO nons
"member_of"
OBbEKTOB-
nony4yatenen.

Mone ncnonbsyetcs
ans duneTpaymn
3anuvcen B none
"member" npn
"syncByMember" :
true

Ecnuy rpynnbl
PaCCbINKK
OTCyTCTBYET
MOYTOBbIV agpec,
nonbiTaTbCH
1CMNOb30BaTb B
KayecTBe TakoBOro
€& HasBaHue.

Ynpasnset
yoaneHvem
nonb3oBaTtenen n3
rpynn, KoTopble
CUHXPOHN3NPOBaHbI
c AD. Pa6boTtaeT
TOMbKO Mpu "remove”:
false. [Mpw "remove":
true, napameTp
UrHOPUPYEeTCS 1
cynTaeTcs
BbICTaBfIEHHbIM B true

Mone ons
KacToMusaumm

KommeHTapwuii

Takom TN CUHXPOHM3aL N
yBennynBaeT KOMYECTBO 3arnpoOCcoB K
LDAP, Tak kak B none member nexar
DN'bl, @ He email'bl.

Takke B aTOoM pexume AD Loader
pPeKypPCrBHO O60NOET BNOXEHHbIE
rpynnbl.

3HayeHVEe Mo YMOJIHaHWIO:

"|(&(objectCategory=group)
(groupType:
1.2.840.113556.1.4.803:=2147483648))
(&(objectclass=user)
(objectCategory=person)(!
(msExchRecipientDisplay Type=0)))"

3HaueHue no ymoyaHuio: false

3HaueHue no yMoOn4yaHuio: true.
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Mone Tvn OnuncaHue KommeHTapwuii

oTobpaxeHns AD Ha6op nap "none B naHenwu
rPynmn paccbifiku B agMuHUCTpaTopa” : "none B AD".
rPYMMbl PacCbIIKN
naHenm
agMuHMUCTpaTopa
OnuncaHmne 6noka attr_map :
Mone ATpunéyT uns3 OnuncaHue
Microsoft Active
Directory
display_name name Yenosekountaemoe nms rpynmnbl
dn distinguishedName Appec paccbiniku B kKaTanore AD.
Ecnu paccebinka ecTb B cnucke member_of
nonbzosatens B AD, TO nonb3oBaTens 6ygeT
[o6aBneH B paccblfiky B NaHeN agMUHUCTpaTopa.
mail mail [Mo4TOBbIN agpec pacchliikuy NGO e€ YacTb 40 @.
Takxe ncnonbayeTtcs ANs NonyyYeHns NoYToBOro
ajpeca y4aCTHUKOB paccCblfIKn nNpu paséope
Oo6bekTa yYyaCTHMKa
member member Crncok y4aCTHVKOB Frpynnbl
proxy_addresses proxyAddresses Cnuncok anbTepHaTMBHbIX MOYTOBbIX a40ECOB

(annacos).

O6wuin dopmart: ["smtp:alisa@domain.ru"], rae []
O3HayvaeT, YTO 3anunceil MOXeT 6blTb HECKOJSIbKO.
Mpeduikc 3arnaBHbIMN ByKBaMI
"SMTP:main@domain.ru" o3HayaeT, 4TO 3TOT agpec
B6yoeT CuMTaTbCs rMaBHbIM, ECNV HE YKa3aH Apyrou B
none mail 1 UMEHHO OH ByfeT UCNOb30BaTbCs B
KayecTBe email, ecnu coBnagéT no NOYTOBOMY
OOMEHY 1 B none mail He byaeT BanugHoOW 3anucu.
PaboTaeT kak A1 caMO paccbifiky, Tak 1 A4
YYaCTHVKOB.
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Briok CMHXpOoHN3auuMn o6Lnx awmnkos (shared)

BHumaHmne

B kaxgom ns 6n1okoB — users, contacts, mailing n shared — ecTtb cBol cO6CTBEHHbIN attr_map, obnagatoLmn

60oee BbICOKNM nPUopuUTETOM MO CPaBHEHWIO C attr_map 61o0ka common. Harlpl/lmep, eCcqin oNa KOHTakKToOB MSA

OOKHO 13BNeKaTbCs 13 OLHOro Nons, a 4naa nonb3osaTenen — n3 Opyroro, atn HaCTpOI?IKVI cnefyeT yka3aTb B

attr_map 610koB contacts 1 users, COOTBETCTBEHHO.

Mpumep ana Microsoft Active Directory

"shared": {

"enable": false,

"remove": false,

“filter": "&(objectclass=user)(objectCategory=person)
(msExchRecipientDisplayType=0)",

"membersRemove" : false,

"membersFilter": "|(&(objectCategory=group) (groupType:

1.2.840.113556.1.4.803:=2147483648) ) (&(objectclass=user)(objectCategory=person) (!

(msExchRecipientDisplayType=0)))",

"membersEncode": "AD",
"base_dn": [

"dn2",

"dn3"

IF
"attr_map": {

"display_name": "displayName",
"dn": "distinguishedName",
“fullAccMembers": "msExchMailboxSecurityDescriptor”,
"mail”: "mail",
"member" : "member",
"proxy_addresses": "proxyAddresses",
"sendAsMembers": "nTSecurityDescriptor"”,
"sid": "objectSid",
}
Mone Tvn OnucaHune
enable boolean BKIIOYNTD CUHXPOHM3ALLIO OBLLNX SLLNKOB
remove boolean YpanaTtb obLme AWKy, OTCYTCTBYIOWME B
AD
filter string AD ¢unbTp AN noncka obLLVIX SLKOB

KommeHTapwuii

3HayeHue no ymonyaHutio: f;
€CTb CUHXPOHM3aLMS OBLLM
ALLVKOB OTKJIIOYEHA.

3HayeHue no ymonyaHuto: f;

Mo ymonyaHuio NCnosnb3yeT
"&(objectclass=user)

(objectCategory=person)
(msExchRecipientDisplay T
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Mone Tun

membersRemove boolean
membersFilter string
membersEncode string
base_dn array
attr_map object

OnuncaHmne 6noka attr_map :

OnucaHve

YnpasnseT yganeHnem nonb3osaTenein 13
OBLLNX ALLKOB, KOTOPbIE
CUHXPOHM3MpoBaHbl ¢ AD. Pa6oTaeT
TOJIbKO €C/ BbINOSIHEHO YCNOBUE U3
KONOHKN "KommeHTapuin".

OunbTp 415 NONCKa Yy4aCTHUKOB OBLLEro
Awmka. 1o ymonyaHumio cumtaem
yyacTHMKamun Y3 nonb3oBaTenein n
YYaCTHUMKOB rpynn 6e30nacHOCTH
(pekypcumBHO)

BosamoxHbie 3HaveHus: "dnList" n "AD".
Ecnun ykasaHo 3HayeHune "dnList”, To AD

Loader oxunpgaet B nonax "fullAccMembers"

n "sendAsMembers" cnucok DN'oB.

B npoTuBHOM Clly4yae B 3TUX NOSAX
oxugatotca nTSecurityDescriptor, kak B
ActiveDirectory, https://
learn.microsoft.com/en-us/openspecs/
windows_protocols/ms-adts/

1522b774-6464-41a3-87a5-1€5633c3fbbb).

KacTomHbIn Ha6op gupekTopuin B LDAP
0N NoncKa OBLLVX ALLNKOB

Mone ona KacToMmsaLmm oToBpaxeHns
obLmx awmkos AD B obLime AUk B
naHenun agMuHMUCTpPaTopa.

KommeHTapwuii

3HayeHue no ymoayaHuto: f;
Pa6oTaeT TonbKo Npun "remc
false.

Mpwn "remove": true, napame
WUrHOPUVPYETCS N CYUTaEeTCS
BbICTaB/IEHHbIM B true.

3HayeHVEe Mo YMOSIHaHWIO:

"|(&(objectCategory=groug
(groupType:
1.2.840.113556.1.4.803:=2147
(&(objectclass=user)
(objectCategory=person)(!
(msExchRecipientDisplay Ty

3HayeHue Mo yMOYaHMIO: )

Mo ymonyaHuio nycT. B aTol
MCMNOMb3yeTCs OB CMNC
OnpekTopun, oTkyaa
CUHXPOHN3NPYIOTCH MOMb3C
1 PacCbISKIA.

Ha6op nap "none B naHenu
agMUHUCTpaTopa" : "none B

Ciopa nepepatoTcs napame
syncer.users.attr_map, TC
npwv KaCTOMU3aL N NOAEN [
CUHXPOHN3aLV NOMb30BaT
OLHOVMEHHbIE NapaMeTPbl
nepepaHbl 1 croga
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Mone ATpun6yT n3 Microsoft Active OnucaHne
Directory

display_name displayName YenoBekoyntaemoe nvis o6L,ero
ALK,

dn distinguishedName YHVKanbHbIV KoY 3anncu. Hesngum B
naHenun agMuHncTpaTopa. Heobxogum
019 YCTaHOBKW CBA3En Mexay
rpynnon [6e3zonacHoCcTu]
nosib3oBaTenem.

fullAccMembers msExchMailboxSecurityDescriptor [Mone orpaHnyeHna gocTtyna K
obuemy sawmky B8 MS AD. 113 aTtoro
nons 6epEetcsa CnMCoOK nonb3oBaTenen
obLLero guvka C posnbto "Bnageney,”.

mail mail OcHoBHOM email

member member Crncok y4aCTHVKOB Fpynnbl
[6e30macHoCTH].

proxy_addresses proxyAddresses Annacbl nonb3oBaTenen.
O6wunn dopmar:
['smtp:alisa@domain.ru"], rae []
O3HayvaeT, YTO 3anunceil MOXeT 6biTb
HEeCKOMbKO.
Mpeduikc 3arnaBHbIMN ByKBaMU
"SMTP:main@domain.ru" o3Havaer,
YTO 3TOT agpec ByaeT cumTaTbCs
rNaBHbIM, €CNU He yKa3aH Apyrov B
nose mail n UMeHHO OH byaeT
MNCnonb3oBaTbCs B KayecTBe email,
€Cny COBMagET NO MOYTOBOMY
OOMeEHY, 1 B nosie mail He 6ygeT
BanMgHON 3anmncu.

sendAsMembers nTSecurityDescriptor [Mone orpaHnyeHna gocTyna K
obemy sauwmky B MS AD. /13 aToro
nons 6epéE&Tcs CNUCOK nosib3oBaTenen
O6LLEro FLLMKa C PONblo "yYaCcTHUK".

sid objectSid YHVKanbHbI AeHTUUKaTOP O6bEKTa
B LDAP. Heobxoaonm gns ycTaHOBKM
CBSI3U MeXAyY OBLLM SLLKOM
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Mone

ATpun6yT n3 Microsoft Active
Directory

OnucaHue

OB6bEKTOM, KOTOPOMY Ha3Ha4eHbl

npaga

Kak yCKOpUTb CUHXPOHMU3aLMIO

CKOPOCTb CUHXPOHM3ALLMM 3aBUCUT OT TPEX B3aUMOCBSA3aHHbIX HACTPOEK, 3TV NapaMeTpbl PaboTaloT TONbKO

BMecTe. Ecnm Bbl ISMEHUTE OAVH UMW ABa U3 HUX, OCTaBMB OCTallbHble 6€3 3MEHEHUIA, TO 3TO MOXET npomnBecCTn

K aerpagaunn tex i NHbIX KOMMNOHEHT CUCTEMbI.

[MapameTpbl 3agaloTcs B NepeMeHHHbIX OKpYXXeHuns ceprcos adloader, mpop un bizf. YTo6bl 3agaTh

nepeMeHHblIe OKPYXEeHNA:

1. B Be6-mHTEpdelice yCTaHOBLLMKA, NepenanTe B pa3gen Hactporikn — NepemMeHHble OKpPY>XXeHUS.

2. B neBOM 60KOBOM MEHIO HaNguTe HEOBXOOIMbIA CEPBIC.

3. HaxmuTe kHornky peaaktuposats & |

4. HaxxmuTe Ha KHOMky + Jlo6aBnThb.

5. 3anonHuTe nons HaseaHne nepemMeHHoi 11 3HaueHne NepeMeHHOI.

6. Haxxmute CoxpaHuTb.

HasaHus nepeMeHHbIX N 3Ha4YeHWA, KOTOPble HY>XXHO YCTaHOBUTD, NpuBeeHbl Ha CKPUHLLOTaX HIKe.

HacTpoliikn

Cetn J[lomeHHble nveHa

XpaHunnwa LlappguposaHue n pennukauns B,

HacTpolikn komnoHeHToB NHTerpauun

Monb3oBaTenbckne nepemeHHble bizf: m

biznginx
bizpostgres

bizredis

HacTpoiikun

Cetn [loMeHHble MeHa

BIZ_WORKERS

+ [do6aButb

XpaHunuwa LLlapanposaHue n pennukaunsa B,

8

HacTtpolikn komnoHeHToB NHTerpauun

[T —_—

mpr
mpr-squid
msglinks
msqueue-tar
mvchecker
mx

noanswer-tar

HTTPD_MAX_CLIENTS
HTTPD_MAX_SPARE_SERVERS
HTTPD_MIN_SPARE_SERVERS
HTTPD_SERVER_LIMIT
HTTPD_START_SERVERS

+ [o6aBnTb

100

25

5

25

MepeMeHHble OKpy>XeHNs

MepemMeHHble OKpyXeHMs
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HacTpoikun

Cetn [JomeHHble nveHa XpaHunuwa WWappnposaHue n pennukaums b, HacTtpoiikn KomnoHeHTOB NHTerpauun [NepemeHHble okpyXeHns

]
MonbsoBaTenbckne nepemeHHble adloader ewwé He sapaHbl m

aliases-tar

ADLOADER_BIZ_CONCUR_LIMIT : 7 _
ameli-common

ADLOADER_BIZ_POOL_PER_DOMAIN : 100 —
appass-tar

+ [o6asutb
arbuzapi

NHTerpauns c ALDPro

1. MNepengnte B agMUHNCTPATUBHYO NaHeNb No agpecy biz.<mail_domain> .
2. NepengunTe B pasgen Konpurypaumsa — Hactporikn — ActiveDirectory.
3. 3anonHnTe BCce Heobxoayimble Nons ona nHTerpauun ¢ AD:

Active Directory

Anpec AD Kartanorv nonb3osarenei
37.139.41.10:389 OU=demoapp,DC=presale,DC=local
Norux agmuHMcTpaTopa Maponb agMuHKUcTpaTopa

e N\

CN=vktadmin,OU=demoapp,DC=presale, DC=local

\

Mone ceoicTea «OTyecTBO»

Mcnonb3oBathb WingposarHoe coeauHerune (LDAPS)
~+ [obasutb ceptudmkar

UrHopuposaTb OWKMOKK cepTudukata

[ononHuTenbHble HAaCTPOMKK

CbpacbiBaTb CECCUM NONb30BaTENEN NPU U3MEHEHWUW NApons
Mcnonb3oBath B kayecTse norHa email BMecTo username
3arpy:xarb 06Lue NoYTOBbLIE ALLMKU

3arpyaTb CMHOHWMbI NOYThI KaKk B AD

He ucnonbsosatse AD

CoxpaHuTtb

4. Tepengnte no agpecy biz.<mail_domain>/admin/misc/configurations/adloaderclient/ .
5. KnukHnTe No goMeHy, A1 KOTOPOro HEOB6XOANMO HAaCTPOWTb UHTErpaLmio.
6. BHecTn nsmeHeHus B KOHoUrypaumio B none options:

- B Mogenn obbekTa attr_map B MoJjie unique_name yKa3aTb 3HAYEHWE entryDN .
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« B Mogenn o6bekTa users BMnosie filter nponucaTtb 3HavyeHne rbtadp . rbtadp — 3710 aHanor

OpraHn3auNOHHbIX eONHNL, (OU) Ecnn OopraHn3aynoHHbIX e4ANHNL, MHOTO, TO HY>XHO nNepe4vncnnTb nx c

MOMOLLbIO JTOTNYECKOro «unnm».

"filter":"(&(mail=*@aldpro.company.ru)
(rbtadp=ou=vk2.ou=aldpro.company.ru, cn=orgunits, cn=account, dc=aldpro, dc=company, dc=ru))

- B Mogenn obbekTa mailing B none name_is_email yKasaTb 3HauyeHWe true, €CN UMEHEM rpynmnbl

paccobinikm aensetcs email. [o ymonyaHnio NpuHMaeT 3HadyeHne false.

Q MAHEJIb YTNPABJIEHUA

Wma gomena:

MPUNOXEHUA ~ AOMUHWUCTPUPOBAHUE ~

exch.on-premise.ru

USERS ~

InaBHas » HacTpoiiku on-premise » HacTpoiku Active Directory » AdloaderClient object

N3MeHNTb HacTpownka Active Directory

SPECIALS ~

options:

{
"syncer”: {

"id": 2,

"sync_interval”: "1m",

"users”: {
“enable”: true,
“remove”: false,
“remove_blocked": false,
“create_blocked": false,
“time_type": "AD",

Sync ts:

Hara:  09.11.2023 Cerogua

Bpema: | 12:00:20 Cenvac | @

Mprmep KoHbUrypaLnn:

"syncer": {
"id": 1,

"sync_interval": "5m",

"users": {
"enable":

true,

"remove": false,
“filter":"(&(mail=*@aldpro.company.ru)
(rbtadp=ou=vk2.ou=aldpro.company.ru,cn=orgunits, cn=account, dc=aldpro, dc=company,dc=ru))",

"attr_map":

{

"unique_name": "entryDN",
"department”: "rbtadp"

I

"remove_blocked": false,
"create_blocked": false,
"time_type": "FreeIPA",
"logout_users": false,
"pool_size": 50

e
"mailing": {
"enable":

true,
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"remove": false,
"name_is_email": true

b
"ad_client": {
"username": "uid=vkldap, cn=users, cn=accounts, dc=aldpro,dc=company,dc=ru",
"password": "",
"base_dn": [
"dc=aldpro, dc=company,dc=ru"
1,
"address": "10.1.100.100:389",
"page_size": 100,
"use_tls": false,
"tls_cert": ""

"skip_insecure": false

’

VHTerpauuns c FreelPA

1. MNepengnte B agMUHNCTPATUBHYIO NMaHesb Mo agpecy biz.<mail_domain> .
2. NepengunTe B pasgen KoHpurypauma — Hactporikn — ActiveDirectory.
3. 3anonHuTe BCe HeobxoanMble Nons ons nHterpauum ¢ AD:

Active Directory

Anpec AD Katanoru nonb3osarenei
37.139.41.10:389 OU=demoapp,DC=presale,DC=local

JlToruH aAMWUHUCTpaTopa "a[].)'\z aAMUHUCTpaTopa

CN=vktadmin,OU=demoapp,DC=presale,DC=local

—

Mone cBoicTBa «OTYECTBO»

Wcnonb3osaTth WwWindposaHHoe coeauHerne (LDAPS)
~+ DNoGasuts ceptudmkar

WrHopuposaTb OWKMOKK cepTudukata

[ononHuTenbHble HaCTPONKK

CbpacbiBaTb CECCUM NONb30BATENEN NPU U3MEHEHWUW NAPONA
Mcnonb3oBath B kKayecTse NorHa email BMecTo username
3arpy:arb 0bLue No4YToBbIE ALMKN

3arpy:atb CMHOHWMbI NOYTEI Kak B AD

He ucnonb3sosartb AD

CoxpaHutb

4. MNepengnTe No agpecy biz.<mail_domain>/admin/misc/configurations/adloaderclient/ .

5. KnukHunte no OOMeHY, 019 KOTOpPOoro Heobxognmo HaCTPOWTb NHTErpaunio.
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6. BHeCTn nsmeHeHus B KOH(I)I/IpraLI,VIIO B none options B COOTBETCTBUMN C MPUMEPOM HIXE.

Q MAHEJb YTNPABJTIEHUA 3AKJIAIKU MPUNOXEHUA ~ AOMUHWUCTPUPOBAHUE ~ USERS ~ SPECIALS ~

maBHas » HacTpo#ku on-premise » HacTpoiku Active Directory » AdloaderClient object

N3MeHuTb HacTporKa Active Directory

Mma pomena: exch.on-premise.ru
options: { -
"syncer": { D
"id": 2,
"sync_interval": "1m”,
"users”: {

“enable”: true,

“remove”: false,
"remove_blocked": false,
“create_blocked": false,

.tlme_type : AD_,‘ y

Syncts: fata: | 09.11.2023 | Cerogwa ()

Bpema: | 12:00:20 Cenuac | (@)

Mpumep KoHpUrypaumn:

{
"syncer": {
"id": 1,
"sync_interval": "5m",
"users": {

"enable": true,

"remove" : false,

"filter": "(&(objectClass=person)(mail=+@%[1]s))",
"attr_map": {

"unique_name": "dn",
"mail": "mail",
"first_name": "givenName",

"second_name": "sn

D
"remove_blocked": false,
"create_blocked": false,
"time_type": "FreeIPA",
"logout_users": false,
"pool_size": 50

b

"mailing": {
"enable": true,
"remove": false,
"name_is_email": false

}I
"ad_client": {
"username": "uid=service-vkt,cn=users, cn=accounts,dc=abc123,dc=abc",
"password": "",
"login_field": "dn",
"base_dn": [
"cn=users, cn=accounts, dc=abc123, dc=abc"
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1,
"address": "10.1.100.100:389",

"page_size": 100,
"use_tls": false,

"tls_cert": ,
"skip_insecure": false

Kak 6nokunpoBaTtb 1 yaanaTb Nosib3oBaTesien npuv
vAaaneHnn ns katanora AD

YT0o6bl HACTPOUTH aBTOMATUYECKYIO BJIOKNPOBKY MOsfb3oBaTeneit B [oyte npu yaaneHnn 13 Kkataaora:

1. MNepengnte no agpecy biz.<mail_domain>/admin/misc/configurations/adloaderclient/ .
2. KNKHWTE MO JOMEHY, A8 KOTOPOro HEOBXOAVIMO HaCTPOUTb 6/10KNPOBKY NOJIb30BaTENEN.

3. Onanonen remove n block_removed B pasgene users YCTaHOBUTE 3HAYEHME true :

{
"syncer": {
"id": 1,
"sync_interval": "5m",
"users": {
"remove" : true,
"remove_blocked": true,
b
b
}

YTo6bl yAanaTb Nonb3oBaTeNeil, KoTopble yaaneHbl B KaTanore, yCTaHOBMTE CriefyioLLie napameTpbl:

{
“syncer": {
"id": 1,
"sync_interval": "5m",
"users": {
"remove" : true,
"remove_blocked": false,
B
}l
}
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Tpa6awyTUHr

Jlorn cepBucosB

YT106bI NOCMOTPETL Norn cepurica AD Loader, BbINOSHNTE KOMaHAY:
sudo journalctl -fu onpremise-container-adloader*.service

roe * — Homep AD Loader'a.

Y cepsuca AD Loader eCTb HECKOJIbKO YPOBHEN NIOrMPOBaHus, OT BbI6GPaHHOMO YPOBHS 3aBUCUT AeTann3aums
nHdOpPMaL MK B Iorax. 3HavyeHne no ymonyaHuio — 2, WarnLevel. [1ns gnarHoCTUKN 1 UCCnepoBaHns Npobnem
pekomMmeHayeTcs yctaHoBUTb O — DebuglLevel.

ADLOADER_LOG_LEVEL 2 YpoBeHb nornposaHus 0||1])|2](3||(4||5)|6|7[1

1. B Be6-mHTEpdelice yCTaHOBLLMKA, NepenanTe B pasnen HacTtporikn — NepemeHHble OKpY>XXeHUS.
2. B neBom 60koBOM MeHIo HanguTe adloader.

3. HaxxmuTe kHonky pegakTnposaTh & .

4. HaxxmuTe Ha KHOMKy + Jlo6aBuTb.

5. B none HaseaHne nepemeHHo BBeanTe ADLOADER_LOG_LEVEL , B nosne 3HayeHne nepeMeHHon BBequTe
0

6. Haxxmute CoxpaHuTb.

@ AdminPanel Hactpoiikn O6cnyxusatine ®-

HacTpoiikn

Cetn  [lomewHbiewmena  Xpawmnuua  LWapanposanue n pernukauus B, HacTpoiiki KoMMOHeHToB  ViWTerpaun  [epemenkbie okpyxeHus  HacTpoiika pecypcos

addrbook
Monb3soBaTenbckne nepemeHHble adloader: 4

adloader

aliases-tar ADLOADER_LOG_LEVEL : 0
ameli-common
CAIMCOK BOSMOXHBIX MepeMeHHBIX AN PO
appass-tar
arbuzapi NMsi nepemenHoit 3HaueHue Mo yMonuaHuio Onucanme BapuanThi
as
ADLOADER_BIZ_CONCUR_LIMIT 3
as-cleaner
ADLOADER_BIZ_EXTERNAL_REQUEST_TIMEOUT 5s
as-tnt
attfiledb ADLOADER_BIZ_OBJECT_LIMIT 100
attfront
ADLOADER_BIZ_ONPREMISE true
attpairdb
attprevfront ADLOADER_BIZ_POOL_PER_DOMAIN 50
autogen-tar ADLOADER_BIZ_RPS 1
autogenapi
ADLOADER_BIZ_USE_CSRF false

autoreplylimiter

Takxe pekomMmeHayem cobpaTb J1Ior KOHTenHepoB bizf n mpop:

« mpop — ocHoBHoe API noutbl VK WorkSpace:
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sudo journalctl -fu onpremise-container-mpopN.service
- bizf — API nanenn agpmunHncTpaTtopa VK WorkSpace:

sudo journalctl -fu onpremise-container-bizfN.service

YTunuta ldapsearch

Ecnu ¢ cuHxpoHmM3aLmen 4To-To NOLWSIO He TaK, TO BOocnonbaynTech ytunuton ldapsearch (https://
docs.ldap.com/Idap-sdk/docs/tool-usages/Idapsearch.html). MonpobynTe C MOMOLLBIO YTUANTBI MOYUYUTD
CMMCOK Nob30BaTenNel C TeM Xe GUIbTPOM 1 U3 TOrO Xe KaTanora, 13 KOTOporo nepeHocuTe ux B Mouty.

Hanpumep:

ldapsearch -v -x -D "login" -w 'pass' -b "OU=ou,DC=dev,DC=local" -H "ldap://ip"
'(&(objectclass=user)(objectCategory=person)(mail=*@domain))’

Han6éonee yacTtbie oWN6KN

1. HeT ceTeBOI CBA3aHHOCTI.
2. HeBepHble NOorviH 1 Naporib y yY4EeTHON 3anncy, KoTopas NCNonb3yeTcs 419 AoCTyna K KaTanory.

3. HeBepHbi punbTp unn ounstpbl — npoeepsanTe none filter nornueckunx 6nokoB users, contacts, mailing n
shared B ¢aiine koHbUrypaumun.

4. HeBepHbIi MannuHr aTpnbyToB. [MpoBepbTe attr_map'bl nornyeckrix 610KOB COMmmon, Users, contacts,
mailing, shared. lMomHKTe, 4TO OB attr_map B 610KE COMMON NMEET 6051e€ HN3KUI NPUOPUTET MO

CPaBHEHMIO C YaCTHbIMU attr_map’amu.

5. HeBepHbiii base_dn — Bbl MbiTaeTeCb NOMY4YNTb AaHHbIE HE 13 TOW gupekTupoun B LDAP-kaTanore.
MomMHWTe, YTO ecnn B NHTepdeENce NepBUYHON HACTPOWNKYM B NaHENN agMUHNCTPATOPa Bbl MOXETe yKasaTb
TOJIbKO OANH KOHKpPeTHbI OU, TO B dpaiine koHburypaumm B 651okax ad_client n shared o6bekT base_dn —

3TO MaccCuB, COOTBETCTBEHHO, MOXHO Nnepenatb HeCKOJIbKO 3Ha4YeHunn, ECAN 3TO HEOBXOAVMO.

6. Y yyeTHoM 3anuncuy nonb3osatens B Microsoft Active Directory He 3anonHeHo none email vnn
proxyAddresses.

(S 5 aBrycta 2025r.
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