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Ha3HayeHe fOKyMeHTa

Cuncrema NpefocTaBNsSeT BO3MOXHOCTb HACTPOUTb C60P METPUK BHELLHEN CUCTEMOM MOHUTOPVIHIa C CEPBUCa
Prometheus VK Teams. C60p MeTpuK C OCYyLLECTBASETCH Yepesd MexaHn3m Federation.

B paHHOM OOKYMEeHTEe pacCMaTpmBaeTCsH HaCTpOIZKa noaKkntoyeHna K cnenytowmm BHELWWHM CNcTeMaM

MOHUTOPWUHra:

1. VictoriaMetrics (cm. pa3gen Hactporika nogkntoyeHus K VictoriaMetrics). JokymeHTauus no NnpoaykTy —

https://docs.victoriametrics.com/.

2. Prometheus (cm. pasgen Hactporika nogkoyeHns K BHelwHemy Prometheus). [lokymMmeHTaLmsa no npoayKTy
— https://prometheus.io/docs/introduction/overview/, https://prometheus.io/docs/alerting/latest/

configuration/.

Bunasyanunzaums cobpaHHbiX METPUK BO3MOXHa Npu nomoLum cepsuca VK Teams Grafana nnu npy nomoLmn
BHellHero cepunca Grafana. [lokyMeHTauua No NPoAyKTy NnpencTaenera https://grafana.com/docs/grafana/
latest.

,D,OKyMeHT npegHasHavyeH Onia ncnosib3oBaHNA CUCTEMHbIE afMUHUCTPaTOpPaMu.

JononHnTenbHas AOKYMeEHTaL s

MoHunTopuHr VK Teams — B AOKyMeHTe NpefcTaBieHo onMcaHne MOHUTOPUHIE MapaMeTPOB NHCTaNAALAN Npn
MOMOLL BCTPOEHHbIX CepBncoB MoHUTOpUHra (VictoriaMetrics VK Teams n Grafana VK Teams).
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NoarotoBka K yCTaHOBKE

HacTpoliky c6opa METPUK BHELLHEN CUCTEMO MOHUTOPUHIa MOXHO MPOW3BECTY Kak Npu NepBo

nHcTannaumm VK Teams, Tak nocne 3aBepLlleHnd yCTaHOBKN.

Mepepn yCTaHOBKOW/HACTPOWKON C60pa METPUK BHELLHEN CUCTEMON MOHUTOPWUHIa HEOBXOANMO Pa3pPeLLnNTb

OOCTYN C cepBepa MOHUTOPWHIa 3akas4dnka o nHctannaumn VK Teams:

1. MponucaTb B panne fusr/local/etc/premsetup/defaults.yaml IP-agpec cepBepa MOHUTOPWHIA, K
KOTOpoOMy byaeT obpallatbes cepmuc Prometheus VK Teams. YnpasneHune ocyLlecTBaseTcs Yepes

napameTtp myteam_admin_acl:

myteam_admin_acl:
'19.11.12.102"

2. MNprMeHNTb yKasaHHble HaCTPOWKMN:
premsetup.py --install -m myteam-admin
3. MepeszanycTtutb cepauc Nginx:

nginx.sh restart
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HacTtpouka nogknoueHuns K VictoriaMetrics

Cxewma B3anmogenctaumsa Prometheus VK Teams ¢ cepsucamu VictoriaMetrics n Alertmanager npegcraBneHa
HIXKE:
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R ——
API Alert Store
b
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‘ Web-uHTtepodeiic ‘ [Oucnetyep yBegomMneHni

(_J

WHTerpauum (nouta, Be6XyKu, MecceHpKep)

vmagent cobupaeT meTpukm oT Prometheus VK Teams n coxpaHseT ux B VictoriaMetrics.

vmalert — arperaTtop anepToB, KOTOPbIV XPaHUT NpaBufia yBegoMIeHN A 06 nsmeHeHnun metTpuk. Jenaet
3anpocbl B TSDB VictoriaMetrics n otnpasnseT no APl nHpopmaumio o meTpurkax B cepauc Alertmanager,
KOTOPbIN B 3aBUCUMOCTU OT KOHOUrypaLum nepeHanpasnseT yBegoMIEeHNs C MOMOLLLbIO HACTPOEHHOIro
cnocoba onoBeLLeHNs.

[ns yctaHoBkuy VictoriaMetrics MOXHO BOocrnonb3oBaTbCs oduLmanbHbiM penosuTtopurem https://github.com/
VictoriaMetrics/VictoriaMetrics.

Mpumep ycTaHOBKIN 1 HACTPOWKIN € ncnonb3oBaHem Docker Compose 1 yCTaHOBKM B pexume single:

1. KnoHmpoBaTb penosuntopuin https://github.com/VictoriaMetrics/VictoriaMetrics.
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2. B ¢ainne VictoriaMetrics/deployment/docker/prometheus.yml B cekuuio scrape_configs: Lo6aBuTb:

scrape_configs:
- job_name: 'onpremise-federate-DOMAIN'
scheme: https
static_configs:
- targets: ['admin.DOMAIN']
metrics_path: /myteam-prometheus/federate # pna Bepcum VK Teams 24.2 u Huxe
metrics_path: /mon/federate # HauuMHaa c Bepcuu VK Teams 24.3
params:
match[]:
- '{job=~".+"}"

, rne DOMAIN — BaLl JoMeH.

Mpumep dalina VictoriaMetrics/deployment/docker/prometheus.ymil:

global:
scrape_interval: 15s
scrape_timeout: 15s

scrape_configs:
- job_name: onpremise-federate-DOMAIN'
scheme: https
static_configs:
- targets: ["admin.DOMAIN"]
metrics_path: /myteam-prometheus/federate # pna Bepcum VK Teams 24.2 u Huxe
metrics_path: /mon/federate # HauuMHaa c Bepcuu VK Teams 24.3

params:
match[]:
- "{job=~"_.+"}"'
# ecnn ucnonbsyetcs self-signed cepTudmkaT Ha onpremise
tls_config:

insecure_skip_verify: true
- job_name: "vmagent"
static_configs:
- targets: ["vmagent:8429"]
- job_name: "vmalert"
static_configs:
- targets: ["vmalert:8880"]
- job_name: "victoriametrics"
static_configs:
- targets: ["victoriametrics:8428"]

3. Ecnn He ncnonbayetca cepTudukaT oT Let's Encrypt, To Heo6xoanmo NpoKrHYTb Ball KOPHEBOW

cepTuduKaT B KOHTENHEep vmagent:

- Cospatb B gupektopun deployment/docker oupektopuio certs 1 nonoxmnTb Tyga Ball KOPHEBOW

ceptudukar;

- B ¢aiine VictoriaMetrics/deployment/docker/docker-compose.yml no6asutb napameTp - ./certs/
root-ca.crt:/etc/ssl/certs/root-ca.crt B koHTelHep vmagent B cekuuio volume.
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Mpumep ceparca vmagent B VictoriaMetrics/deployment/docker/docker-compose.yml:

services:
vmagent :
container_name: vmagent
image: victoriametrics/vmagent:v1.90.0
depends_on:
- "victoriametrics"
ports:
- 8429:8429
volumes:
- vmagentdata:/vmagentdata
- ./prometheus.yml:/etc/prometheus/prometheus.yml
- ./certs/root-ca.crt:/etc/ssl/certs/root-ca.crt
command :
- "--promscrape.config=/etc/prometheus/prometheus.yml"
- "--remoteWrite.url=http://victoriametrics:8428/api/v1/write"
networks:
- vm_net
restart: always

BHuMaHune

Ecnwn aToro He cgenaTb, TO Mpw BbINOMHEHNW 3anpoCca Ha nojyvYyeHne MeTpurK scrape 6y,u,eT NnoAaBAATbCA

owwmnbka x509: certificate signed by unknown authority.

4. Mpn HEOBXOANMMOCTIU CKOPPEKTUNPOBATb MNapaMeTpPbl scrape_interval nnm scrape_timeout B gpanne

VictoriaMetrics/deployment/docker/prometheus.ymi.

5. lns n3BexaHrsa NpoBanoB METPUK HEOBXOAMMO [OBaBUTL NapamMeTPbl K 3aMycKy KOHTeHepa

victoriametrics B VictoriaMetrics/deployment/docker/docker-compose.yml vnu VictoriaMetrics/

deployment/docker/docker-compose-cluster.ymil:

- "-promscrape.maxScrapeSize=50Mb" // yBenuuuBaeT pa3mep 3arnpocoB Ha MoJyYeHue MeTpUK

- "-search.minStalenessInterval=60s" // ¢ukc npobnemb C MpoBasioM MeTPUK
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Mpumep cepsurca victoriametrics B VictoriaMetrics/deployment/docker/docker-compose.yml:

services:
victoriametrics:
container_name: victoriametrics

image: victoriametrics/victoria-metrics:v1.90.0

ports:

8428:8428
8089:8089
8089:8089/udp
2003 :2003
2003 :2003/udp
4242 :4242

volumes:

vmdata:/storage

command :

"-promscrape.maxScrapeSize=56Mb"
"-search.minStalenessInterval=60s"
"--storageDataPath=/storage"
"--graphitelListenAddr=:2003"
"--opentsdbListenAddr=:4242"
"--httpListenAddr=:8428"
"--influxListenAddr=:8089"
"--vmalert.proxyURL=http://vmalert:8880"

networks:

vm_net

restart: always

6. [1ns 3anycka BbINOSHUTb KOMaHAY:

docker compose up -d

7. ns HaCTPOWKN YBEAOMMEHNI 06 N3MEHEHUN METPKK Heobxoaumo B VictoriaMetrics/deployment/

docker/alertmanager.yml ykasaTb route u recivers. Hanpumep, npu ncnonb3oBaHum telegram-60oTta gns

OTHpaBKmyBeﬂOMﬂeHMMBLBTZ

route:

receiver: "telegram"
receivers:
- name: "telegram"
telegram_configs:
- bot_token: TELEGRAM_BOT_TOKEN

api_url: https://api.telegram.org
chat_id: TELEGRAM_CHAT_ID
parse_mode: "HTML"

8. [lns cospaHuii npaBna yBegoMAeHn 06 N3MEHEHN METPUK co3aaTb ¢alin alerts-onpremise.ymli s

onpektopun deployment/docker v 3anonHuTb ero npasunamu. MNMpumvep ¢panna deployment/docker/

alerts-onpremise.ymil:

groups:

- name: onpremise
interval: 30s
concurrency: 2
rules:

- alert: WARNING

expr: localcheck_status == 1
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for: 3m
labels:
severity: warning
annotations:
summary: Instance {{ S$labels.instance }})
description: "status = {{ Svalue }} \nLABELS = {{ Slabels }}"
- alert: CRITICAL
expr: localcheck_status ==
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9. B ¢aiine B VictoriaMetrics/deployment/docker/docker-compose.yml no6asuntb napameTp - .[alerts-
onpremise.yml:/etc/alerts/alerts-onpremise.yml k cepsucy vmalert B cekuuio volume.

Mpumep cepsuca vmalert B VictoriaMetrics/deployment/docker/docker-compose.ymi:

services:
vmalert:
container_name: vmalert
image: victoriametrics/vmalert:v1.90.0
depends_on:
- "victoriametrics"
- "alertmanager"
ports:
- 8880:8880
volumes:
- ./alerts.yml:/etc/alerts/alerts.yml
- ./alerts-health.yml:/etc/alerts/alerts-health.yml
- ./alerts-vmagent.yml:/etc/alerts/alerts-vmagent.yml
- ./alerts-vmalert.yml:/etc/alerts/alerts-vmalert.yml
- ./alerts-onpremise.yml:/etc/alerts/alerts-onpremise.yml
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HacTpownka nogkiioueHns K BHELUHEMY
Prometheus

Cxewma B3anmogenctamsa Prometheus VK Teams ¢ BHelwHM Prometheus n Alertmanager npeacraBneHa Huyxe:

Prometheus VK Teams

Prometheus

r:ﬁdertmanager 1

N
FI_] Alert Store
h

Web-unHtepdeic [vcneTyep yBeaoMEHU

(_)

WHTerpauum (noyta, BeGXYKU, MeCcCeHaXep)

TSDB Prometheus cobupaet metpukn oT Prometheus VK Teams n otnpasnset no APl nHbopmauuio o6
aneptax B cepsuc Alertmanager, KOTOpPbI B 3aBUCUMOCTIN OT KOHOUTypaLmy nepeHanpaBnsaeT yBe4OMIEHNS C
NMOMOLLLbIO HACTPOEHHOIO CNOCO6a OMOBELLEHNS.

[ns yctaHoBKkM Prometheus stack MoxHO Bocnonb3oBaTbcs peno3utopuem https://github.com/vegasbrianc/
prometheus.

[Mpumep ycTaHoOBKIK € ncnosnb3oBaHnem Docker Compose:

1. KnoHnpoBaTb penosuntopuin https://github.com/vegasbrianc/prometheus.
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2. B dvanne prometheus/prometheus.yml B cekuuio scrape_configs po6aBuTb:

scrape_configs:
- job_name: ‘'onpremise-federate-DOMAIN'
scheme: https
static_configs:
- targets: ["admin.DOMAIN"]
metrics_path: /myteam-prometheus/federate # pna Bepcum VK Teams 24.2 u Huxe
metrics_path: /mon/federate # HauuMHaa c Bepcum VK Teams 24.3
params:
match[]:
- "{job=~"_.+"}"'

, roe DOMAIN — Ball JoMeH.

Mpumep danna prometheus/prometheus.ymi:

global:
scrape_interval: 15s
evaluation_interval: 15s

rule_files:
- 'alert.rules'

alerting:
alertmanagers:
- scheme: http
static_configs:
- targets:
- "alertmanager:9093"

scrape_configs:
- job_name: onpremise-federate-DOMAIN'
scheme: https
static_configs:
- targets: ["admin.DOMAIN"]
metrics_path: /myteam-prometheus/federate # pna Bepcum VK Teams 24.2 u Huxe
metrics_path: /mon/federate # HauuMHaa c Bepcum VK Teams 24.3
params:
match[]:
- "{job=~".+"}"

3. Ecnn He ncnonbayetca cepTudukaT oT Let's Encrypt, To Heo6xoanmo NpoKVHYTb Ball KOPHEBO

cepTudmKaT B KOHTENHEpP prometheus:
+ CospaTb B KOpHE OUPEKTOPMIO certs 1 MoNoXWTb TyAa Ball KOPHEBOW cepTnduKaT;

- B painne prometheus/docker-compose.yml no6asuTb NnapameTp - ./certs/root-ca.crt:/etc/ssl/
certs/root-ca.crt B kOHTelHep prometheus B cekuumto volume.
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Mpumep cepsurca prometheus B prometheus/docker-compose.ymil:

services:
prometheus:
image: prom/prometheus:v2.36.2
volumes:
- ./prometheus/:/etc/prometheus/
- prometheus_data:/Prometheus
- ./certs/root-ca.crt:/etc/ssl/certs/root-ca.crt

command :

- '--config.file=/etc/prometheus/prometheus.yml’
- '--storage.tsdb.path=/prometheus’
- '--web.console.libraries=/usr/share/prometheus/console_libraries'
- '--web.console.templates=/usr/share/prometheus/consoles’

ports:
- 9090:9090

links:

- cadvisor:cadvisor

- alertmanager:alertmanager
depends_on:

- cadvisor
networks:

- back-tier
restart: always

A\ BHumaHune

Ecnu aToro He coenatb TO Npu scrape 6yaeT nossnaTbcsa ownbka x509: certificate signed by unknown
authority.

4. Mpn HeOBXOOAUMOCTU CKOPPEKTUPOBATL K A06aBUTb NapaMeTpbl scrape_interval nnu scrape_timeout B
dainne prometheus/prometheus.ymil.

5. [Lna HaCcTpoOIiKK yBEAOMIIEHI 06 M3MEHEHUN MeTPIIK B daiine prometheus/alertmanager/config.yml
yKasaTb route n recivers. Hanpumep, npu ncnonb3oBaHnn telegram-60Ta Ans oTnpaskn yBEAOMIEHN B

4yaT:

route:
receiver: "telegram"
receivers:
- name: "telegram"
telegram_configs:

- bot_token: TELEGRAM_BOT_TOKEN
api_url: https://api.telegram.org
chat_id: TELEGRAM_CHAT_ID
parse_mode: "HTML"
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6. [1na cospaHui npaBun yBe4OMAEHWI 06 N3MEHEHUN METPWK 3anofHNTL paiin prometheus/ prometheus/
alert.rules:

groups:
- name: onpremise
interval: 30s
concurrency: 2
rules:
- alert: WARNING
expr: localcheck_status ==
for: 3m
labels:
severity: warning
annotations:
summary: Instance {{ S$labels.instance }})
description: "status = {{ Svalue }} \nLABELS = {{ Slabels }}"
- alert: CRITICAL
expr: localcheck_status == 2

7. [1nsa 3anycka BbIMOMAHNTb KOMaHAY:

docker compose up -d

[aTa o6HoBNeHNs gokymeHTa: 18.04.2024 r.
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