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Ha3HayeHe fOKyMeHTa

B paHHOWM NHCTPYKLMN NPEeAcTaBeHo onncaHne npouecca HacTpoiku Single Sign-On ayTeHTuduKauum no
npotokonam SAML n OIDC, a Takxe SSO-ayTeHTudMKauum no npotokony Kerberos B Microsoft Active

Directory.

rEl,OKyMeHT npefgHasHavyeH 04 ncnosib3oBaHNA agMUHNCTPaTOpaM opraHn3aunn.

JononHnTenbHaa JOKYMEHTaLuns

ApxntekTypa 1 onncaHne cucTemMbl — B OKyMEHTE NpefcTaBneHa nHbopmauus o cepsucax VK Teams,
obecneumBatoLLyx GyHKUMOHaNbHOCTb SSO-ayTeHTUdMKaLLUK, a Takke pacrnonoxeHune log-¢annos faHHbIX
CEepBUCOB. He 9BngeTcsa YacTbio NyBANYHON JOKYMeHTauumm, obpatutech K npeactasutento VK Tech, 4to6bl

O3HaKOMNTbCA C OOKYMEHTOM.
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MpepBapuTenbHble yCcnoBus Asig HacTpoumkm SSO
ayTeHTUPunKaunun

KnuneHtckume nnatdopmbl B pamkax 3anpoca ayTeEHTUdUKaLMN SOMKHbI NOA0EPXIBaTb ayTEHTUPMKALMIO Yepes
BHELLHEro npoeangepa ayTeHTudmukaLnm, B pesynbtate KOTOPOIW CepBep OTAACT OTBET, cogepXaluumn email n
atoken (knto4, HEOBXOAVMbIN AN UHULMAN3ALN CECCUN N NMONYYeHUs naeHTudumkaTopa ceccum — aimsid),

ncnosibdyemble fanee npum Ctapte ceCccun mecceHaxepa.

Heobxoanmo oTkmounTb 610KNPOBKY BCMJIbIBAIOLLVIX OKOH B 6pay3epe, Tak kak nogaepxka OIDC peannsoBaHa

Yyepes BCruibiBatoLie OKHa.

PyHKUMNOHaNIbHOE onncaHue

>
Client SEIVEnVK OIDC/SAML

___________ provider

Identity

BHelwHW npoBangep ayteHTudurkauummn (Identity Provider) — npoBaingep ocyLecTBASOWWA ayTEHTUPMKALMIO
1 nogaepXxunBatowmin NpoTokosbl ayTeHTudurkaumm SAML n OpenlD Connect. MNMpogaingepom senaetca SAML
IDP nnun OIDC Authentication server.

B npouecce ayteHTudumKaLmm nonblosaTtens cepsep VK Teams nepeHanpaBnseT nonb3oBaTens Ha
npoBarigepa ayTeHTudbukaun. KNnueHT nepexoauT no ykasaHHbIM redirect'am, nonb3oBaTenb BBOAUT
ayTeHTUdVKaunoHHbIe AaHHble. [lanee KNNeHT HaynHaeT HOBYIO CeCCUI0 MeCCeHAXepa 1 Nosfib3yeTcs
noeHTudnkatopom ceccum (aimsid) Bo Bcex 3anpocax. [pn oT3biBe access_token'a aimsid nHBanngupyetcs.

Ha knueHTCcKknx npunoxeHusax aimsid xpaHUTcs Bo BHyTpeHHeM xpaHunuwe OC B 3awndpoBaHHOM Buae (3a

VCKJIoYEeHEM web-Bepcumn), B COOTBETCTBUM C TabnnLel:

Mnatdopma TexHonorusa gng xpaHeHuns aimsid

Web Cookie

MacQOS CrMMETPUYHO 3andpoBaH B IoKanbHOM darine KoHburypaumm
Windows CUMMETPINYHO 3awmndpoBaH B OKasibHOM daline KoHpurypaumm
Linux CuMMETPINYHO 3awmndpoBaH B NOKasibHOM dalifne KoHpurypaumm
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Mnatdopma TexHonorus pnsa xpaHeHus aimsid

iOS Keychain

Android Encrypted Shared Preferences

1o OKOHYaHMM NpoLuecca ayTEHTUDUKALMN BCE yrpaBneHe TOKEHaMN 1 B3aMOLENCTBIE C NPOBaigepoMm
ayTeHTUdbUKaLum oCyLLEeCcTBAsSIETCS Ha CTOPOHe cepBepa VK Teams.

XpaHeHnem, O6HOBEHEM, MPOBEPKO TOKEHOB 3aHNMaeTcs cepsuc Tokeeper. CepBnC XpaHUT JaHHbIE,
ncnonbays b, Tarantool. B, Tarantool oTcnexusaeT TOKeHbI, NEPUOL XN3HN KOTOPbIX NCTEK, N aBTOMaTNYECKN
yOanseT nx us 6asbl.

HacTpoliika B3aumopeinctauma Client — Server VK Teams npegctasneHa B pasgene Llar 1. Hactporika
nogcuctembl aBTopusauum cepsepa VK Teams.

HacTpoliika B3anmopenctausa Server VK Teams — Identity Provider npepctasnena B LLlarax 2-5.
OrpaHunuyeHus Keycloak

Cepsuc Keycloak He B3aMogeincTByeT C BHELLHVM NPOBaliiepoM ayTEHTUVIKALN NOCTE aBTOPU3aLLnm.
COOTBETCTBEHHO, HE CMOXET UHBANIMAMPOBAaTb CBOIO CECCUIO NMPW MHBaNMZaLUM CECCUM NOMb30BaTENs Ha
BHELLHEM NpoBalifepe ayTeHTbVKaLUN.

OpHako, ecnm NHBanNMQMPoOBaTb Ceccuio Nosnb3oBaTens B cepauce Keycloak, knneHTt VK Teams pasnornHuT
nosnb3oBaTens.

OpHoBpeMeHHas pa6oTa C HECKOJIbKMMU NpoBaiigepammn ayTeHTuouKaumm
SSO ayTeHTUdUKaLMS nogaepXMBaeT ayTEHTUDUKALMIO Yepes HECKOSbKO NPOBaNgepoOB.

BbiBop Hy>XHOro NpoBaiifepa OCyLLEeCTBNSETCS Ha OCHOBE Useragent'a, nepefaHHOro napamMeTpoM B Havane
npouecca ayTeHTuobukauun. MpoLuecc HaCTPOKN NPOBaiaePOB NPEACTABAEH HIKE.

Secure Browser

- AnaiOS — ASWebAuthenticationSession.
- Ansa Android — Android Custom Tab.
- na Web — Window.open.

- [lna Desktop — oTKpbITUE B CTaHAAPTHOM Bpaysepe.
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MexaHun3sm ayteHTUudukauumm no nportokony OIDC

]

|
|
open VK Teams :

e » get myteam-config.json

v

return auth url
<

___________ g
|
open auth url ' . X X
» | auth (redirect_uri) 3anpoc Ha /auth endpoint
login page
1 _______________________________________
norvkH/naponb
OIDC code
‘ ____________________
3anpoc Ha /token endpoint
access_token, refresh_token, id_token
____________________ |
<atoken redirect on redirect_uri with atoken |
___________ | & T T T T T T =777 —7—7—+ |
| |
start_session : :
| g |
| |
aimsid I |
————————— - —F——————————e e — - |
|
|

1. KnneHT n3 ¢panna myteam-config.json nonyyaet auth-url gng ayteHTudurkaumm (CM. onncaHne B pasgene).

2. Cepep VK Teams cocTasnsieT 3anpoc B Identity Provider Ha /auth endpoint n nepeHanpaBnseT Ha Hero

KNNeHTa.
3. Monb3oBaTenb (B secure browser) BBOAUT ayTEHTUPUKALMNOHHbIE AaHHbIE:

+ €C/N Nonb3oBaTeneMm yxe souwen B Cuctemy, cpabotaeT SSO, 1 Nob3oBaTeNIO HAYEMO BBOAUTb HE

noTtpebyeTcs;

+ B C/lyYae OLn6KM NTornHa/napons — o6 aTom nosb3oBaTento coobwuT Identity Provider BHyTpun
secure_browser B okHe noruHa («Invalid username or password») n NpeaaoXnT BBECTU 1OTMMH/Maposb

NOBTOPHO.
4. |dentity Provider nepeHanpaBnsieT Ha yKa3aHHbI cepBepom redirect_uri, HaxogawWmncs Ha cepeepe.
5. Cepeep VK Teams o6pabaTtbiBaeT redirect ot Identity Provider:
+ B MapamMeTpax 3anpoca nonyyaert:
- state;

- code.

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHuua 6 13 30


/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/vk-teams-sso-auth-for-admins-2.png
/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/vk-teams-sso-auth-for-admins-2.png

6. Cepaep VK Teams cocTaBnseT 1 oTnpasnsieT 3anpoc B Identity Provider Ha /token endpoint:

+ B OTBET NOJlyYaeT HEOBXOAMMblE TOKEHbI U Mepuofbl UX Xn3Hu (access_token, refresh_token, id_token
nT.A)
+ COXPaHSET NX, €CNN eLLE HET TOKEHOB A1 3TOro Nonb3oBaTeNs B XpaHWIMLLe cepBepa.

7. CepBep VK Teams 3aBepLUaEeT JelICTBUS, HEOBXOAVMblE AN ay TEHTUOUKALUN, 1 OCYLLECTBNSET PEaUPEKT
Ha nepepfaHHbIi redirect_uri, B napameTpax nepegasas pesynbrat:

- code:
+ 20000 - ycnex;
+ 50000 - server error.
+ reason — nepegaeTcs B C/iyyae owmnbKy;
- atoken;
- email;

- host_time.
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MexaHn3m ayTeHTupunKaLnn rno npoTokony
SAML

]

|
|
open VK Teams :
¢ > get myteam-config.json

v

return auth url
<4

___________ e
|
open auth url ' . X .
P » | auth (redirect_uri) redirect to auth
login page
4 _______________________________________
norux/napons
SAML assertion
‘ ____________________
|
atoken redirect on redirect_uri with atoken |
——————————— | & T T T =" |
| |
start_session : :
| v |
| |
aimsid I |
—————— e ———— g g P S |
|
1

1. KnneHT n3 dpanna myteam-config.json nonyyaet auth-url gna ayteHTudmkaumm (CM. onncaHmne B pasgene).

2. Cepep VK Teams cocTansieT 3anpoc B Identity Provider Ha /auth endpoint n nepeHanpaBnseT Ha Hero

KIIEHTa.
3. Monb3oBaTens (B secure browser) BBOOUT ayTEHTUPUKALMOHHbIE AaHHbIE:

+ €CNN Nonb3oBaTeneMm yxe sowen B Cuctemy, cpabotaeT SSO, 1 NOAb30BaTENIO HAYEMO BBOAUTD HE

notpedyeTcs;

+ B CNy4Yae olmnbKn norviHa/naponsa — o6 3ToM nosb3oBaTtenio coobwuT ldentity Provider BHyTpw
secure_browser B okHe florrHa («Invalid username or passwordy) 1 NPeAIoXNT BBECTY JIOMMH/Naporb

NMOBTOPHO.
4. |dentity Provider nepeHanpaBnsieT Ha yKa3aHHbIl cepBepom redirect_uri, Haxogawmncs Ha cepeepe.
5. CepBep VK Teams o6pabaTbiBaeT redirect ot Identity Provider:
+ B MapamMeTpax 3anpoca nosyyaer:
- state;

- code.
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6. Cepep VK Teams 3aBepLuaeT AeACTBUS, HEOOXOAUMbIE ANS ayTEHTUdMKaLMM, N OCYLLECTBASET peanpexkT
Ha nepepaHHbl redirect_uri, B NnapameTpax nepepfasas pesynbraT:

- code:
+ 20000 - ycnex;
+ 50000 - server error.
+ reason — nepenaeTcs B C/lyyae owmnbKy;
- atoken;
- email;

- host_time.
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HacTtpownka SSO ayTeHTdUMKaynm no
npotokosiam OIDC n SAML

Heobxopgumble warv gnsa skniodeHns SSO ayTeHTudrKaumm NpenCcTaBneHbl HUXE:

LUar 1. HacTtponka nogcuncremsl asTopusaunm cepeepa VK
Teams

1. MNepenTn B BE6-NHTEPPEC cepauca Keycloak:

+ OTKPbITb fOCTYyN Ansg gomeHa mridme. <DOMAIN> n nepeintn B 6paysepe Ha https://
mridme.<DOMAIN>

/" MNpumeyaHue

Mo ymonyaHuio nms mridme He 3aBegeHo B DNS, n B HacTpolikax nginx BbicTaBneHo deny all. He
pPEeKOMEHAYETCA NCNOMb30BaTb 3TOT CMNOCO6 AOCTYyNa 6€3 KpaliHeEN HEOBXOANMOCTW.

nnn

+ NPOBPOCUTL NIOKaNbHbBIN MOPT Ha CEPBEP:
ssh -L 8080:keycloak-http.keycloak.svc.cluster.local:80 centos@<server>

1 nepenTn B 6paysepe http://127.0.0.1:8080/auth

2. JlornH: admin
Maposb: Naposib HEOBXOAMMO NONYUYNTb B CRYX6E TEXHNYECKOIN NOALEPXKKM

3. Mepelitn Manage — Clients — Bbi6paTtb nomailcli — Bkfiagka Settings — ycTaHOBWTbL 3HaYeHWa AN

rnonei:

- Valid redirect URIs — https://u.<DOMAIN_EXAMPLE.COM>/api/v87/rapi/auth/oidc/submitCode, roe
<DOMAIN_EXAMPLE.COM> — Ball JOMEH;

- Client authentication — On:
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http://127.0.0.1:8080/auth

® admin ~ .

T -
Jump to section
Valid redirect URIs @ e
Manage OA INd ISCirECtUR General Se
Clients Valid I °
a '» postlogout Access settings
Client scopes redirect URIs ® © Add
Realm roles Capability fig
Web origi
Users eb origins @ (-] )
© Add we jin e
Groups
Sessions Admin URL ® B )
Events
Configure
DR Capability config
Authentication Client authentication ® o On
Identity providers Authorization ® c’ -
User federation
Authentication flow Standard flow ® Direct access grants @

[] Implicit flow @ Service accounts roles @

[ ] OAuth 2.0 Device Authorization Grant @

‘ | OIDC CIBA Grant®

- Bknagka Advanced — Advanced Settings — none Proof Key for Code Exchange Code Challenge
Method — ykasaTb $256:

(0] admin ¥ .

Advanced Settings Jump to section
Manage This section is used to configure advanced settings of this client related to OpenID Revocation
_ Connect protocol
Clients
ect
Client scopes Access Token Lifespan ~ Never expires  «
(6]
Realm roles
tibili
Users Client Session Idle @ Never v
Groups
ClientSessionMax &  Never expires v Advanced Settings
Sessions
Events Client Offline Session Never expires v Authe erride
Idle ®
St Client Offline Session Never expires v
Realm settings Max @
Authentication OAuth 2.0 Mutual TLS a Off
Certificate Bound
Identity providers Access Tokens
User federation Enabled ©@
Proof Key for Code 5256 -
Exchange Code
Challenge Method &

Pushed authorization O Off
request required @

- Bknagka Credentials — none Client Authenticator — yka3zatb Client Id and Secret:
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= @IKEYCLO

Manage
Clients

Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Clients > Client details

admin ¥ ‘

nomailcli  Openid Connect c Enabled @ Action +
Clients are applications and services that can request authentication of a user.
Settings Keys Credentials Roles Client scopes Ad
Client Authenticator Client Id and Secret v
@
Clientsecret ~ seseeeeseeennnns L] Regenerate
Registration access (L]

token @

4. HeobssaTenbHble NapaMeTpbl:

- MepenTtn Realm settings — Bknagka Tokens:

MOXHO YKa3aTb BPeMsl XWN3HW Pa3fi4yHbIX TOKEHOB (Ha BECb realm):

= {@IKEYCLO

Manage
Clients
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings

Authentication
Identity providers

User federation

myteam

< e Localizati
General
Default Signature RS256
Algorithm @

Refresh tokens

Revoke Refresh Token C, Disabled
®

Access tokens

o

Access Token Lifespan
@ Itis

Access Token Lifespan
For Implicit Flow ®

a

Client Login Timeout

®

Minutes

Minutes

v

v

Tokens

o Enabled

Realm settings are settings that control the options for users, applications, roles, and groups in the current realm

Client policies

nidle timeout: 30 minutes

- Mepelitn Clients — Bbi6paTh nomailcli — Bknagka Advanced — Advanced Settings:

MOXHO YKa3aTb BpeMs XU3Hu access_token:
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Advanced Settings

Manage

| Connect protocol
Clients

Client scopes Access Token Lifespan

®

Realm roles

Users Client Session Idle &

Groups

Client Session Max @
Sessions

Client Offline Session Nev
Idle @

Events

®

5. MNpocTaBuTb NOBEAEHNE NPY NEPBOM JIOTVHE:!

Expiresin  +

rexpires <

Jump to section

This section is used to configure advanced settings of this client related to OpenlD Revocation

Minutes

Advanced Settings

- MepenTn Configure — Bknagka ldentity providers — BbibpaTb NpoBarigepa — B nose First login flow

ykazarb «first broker login:

IAKEYCLO ® admin v .
Client authentication Client secret sent as post v -
€] Jump to section
ClientID * @ 212121
Manage ngs
iz ClientSecret = @ seeeeeeens
OpenlD Connect settings
Client scopes
> Advanced
Realm roles ngs
Users Advanced settings
Groups
Store tokens @ Off
Sessions
Events Stored tokens Off
readable ®
Configure Trust Email @

Realm settings
Account linking only

®

Authentication

Identity providers

© 86 06

Hide on login page ®

User federation

Firstlogin flow @ first broker login v
Post login flow @ None -
Sync mode ® Import v
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LLlar 2. [lo6aBneHune npoBangepa ayTeHTndunkaummn

NMpotokon OIDC

Hwuxxe npencTaBneHo gobaBneHne npoBagepa ayTeHTUPrKaLmum npu ncnonb3oBaHuy npotokona OIDC. Ecnu
Bbl ncnonb3yete npotokon SAML, nepengute K pasgeny Npotokon SAML.

1. MpoBepuTb gocTynHocTb agpeca mridme.<DOMAIN_TEAMS>.

2. Co3paTb 1 HACTPOUTb NPOBaaepa ayTeEHTUGUKALWN:
MepenTn Identity Providers — Bbi6paTb HEO6XOOMbIA NPOTOKOS:

= MAKEYCLO ® admin v ‘

Identity providers
Identity providers are social networks or identity brokers that allow users to authenticate to Keycloak. Learn more (£

Manage

Clients To get started, select a provider from the list below

Client scopes

User-defined:
Realm roles

Users
e Keycloak OpenlID Connect e OpenlD Connect v1.0 9 SAML v2.0
Groups
Sessions
Social:
Events
BitBucket Facebook GitHub
Configure u ftBucke ﬂ aceboo O R
Realm settings
Authentication {'} GitLab G Google Instagram
Identity providers
User federation
. . a .
m Linkedin e MailRu ——| Microsoft

3. Yka3aTb cliefytoLLe 3Ha4YeHNs nonei:

- Alias — 3apgaTb Alias npoBaigepa;

- Display name — 3agaTb nMsa npoBagepa:

- Use discovery endpoint — Off;

- Authorization URL — 3anpocutb y agMmuHncTpaTopa Authentication server;
- Token URL — 3anpocuTb y agmunHncTpaTopa Authentication server;

- Logout URL — 3anpocutb y agMmuHucTpaTopa Authentication server,

- User Info URL — 3anpocuTb y agMmuHncTpatopa Authentication server;

- Issuer — 3anpocunTtb y agMmnHncTpaTopa Authentication server:
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= {MIKEYCLC

Manage
Clients
Client scopes
Realm roles
Users
Groups

Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

- Validate Signatures — On;

- Use JWKS URL — On;

Users
Groups
Sessions

Events

Configure
Realm settings

Authentication

Identity providers

User federation

® amn - @
Identity providers > Add OpenlD Connect provider
Add OpenlD Connect provider
Redirect URI ® https://mridme x5.onprem.ru/auth/realms/myteam/broker/oidc/endpoint L]
Alias * @
Display name ®
Display order ®
OpenlD Connect settings
Use discovery QP o
endpoint @
Import config fromfile  Drag a file here or browse to upload Browse Clear
®
Authorization URL *
Token URL *
Logout URL ®
User Info URL @
Issuer @
+ JWKS URL — 3anpocutb y agMmuHucTpaTopa Authentication server;
- Client authentication — Client secret sent as post;
- Client ID — 3anpocuTtb y agMuHuctpatopa Authentication server;
- Client Secret — 3anpocuTtb y agMuHucTpatopa Authentication server:
Issuer @
Validate Signatures & D On
Use JWKSURL ® © o
JWKSURL ®
Use PKCE @ Q o
Client authentication Client secret sent as post v
®
ClientlD * ®
Client Secret * @ @
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/" MNpumeyaHue

External Config moxHo y agmunHucTpatopa Authentication server.

[aHHble Nons TakKe MOXHO 3anosHNTb, UMAOPTUPOBaB dann koHdurypauumn. 3anpocuts Import

- MNepeTawmTtb dalin B none Import config from file

nnn

- B none Import config from file HaxxaTb Browse — Bbi6paTb daiin <Import External Config>:

= @IEKEYCLC

Manage
Clients

Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

4. HaxxaTb Save.

NMpoTtokon SAML

Identity providers > Add OpenlD Connect provider

Add OpenlID Connect provider

Redirect URI ® https://mridme.x5.onprem.ru/auth/realms/myteam/broker/oidc/endpoint

Alias * @ oidc

admin ~ .

Display name ®

Display order &

OpenlD Connect settings

Use discovery o Off

endpoint @

Import config from file Drag a file here or browse to upload

Browse Clear

®

Authorization URL *

Huxxe npepcrtaBneHo gobaeneHne npoBangepa ayTeHTudbumkaum npn NCNonb3oBaHum npoTtokona SAML. Ecnun

Bbl ncnonbayete npotokon OIDC, nepengute K pasgeny LLar 3. Peructpaumsa npoBangepoB ayTeEHTUGUKaLNN B

cepsucax VK Teams.

1. NMpoBepuTb gocTynHocTb agpeca mridme.<DOMAIN_TEAMS>.

2. CospaTb 1 HaCTpOUTb NpoBanaepa ayTeHTUdUKaLnn:

MepenTn Identity Providers — BbiGpaTb HEOBXOAMMbIV NPOTOKON:
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= @IKEYCLO ® o .

Identity providers
Identity providers are social networks or identity brokers that allow users to authenticate to Keycloak. Learn more [£

Manage

Clients To get started, select a provider from the list below

Client scopes

User-defined:

Realm roles
Gz e Keycloak OpenlD Connect e OpenlD Connect v1.0 e SAMLv20
Groups
Sessions
Social:

Events

BitBucket Facebook GitHub
Configure u n 0 !

Realm settings
Authentication :
GitLab Google Instagram
N7 G oo :
Identity providers

User federation

m Linkedin e MailRu == Microsoft

3. YkaszaTb criefyioLime 3HauyeHus nonem:
- Alias — 3agaTb Alias npoBangepa;
- Display name — 3agaTtb 1Msa npoBaligepa;

- Use entity descriptor — Off:

= @IKEYCLO ® aamn ~ (@)
Identity providers > Add SAML provider
Add SAML provider
Manage
Clients .
Redirect URI ® https://mridme.x5.onprem.ru/auth/realms/myteam/broker/saml/endpoint L]
Client scopes
Realm roles Alias * @
U
sers Display name ®
Groups
Sessions Display order &
Event
Vens Endpoints @ SAML 2.0 Service Provider Metadata (4
Configure SAML settings

Realm settings

Authentication Service provider entity  https:/mridme.x5.onprem.ru/auth/realms/myteam

D*®
Identity providers
Ve s i Use entity descriptor o
®
Import config fromfile  Drag a file here or browse to upload Browse Clea
®

- Single Sign-On service URL — 3anpocutb y agMmuHucTpaTopa IDP-cepBepa;
- Single logout service URL — 3anpocutb y agmuHucTpaTopa IDP-cepBepa;
- NamelD policy format — Unspecified;

« HTTP-POST binding response — On;
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« HTTP-POST binding for AuthnRequest — On;

« HTTP-POST binding logout — On:

= {@IKEYCLC

Manage
Clients
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Single Sign-On service
URL = ®

Single logout service

admin v .

URL ®

Backchannel logout o Off
@

NamelD policy format Unspecified
@

Principal type @ Subject NamelD

Allow create @ o ©On

HTTP-POST binding o On
response @

HTTP-POST binding o On
for AuthnRequest @

HTTP-POST binding c On
logout &

- Allowed clock skew — 30:

Realm settings
Authentication
Identity providers

User federation

Pass subject ® O Off

Allowed clock skew @ 30

Attribute Consuming
Service Index @

Attribute Consuming
Service Name @

/' MNpumeuyaHune

External Config moxHo y agmnHucTpatopa IDP-cepsepa.

[aHHble nong Takxxe MOXHO 3aMofIHUTb, UMNOPTUPOBaB dain KOHPUrypaumn. 3anpocutb Import

- MepeTawumtb darn B none Import config from file

nnn

« B none Import config from file HaxxaTs Browse — BbiGpaTh dalin <Import External Config>:
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= @IKEYCLO ® i © '

Identity providers > Add SAML provider

Add SAML provider
Manage
Clients .

Redirect URI ® https://mridme.x5.onprem.ru/auth/realms/myteam/broker/saml/endpoint L]
Client scopes

Alias * ®

Realm roles

(VELTS Display name ®

Groups

Sessions Display order ®

Event
Ven's Endpoints & SAML 2.0 Service Provider Metadata (4

SAML settings

Configure

Realm settings

Authentication Service provider entity  https://mridme.x5.onprem.ru/auth/realms/myteam

ID*®
Identity providers
i i Off
User federation Use entity descriptor o
©)
Import config from file  Drag a file here or browse to upload Browse. o
®

Service provider entity

ID®

4. HaxaTb Save.

LLlar 3. Perncrpauuna nposangepoB ayTeHTneukaumm B
cepBucax VK Teams

MNMpoBaigepbl peructpupytotcs B cepaurce Stdb. OTTyga nHbopmaumio 0 HUX NonyYvatoT cepsuchl Front n
Tokeeper.

SSO ayTeHTUUKaLMSA Mo aePXMBAET ayTEHTUDUKALMIO YepPE3 HECKOJIbKO MPOBaNgEePOB.
Bo3amoxHa nogaep>kka HECKOJbKX MPOBaNAepoB B ABYX popMaTax:

BapuaHT 1. CepBuc Keycloak nogknioyaeTcs K npoBangepy ayTeHTUPUKALUN B PEXMME NOCPEAHVIKA, BCE

B3aMMOLEWCTBYE C NPOBalgepoM NeEXUT Ha cepauce Keycloak.

HacTpouTb BbI6Op NpoBarigepa 419 pasfnyHbiX BapUaHTOB NOLAKIIOYEHNS:
- MopxmounTbea K cepaucy Stdb:
rlwrap nc 0.0.0.0 4041
- Nanee no6aBnTb TabAULY C AaHHbIMU MPOBaNAEPOB:

stdb_table_add idp_configurations issuer@string addr@string client_id@string scope@string
client_secret@string platforms_and_auth_extra_params@string need_register_user@string

stdb_row_add idp_configurations KK https://di.<DOMAIN_EXAMPLE.COM>/auth/realms/

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CTtpaHunua 19 13 30


/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/vk-teams-sso-auth-for-admins-18.png
/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/vk-teams-sso-auth-for-admins-18.png

myteam/.well-known/openid-configuration nomailcli openid use_secrets_luke '{ "web":
"kc_idp_hint=<Alias_1>", "desktop": "kc_idp_hint=<Alias_2>", "default":
"kc_idp_hint=<Alias_3>" }' false

,roe <Alias_1>, <Alias_2>, <Alias_3> — 3HauyeHue nons Alias onsa npoaligepos B Keycloak (cm. LLar 2.

[ob6asneHne npoBangepa ayTeHTUPUKaLAN).

[ns pasrpaHudeHns nnatdopm ncnonblyetca none platforms_and_auth_extra_params Ta6nuupl cepsurica

Stdb. YTouHeHus 3HaueHns nons platforms_and_auth_extra_params:

- default — nepexognm Ha 6a30ByiO CTpaHKLY aBTOpU3aumn cepsrca Keycloak;

- ke_idp_hint=<Alias npoBaligepa B HacTpolikax Keycloak>.

LocTynHble nnatdopmbl:

- Web;

« Android;
- Desktop;
- 10S.

BHUMaHune

Ecnuv ogHy v Ty Xe nnatdopMy ykasaTb OJ19 HECKOMbKIX MpoBaiaepoBs, cepsuc Stdb coobLumT 06 3TOM B JIOT,

SSO ayTeHTUdUKaLMa paboTaTb He BygeT.

/' TpumeyaHne
[MonesHble komaHAbl B rlwrap:
- get //nonyunTb CNnCOK:
stdb_table_get idp_configurations
- del // ynanuTb:
stdb_row_del idp_configurations 1

- set // n3aMeHnTb:

stdb_row_set idp_configurations 1 KK http://di.<DOMAIN_EXAMPLE.COM>/auth/realms/myteam/.well-
known/openid-configuration nomailcli openid use_secrets_luke '{ "web": "kc_idp_hint=saml",
"desktop": "kc_idp_hint=saml", "default": "kc_idp_hint=ws1" }' false

BapuaHT 2. OTaenbHas perncTpaLmst Kaxxaoro npoBangepa: B TabnuLy Kaxablii npoBangep gobasnseTcs

HOBOI CTPOKOW.
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LLlar 4. HacTpoiika BHeLWWHen ayTeHTuunKauumn

1. Jo6asuTb B fusr/local/nginx-im/html/myteam/myteam-config.json ykasaHHoe cogepxumoe:

"oauth-authorization": {
"enabled": true,
"config": {
"auth-url": "https://u.<DOMAIN_EXAMPLE.COM>/api/v87/rapi/auth/oidc/authorize”
}
be

2. MNpuMmeHnTb:
kubectl delete pod myteam-admin-* -n vkteams
, rae: * — yHuKanbHoe nms noga. Vima noga HeEO6Xo4MMO NOMYYNTb C MOMOLLLBIO BbIBOAA KOMaHAb:

kubectl get pods -A | grep admin

LLlar 5. HacTpowuka protocol mappers

Heo6xoamnmo HacTpouTb MO TPY Mapper'a ANna Kaxagoro nposangepa — email, lastName un firstName.

1. Mepeitn Identity Providers — Bbi6paTb NpoBaiigepa — Bkagka Mappers — HaxaTb Add mapper:

= @EKEYCLO ® amn - @
Identity providers > Provider details
Provider alias @ crabled Acton v
Manage
Clients Settings Mappers Permissions

Client scopes

Realm roles Q

Users

No Mappers
Groups
There are currently no mappers for this identity provider
Sessions
Events Add mapper

Configure

Realm settings
Authentication
Identity providers

User federation

2. YkasaTb cnefytoLie 3Ha4yeHns rnonew:
- Name — 3agaTb ms mapper'a;

- Sync mode override — Inherit;

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/ CrtpaHuua 2113 30


/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/vk-teams-sso-auth-for-admins-19.png
/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/vk-teams-sso-auth-for-admins-19.png

- Mapper type — Attribute Importer;

- Claim — macka gna novcka aTpréyTa B TOKEHE (3anpocuTb y agMuHucTpatopa IDP-cepepa);

- User Attribute Name — nponuncaTb ognH 13 BapunaHToB — email; lastName nnwu firstName:

= {@IKEYCLO

myteam

Manage
Clients

Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

3. HaxaTtb Save.

4. MNoBTOopWTb Warn 1-4 ons cosgaHns OCTanbHbIX ABYX Mappers.

Identity providers 2 Provider details

Edit Identity Provider Mapper

email

> Edit Identity Provider Mapper

Name * @

Sync mode override *

®

Mapper type @

Claim @

User Attribute Name

®

email

Inherit

Attribute Importer

email

email

Save Cancel

HacTtpounka SSO ayTeHTUdMKaunm no npoTokony

Kerberos B Microsoft Active Directory

LLlar 1. Co3paHue dainna .keytab

B 3aBuCMOCTU OT BbibpaHHOro Tuna windpoBanHns — RCA-HMAC-NT nnun AES128-SHA1, AES256-SHAT —

BbIMNOJSIHNTE Warn, npegcrtaB/ieHHble HIXKe:!

Mpwn ucnonbsoBaHum wmeppoBaHusa RC4-HMAC-NT

1. Ha Windows Server creHepupoBatb ¢pain .keytab onsa Kerberos ayteHTudukaumm B Active Directory :

ktpass -princ HTTP/computer.contoso.com@CONTOSO.COM -mapuser keycloak -pass "z7A&piloNu" -

crypto RC4-HMAC-NT -ptype KRB5_NT_PRINCIPAL -out mcs.keytab
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,roe:

- -princ —FQDN cepBepa Keycloak B popmate HTTP/computer.contoso.com@CONTOSO.COM g s
opraHusauum cesasm mexay cepsucom Keycloak n Active Directory

/" MpumeyaHue

[aHHbI NapaMeTp yunTbiBaeT PerncTp.

+ -mapuser — NoOJfb30BaTesb, ANs KoToporo peructpupyetca SPN v reHepupyeTcsa daiin keytab;
+ -pass — Maposb Nonb3oBaTens;

« -crypto — 11N WndpoBaHus. YTo6bl creHepupoBaTb dann .keytab, nogoepxmBatoLni Bce Cnocobbl

WdpPOBaHUS, yKaxnTe s Kfloda -crypto 3HadyeHume ALL ;
« -ptype — TN NpUHLMNANA;

+ -out — umg cosgaBaemoro darina .keytab.

2. JononHuTenbHo BkmounTb WwWndpoaHne RC4-HMAC-NT B koHTeHepe ¢ Keycloak (OHO aBTOMaTUYeCKm

OTKJIIOYAETCS, TaK KakK CYNTAETCS Cnabbim):

+ co3paTb dalin Yepes 6o TEKCTOBDLIV pefakTop (HasBaHMe ykasaTb nio6oe, B npumepe
1CNonb3oBaHO HasBaHve dainna allow-weak) co cnepyoLM COLEPXNMbIM:

[libdefaults]

allow_weak_crypto = true

permitted_enctypes = aes256-cts-hmac-shal-96 aes256-cts-hmac-sha384-192 camellia256-
cts-cmac aes128-cts-hmac-shal-96 aes128-cts-hmac-sha256-128 camellia128-cts-cmac
arcfour-hmac

- cosgaTtb configMap Ha ocHoBe ¢aiifia, CO34aHHOro Ha NpeablioyLem Lware:

kubectl create configmap krb5-week-conf --from-file=allow-weak --namespace=keycloak

* YTOb6bI oTpefakTnpoBaTb deployments BbIMOJIHATE KOMaHAY:

kubectl -n keycloak edit deployments

+ 0O6aBUTb CTPOKN B CeKUMN volumeMounts: U volumes:

spec:
template:
spec:
containers:
volumeMounts:

- mountPath: /etc/krb5.conf.d/
name: krb5-week-conf

volumes:

- configMap:
defaultMode: 420
name: krb5-week-conf

name: krb5-week-conf
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Mpwn nucnonbsoBaHue wngpposaHusa AES128-SHA1, AES256-SHA1

1. Mpwn ncnonbsoBaHun WndpoBaHua AES128-SHAT, AES256-SHAT Heo6xoaMbl HACTPOWKIN ANs
nonb3oBaTenel B Active Directory. B cBoicTBax y4eTHbIX 3anmcen nonb3oBaTenen Heobxo Mo

YCTaHOBUTb NOAAEPXKY TUNOB WindpoBaHng AES128-SHA1, AES256-SHAT — nu6o yepes rpynnosbie
NOANTUKN, TN6O BPYYHYIO.

Published Certificates Member Of Password Replication Dialin  Object
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Attribute Editor

General Address Account Profile Telephones Organization

User logon name:
{ | v

User logon name (pre-Windows 2000):

| |

Logon Hours... v LogOn To...
[J Unlock account
Account options:
_D Use only Kerberos DES encryption types for this account A

[[] This account supports Kerberos AES 128 bit encryption.
[] This account supports Kerberos AES 256 bit encryption.
|| Do not require Kerberos preauthentication

Account expires
® Never
(O End of: |23 asrycta 2023r.

Carcel || owy || i
2. Ha Windows Server creHepupoBaTb daiin .keytab onsa Kerberos ayteHTudukauunm B Active Directory :

ktpass -princ HTTP/computer.contoso.com@CONTOSO.COM -mapuser keycloak -pass "z7A&piloNu" -
crypto AES128-SHA1 -crypto AES256-SHA1 -ptype KRB5_NT_PRINCIPAL -out mcs2.keytab

,roe:

+ -princ —FQDN cepBepa Keycloak B popmate HTTP/computer.contoso.com@CONTOSO.COM gnis
opraHu3saLuuy ceasm mexay cepsrcom Keycloak n Active Directory

/" MpumeuaHue

[aHHbI NapaMeTp yunTbiBaeT PerncTp.

+ -mapuser — NOJfb30OBaTesb, AN5 KOToporo peructpupyetca SPN v reHepupyeTtca daiin keytab;
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* -pass — NapOJib NoOJib3OBaTeEN4H,

« -crypto — TUN WndpoBaHus. YTobbl creHepupoBaTb dann .keytab, nogoepxmsaioLLmi Bce cnocobbl

WnNdpOoBaHUS, yKaxNTe aNng Kioya -crypto 3HayeHve ALL ;
« -ptype — TUN NPUHLMNaNa;
« -out — mms co3gaBaemoro dainna .keytab.

3. Cospatb cekpeT 13 dpainna .keytab n npoknHyTb ero BHyTpb KOHTenHepa ¢ Keycloak:

kubectl -n keycloak create secret generic keycloak-keytab --from-file=mcs_new.keytab --dry-
run=client -o yaml | kubectl apply -f -

LLlar 2. HacTpouka realm

Mepentn B BE6-MHTEPDEC cepBurca Keycloak n HacTpounTb realm. lNMogpo6Hoe onncaHne npencTaBneHo B

pasnene.

LLiar 3. MogknioueHne nonb3oBaTtenen ns Keycloak yuepes
User Federation

1. Mepelitn B pazgen Configure — User federation — HaxaTb Ha kHorky Add Ldap providers:

= @IKEYCLO ® admink .

User federation

User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more [£

Manage

Clients To get started, select a provider from the list below.
Client scopes .
Add providers
Realm roles
Users
s Add Kerberos providers s Add Ldap providers
- -
Groups

Sessions

Events

Configure

Realm settings

Authentication
Identity providers

User federation
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2. YCcTaHOBUTb cnegytolye 3HayeHns nonen:

- Vendor — Active Directory:

= {@IKEYCLO

> Add LDAP provider

Add LDAP provider

User federation

Manage

Clients

Client scopes General options

Realm roles

Console display name Idap
Users ‘®
Groups Vendor * @ Active Directory

Sessions

- Connection URL - IP-agpec koHTponnepa gomeHa Active Directory.

® admin .

Jump to section

General options

Connection and authentication

Hpm MNCMnoJib30BaHNM 3alLLWLEHHOIo coeHeHnd, yKa3aTb NnpOTOKOJ Idaps n caenatb akTBHbIMIN

nepeksyaTenm:
- Enable StartTLS - On;

- Connection pooling - On.

[na npoBepKn HaCTPOEHHOIO CoeauHEHNs1 HaxaTb Ha KHornKy Test connection. Mpw ycnelwHom

coepguHeHun nonydyaem coobueHne «Successfully connected to LDAP».

- YkazaTtb Bind DN 1 naposb nonb3oBaTens, OT UMEeHW KOTOPOro NiaHnpyeTcs nogksoyaTbes K Active

Directory.

[ns npoBepku nogknioveHus k Active Directory HaxaTb Ha kHonky Test authentication. MNpwu

YCMELHOM coefiHeHU noslyvyaem coobuieHune «Successfully connected to LDAP».

= @IKEYCLO

Connection and authentication settings

Connection URL * @ dap://185.86.144.133
Manage

Clients Enable StartTLS ® c, Off

Client scopes
Use Truststore SPI & Only for Idaps

Realm roles
- Connection pooling @ o Off
Clotp= Connection timeout
Sessions @
Events Test connection
Configure Bind type * @ simple
Realm settings
BindDN * @ CN=keycloack,CN=Users,DC=vkteams-test,DC=local
Authentication
Identity providers Bind credentials * @ seseeee

User federation

est authentication

® admin ¥ .

Jump to section

Connection and authentication settings

Advanced settings

3. B 6noke ¢ HacTpolkamuy noucka n o6HoBneHus LDAP ykasaTb cnefyioLlme 3Ha4yeHns nonem:

- Edit mode — READ_ONLY;
- UsersDN — aTpubyT distinguishedName 13 Active Directory;

- Username LDAP attribute — cn;
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- RDN LDAP attribute — cn;
- UUID LDAP attribute — objectGUID;
- User object classes — person, organizationalPerson, user;

- User LDAP filter — onuunoHanbHbIl GUAbTP, KOTOPLIA YKa3biBaET, U3 kakol rpynnbl B Active Directory

B6paTb Nonb3oBaTenNen;

- Search scope — Subtree o519 CKBO3HOro noncka nonb3osaTenen cornacHo epunbTpy B none User
LDAP filter.

= @IKEYCLO ® i © .

Jump to section

LDAP searching and updating

Manage Editmode * ® READ_ONLY v e
Clients

UsersDN * ® CN=Users,DC=vkteams-test,DC=local Connection and authentication settings
Client scopes
Realm roles Username LDAP cn LDAP searching and updating

attribute * @
Users

onization settings

Groups RDN LDAP attribute *  cn

@ Kert

(erberos integration
Sessions .
E UUID LDAP attribute objectGUID
vents ache settings

' ® -
Configure User object classes * person, organizationalPerson, user Advanced settings

€]
Realm settings
Authentication User LDAP filter @ (memberOf=CN=vkteams-users, CN=Users,DC=vkteams-test,DC=local)
Identity providers

Search scope @ Subtree v

User federation

Read timeout &

Pagination ® o Off

4. B 6510Ke C HaCTpOWMKaMn CUHXPOHMN3aLLMN YKa3aTb CeayiloLe 3Ha4YeHns nonem:
- Import users — On;
- Sync Registrations — On;
- Periodic full sync — On;
- Full sync period — yka3aTb Nepurof CUHXPOHU3aLLUN B CEKYHOAX;
- Periodic changed users sync — On;

- Changed users sync period — yka3aTb nepuop, CUHXPOHM3aLUN B CEKYHAAX.
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= (@GIKEYCLO

Manage
Clients
Client scopes
Realm roles

Users

Groups

Sessions

Events

Configure

Realm settings

5. B 6noke ¢ HacTpolikamun Kerberos ykasaTb cregyoLlme 3Ha4yeHns nonem:

Synchronization settings

Import users @ o On

Sync Registrations @ o On

Batchsize @

Periodic full sync ® o On

Full sync period ® £04300

,,,,,,,

/ a—\
Periodic changed ( ) On

userssync @

Changed users sync
period @

86400

- Allow Kerberos authentication — On;

Jump to section

Synchronization settings

Kerberos integration

- Kerberos realm — 3arnaBHbiMu 6y|<Ba|v||/| YKa3aTb HaiMeHOBaHne oMeHa, HaCTPOEHHOr o Ha Lare 2,

- Server principal — ykasatb SPN, yka3aHHbIl Npu cosfaHnn dalina .keytab (cw. war 1);

- Key tab — ykasatb nyTb oo dainna .keytab;

- Debug - On (onumoHanbHO).

IKEYCLO

Manage
Clients
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Kerberos integration

Allow Kerberos c on

authentication ®

Kerberos realm * @ VKTEAMS-TEST.LOCAL
Server principal * @ HTTP/computer.contoso.com@CONTOSO.COM
Keytab * ® /mnt/keytab/new/keytab

Debug @ o On
Use Kerberos for o Off

password
authentication @

Cache settings

Cache policy @ DEFAULT

Advanced settings

Enable the LDAPV3 O
password modify
extended operation

6. HaxaTb Ha KHorKy Save.
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Synchronization settings
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LWar 4. Peructpauna Keycloak B cepsuce Stdb

OnuvcaHne npencTaBneHo B pasaene.

Lar 5. HacTpownka BHeLLHen ayTeHTnduKaumn

OnuncaHne B pasnene.
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PacnpocTtpaHeHHble Npo6siembl

Mpo6nema: Hagnucb Server error B web-unHTepderce VK Teams, OKHO NTIOriHa He OTKPbIIOCD.

PeLueHune: HEOBXOOMMO OTKAIOYNTDL 6AOKUPOBKY BCMJIbIBaOLLMX OKOH B 6pay3epe.

Mpo6nema: BMeCTO OkHa JIornHa oTob6paxaeTtcst Required parameter not found.

PelueHune: npoBepuTb, YTO B cepaurce Stdb BepHo nponncaHo none addr B idp_configurations.

Mpo6nema: nocne norviHa nosinseTcs olwmnbka Unexpected error when authenticating with identity
provider,

B JSlorax cepsuca Keycloak: Failed to make identity provider oauth callback:
javax.net.ssl.SSLHandshakeException: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path to
requested target.

PewieHue: npoBepuTb, UTO y cepBuca Keycloak ecTb Bce cepTudumkathbl.

HaTta o6HoBneHNs gokymeHTa: 11.10.2023 1.
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